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ZNAMY CIL #1

Spoleénost ‘ Prykarpattya Oblenergo

Dopad Vypadek v 8 provmcuch Ivano-

Eyvanlrisvsclr vasraiamss

ZNAMY CIL #2

Spolec¢nost ‘ Kyivoblenergo

Dopad | Odpolenl 30 elektrlckych stanlc =

“The big lesson here is that...someone actually brought down a
power system through cyber means. That is an historic event, it
has never occurred before.”

- Robert M. Lee, Cyber Warfare Operations Officer for the US Air Force
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Umoznuje spojeni s Command and Control (C&C) serverem
Odesila informace o systému na C&C server
Instaluje KillDisk malware — sleep state

Poskytuje zadni vratka uto¢nikiim a ziskava pristupoveé udaje
administratort

Vyuziva sitoveé pripojeni k dalSimu Sireni na pripojené systemy
Umozriuje utoCnikam instalovat SSH backdoor pro trvaly pristup

Umozriuje utoCnikam lateralni pohyb s vyuzitim ziskanych
pristupovych udaju

Vyuziva sitové pfipojeni k presunu z IT do ICS prostredi

Umozriuje uto¢nikam instalovat RATs na kritické systémy
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The target gets a spear-phishing email that
contains an attachment with a malicious
document. The attackers spoofed the sender
address to appear to be one belonging to Rada
(the Ukrainian parliament) and the document
itself contains text trying to convince the victim
to run the macro in the document
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The victims, successfully tricked, executed malicious code to interact
with remote Command and Control (C&C) servers. System
information was sent to C&C servers, and was used by attackers to
gather additional information about targets. Ultimate goal was to
execute commands on the victim’s hosts or to gain remote access to

the target network
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Industrial Network

Corporate Network

SCADA
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UPS (Uninterruptable Power
Supplies)

Compromised hosts were probably used to identify HMI servers and
collect information on ICS environment
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Exploiting HMI software vulnerabilities, the attackers downloaded ‘ ‘

UPS (Uninterruptable Power
Supplies)

and implanted Black Energy malware on the SCADA systems
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UPS (Uninterruptable Power
Supplies)

Commands were sent to open breakers to the targeted sites. It's not
clear if these command were sent from a compromised workstation : ‘ ‘
using a regular connection or a backdoor SSH connection activated

by the malware
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The attackers acted (remotely or using internal systems) to delay restoration,
to amplify impact, and make forensics more difficult: ‘ ‘

UPS (Uninterruptable Power
Supplies)

 Call Flood of call centers blocked customers from reporting the power
outage
« Data Wiping of files in an attempt to deny use of the SCADA systems and
cover its tracks 0 g
» Scheduled UPS outage via their remote management interface
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