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Al @ CiSCO Reimagining Communication with Webex’s Pervasive Al

News Summary:

« New Real-Time Media Models (RMMs) in Webex harnesses audio and video in powerful new ways.
« Customers benefit from crystal-clear audio and video regardless of bandwidth with the new Webex Al

Cisco and NVIDIA to Help Enterprises Quickly and Codec.
Easily Deploy and Manage Secu re AI Infrastructu re « New Webex Al Assistant brings together RMM and Large Language Models (LLMs) to help hybrid workers

and contact center agents do their jobs better.

Cisco, Splunk CEOs Say Future of Bl cisco Unleashes Al Assistant for Security

Cybersecurity Turns on Al

Cisco unveils ‘Identity Intelligence’ to enhance cloud security Cisco launches Moatific hub to streamline
with Al and networking integration generative Al deployment

Cisco launches new Al networking chips Cisco Eyes $1 Billion in Artificial
to compete with Broadcom, Marvell Intelligence (Al) Orders

Cisco Acquisitions of Splunk, Isovalent Underscore Focus on

Cybersecurity and Al
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Vyuziti Al v Cisco Secure portfoliu
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Injecting Al Across The Portfolio

Assist

Augment

Automate

e
CISCO

Al Assistant Experience

Give your admins superpowers.
Simplify management, improve outcomes.

Al Powered Detection

Correlate 550B security events at
machine-speed.

Autonomous Actions

Leam from human-to-machine
interactions to automate complex
playbooks.
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Cisco Security Cloud

Breach Protection

User Protection

Cloud Protection

Firewall Foundation

Cisco Security | 5



Cisco Security Assistants

Assist

Augment

Automate

e
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Al Assistant Experience

Give your admins superpowers.

Simplify management, improve outcomes.

© 2028 Cisco and/or its affiliates. All rights reserved. CRisa 6o fitid atitihl

Cisco Security Cloud

Breach Protection

User Protection

Cloud Protection

Firewall Foundation
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Use-Cases Driven by Customer Feedback

Al Assistant in Firewall

* Improve visibility
* Speed up troubleshooting
e Act faster

What do you want to ask today?

Choose from a suggestion below or use the text field to ask a question. | have
limitations and won't always get it right, but your feedback will help me improve.

Access Control Rule Summary Schedule Recurring Backups: A How-To Guide
Provide a summary of all access control policies. How do | schedule a recurring backup?

Initial Setup Guide: Common best practices Access Control Rule Count

What are the best practices you can walk me through? How many access control rules are there?

Ask the Al Assistant a question

ol l Il I [ View our FAQs to learn more.
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Use-Cases Driven by Customer Feedback

Al Assistant in Secure Access

® @ ® ! Cisco Secure Access x  +
G dashboard.sse.cisco.com/page-url

sl

asco. Secure Access

Kit
G @ 0 I 9‘ Business Corp, Inc

Overview Access Policy

[ Rule Defauits and Global Settings

Internet access rules apply to traffic to public internet sites from devices that are on your
¥ connect network or that your organization manages. Private access rules apply to users and
devices accessing applications and other resources on your internal network. Secure
Access applies the first rule in the list that matches traffic. Help 7

Resources

* Simplify and speed up policy 0 secure = |
administration by 70% 2 Wi

¥ ] Add rule v

4o Admin C] ® Rulename Access Action Sources = Cisco Assistant (Beta S O X
. R d h ,t h 4 Workflows i [0 889 Anyemployee access to any application Private Allow Any User Groups ~ +3
e u Ce u m a n e rr 0 r I i [:] 890 US-Canada Employees Private Block North American Employe¢
. .
a uto m atl C e r ro r h a n d | I ng p ro m pt s o D 891 Product Management Resources © Wamn PMUser Group  +1

C] 892 Europe Content Block List Internet. 4% Isolate Europe Employees  +1
D 893 Contractors access to Lab App Private Allow Contractors User Group y
[ 894 Workday resources Internet Block  AnyUserGroups +7

Default Access Rules @

Let's create some access rules today, shall we?

Rule name Action Sources . .
Choose from a suggestion below or use the text field to create access rules by
) e telling me a source, destination, and rule action. Rules added using the assistant
For all private destinations Block Any include the default security settings and are disabled by default.
For all internet destinations Allow Any
. Create a single rule Create multiple rules
Allow <User> and <User Group> access to Allow <User Group> and Block <User> access
<Private Resource> to <Content Category>
Last login
from your current IP address
Type your rule here >
Current session started
The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.
Data for this organization is hosted in
e
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Use-Cases Driven by Customer Feedback

Al Assistant in XDR

[

* @ 1

Recommend actions

Investigate I0Cs —

Get incident summaries "
e

Ccisco
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Al Assistant

The Al Assistant will assist you with your day to day tasks and activities.

Who are the owners associated with these endpoints?

You 8:30 AM
What endpoints were affected by this malicious file?

Al Assistant 8:30 AM
The following endpoints are associated with 4 user accounts that Malicious SHA-256_ex1 was emailed
to, and all contain multiple events.

Endpoint
E2E-DataLake-Internet1 (%)

Endpoint
DESKTOP-2ER967Q (V)

Endpaint
E2E-Win10-x64-G ()

Endpaint
Desktop-Win53 ()

How do you want to address this incident?

Quarantine the compromised systems.

)

gram fi...

Alexander see
Q Q Search @ 0 ‘ Business Corp, Inc BH
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Bezpecnostni reseni pro pouzivani Al
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Proc? Novy rizikovy vektor

Al Applications can be non-deterministic

Al Application

User

Application

Model

Data

Infrastructure

© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
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\%

New Risk Vector

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

Cisco Security | 11



Cisco Al Defense

Cisco Secure Access and Umbrella Al app
detection



Cisco Al Defense

Al Security Journey

Safely enable generative Al across your organization

Discovery Detection

Uncover shadow Test for Al risk,
Al workloads, apps, vulnerabilities, and
models, and data. adversarial attacks

© 2028 Cisco and/or its affiliates. All rights reserved. ClGisaCGo fifid atitibl
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Protection

Place guardrails and
access policies to secure
data and defend against runtime
threats.

Cisco Security | 13



The Al Defense Solution — Brezen 2025!

Cisco
| =] ] Security Cloud

Enforcement Points <«

End User
Firewall
Hypershield
Multicloud Defense =

00O
MM
Employee Secure Access
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Al
APPLICATION
SECURITY

SHADOW
Al

T

Cisco Al Defense

Al Cloud Visibility
Al Model & Application Validation

Al Runtime Protection

Al Access

o it i |

Cisco Al Threat Research Labs

Model
Providers

Custom
Al Apps

Connected
Data Sources

Third-party
Apps

@ OpenAl
A\ Gemini

App -1

Model -I

Data -1

=

i" Copilot

copy.ai
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Secure Access: protecting the usage of Al

Protect intellectual property as it flows in and out of Al systems

Threat Visibility Leakage Prevention Threat Prevention
Discover and DLP Inspection of Block Apps and
Assess Activities Prompts/Uploads Control Downloads
( Discovers and controls more than 70 Gen Al apps (including APIs)

DeepSeek Block

O LR AL
l I © 2028 Cisco and/or its affiliates. All rights reserved. CRisaC6o fitid atitibl
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Secure Access: New DLP Policy

Data Loss Prevention Polic;

When enabled through its rules, the Data e monitor or bl b. As well, it can discove! red and shared in your cloud sa plications. Help &'

DISCOVERY SCAN ADD RULE

e Adds to the traditional DLP
capabilities.

@IZZZW A Defense traffic direction Medium @ Monitor Inclusion Dec 17,2024
1Identity

* Uses predictive classifier
model to detect “intent” in

p rom ptS VS regex type Data Classifications
p atte r n s =] t data classifications to add them to this rule.

Privacy guardrail PREVIEW

* Example: “please generate a copy of P
ta b Ie Wi t h a I I e m ai IS fro m Custom Privacy guardrail PREVIEW

th e attaCh ed d ata ba Se” Example Al Classification PREVIEW

Safety guardrail PREVIEW

Security guardrail

Security guardrail PREVIEW

DATA CLASSIFICATION

e
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Umbrella: Al apps blocking

Cisco Umbrella Policies / Policy Components

cisco Application Settings o

Overview
Deployments >
Application Settings enable you to enforce special permissions on supported applications.
Policies ~
Management

DNS Policies Add New Application Setting

Firewall Policy Give Your Setting a Name

Web Policy
DeepSeek

Data Loss Prevention Policy
This Application List Applies To

Policy Components
DNS Policy

IPS Signature Lists
Applications To Control

Destination Lists

Q deep|

Content Categories
DeepfakesWeb
Application Settings
Deepgram
Tenant Controls
Deeplmage

Schedule Settings Deepl Translate

Security Settings DeepL Write

Block Page Appearance DeepMotion

DeepSeek
Integrations Settings
Deepswap

Selective Decryption Lists
e

Ccisco

SenseDeep
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