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Konec chaosu

= Bezpecnost je dulezita? ANO

= Co je zakladem bezpecnosti?

INVENTORY
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DDI (DNS, DHCP a IPAM)

« Potreba znalosti co je uvnitr site

= |P adresa, MAC adresa, DNS name, NETBIOS name, cislo portu, vlastnik,

uzivatel, spravce, lokalita, verze,...

» Kde mate tyto informace ulozené? Kde je najdete?

ALTE P RO




« Takze mame incident s IP adresou (naprikad z Flowmonu)

BARVA

START TIME - FIRST SEEN

2021-03-15 23:50:32.593

2021-03-15 23:50:33.767

2021-03-15 23:50:32.593

2021-03-15 23:53:30.213

TRVANI

IP ADRESA

omin 10225 [idd]  172.16.60.20

7 min, 12.607 5
8 min, 24.563 s

5 min, 50.65s

= [} 172.16.60.108
(= [} 172.16.60.105
(= [} 10.100.100.54

TOKY

128 (1.4%)
4(0.0%)
15 (0.2%)

273 (3.0%)
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Co budu delat?

= Zjistim DNS (microsoft, nebo to mame propojené s flowmonem)

IP byla dynamicka - logy DHCP serveru? Mam je?

Kdo byl prihlasen? Logy na MS/XDR ?

MAC adresa? Kde je? Logy na switchi? Port?

Evidence zarizeni - EXCEL tabulka (je aktualni??)
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Co to zkusit jinak?
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Infoblox 2s2-

MEXT LEVEL NETWORKIMG *

Grid Manager

Disconnect NOW if you have not been expressly authorized to use this system.

Lsarname Password |
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A kliknu hledat...

Search
Basic Advanced
—
IP Address w equals b 172.27.32.25 | Search
Reset
|:| Include Network Insight Devices and Interfaces | | - | | i | E
HAME TYPE MATCHED PROPE... | MATCHED VALUE IP ADDRESS /
detault/172.27.32.10-172.27_35.100 IPv4 DHCP Range Contained Addr... 172.27.32.25
Internal/25.32.27.172.in-addr.arpa FTR Record Address 172.27.32.25 172.27.32.2
172.27.32.25 DHCP Lease Network View/l... 172.27.32.25 172.27.32.2!
Internal/=d|74167 . ct.czech-tv.cz A Record Address 172.27.32.25 17227 .32 2!
172.27.32.25 DHCP Lease Metwork View/l... 172.27.32.25 172.27.32.2
default/172.27.32.25 IPAddress IP Address 172.27.32.25 172.27.32.2
default/172.27.32.0/22 IPvd Metwork Contained Addr... 172.27.32.25

A S
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IPAM Home = 172.27.32.0/22

172.27.32.25  IPvdAddress [
Type: A Record, Lease, PTR Record, IPv4 DHCP Range
Commaent:

Discovered Data

NetBIOS Mame:

Discoverad MAC Address: 00:23:24:8a:ef:04

Task Nama:

Discovered Name: unknown
Tenant:

Discoverar: Network Insight

Attached Device Contact:

Aftached Device Location:

Attached Device Name: c2960s
Attached Device Port Name: Gi1/0/41
Attached Device Vendor: Cisco
Attached Device Type: Switch
Device Contact:

Device Vendor:

Device Management IP: 172.27.32.25
Device Port Name:

Port Duplex: Full

Port Speed: 16

Port Status: Up

VLAN Deascription:

AOARL M, EES

MAC Address:
Mami:

DHCP
Fingerprint:

00:23:24:8a:ef:04
=24IT4167.ct.czech-tv.ez, S4LT4167.cl.czech-tv.cz

g+

05: Microsoft Windows 7 (95%), Microsoft Windows Server 2008 SP1 or Windows Server 2008 R2 (95%), Micros oft Windows 7 SP1 or
Windows Server 2008 R2 (92%), Microsoft Windows Vista SP0 or SP1, Windows Serv er 2008 SP1, or Windows 7 (92%)

Last Discoverad: 2021-03-24 15:13:56 UTC
First Discovered: 2021-02-19 13:09:01 UTC
Bridge Domain:

EPG:

Attached Device Address: 172.28.6.1

Attached Device Description: Cisco 105 Software, C29605 Software (C29605-UNIVERSALKS-M), Version 15.2(2)E9, RELEASE SOFTWARE (fc4 )
Technical Support: httpJ'www.cisco.comftechsupport Copyright (c) 1986-2018 by Cisco Systems, | ne. Compiled Sat 08-Sep-18 14:56 by
prod_rel team

Attached Device Model: WS-C29605-48TS-L
Attached Device Port Description: 802.1x
Attached Device Port ID: 1766134930764336541
Attached Device Port: 10141

BGP AS:

Davice Location:

Device Model:

Dewvice Port Type:

Device Type(s): Windows

Port Link: Connected

Port Type: ethernet-csmacd

Open port(s): TCP:139 UDP:

VLAM Name: AD-TECH

IOIE Kl s
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Jedno GUI

DHCP server

DNS server (nebo sync a integrace s MS)

|IPAM

= Naharda XLS tabulky

APl integrace s ***** (dosad'te si co potrebujete)

= Service now, Extreme mngmt, Cisco ISE, CISCO catalyst center, Arista CloudVision,

Huawei eSight,.....
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172.27.32.0/22 88 IPva Network #* [ Go to DHCP View 1

IP Map List

B & 8 a-

Qo000 o000 Cco0 oo CeCco Toggle Basic View
OO OCOoORCoCR oo oCoCOC o000 CD oo0 Unused
OO 000 C o0 CcEe 000 lcocoooOoRococ o0 eCcoe

o e
O
90000000 CCCO0O00 0000000 000 © O O  Unmanaged
®@0C0CH 0000000COCOCOORCCOROCOOROS S0 Fhet Ay ' Fmaerant o
b H | E 17227320 - 17227 32255 : ::: ::I::nﬂwﬂcp

N  Device

(®) Active Lease

O Selected IP Address

)] DHCP Range

I:}n DHCP Exclusion Range
[ X Reserved Range

l =FMA O ARSTF MmS M m
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Takze poradek...

= DHCP server

- Prirazuje IP adresy a mame o vSem zaznam

= DNS server

= Preklad mezi IP a DNS

= |PAM

- Co je to za IP, kdo ji vlastni, kde je atd...

- EXTENSIBLE ATTRIBUTE
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Poradek mame a muzZeme resit bezpecnost

ALTE P RO




DNS security

= Proc je DNS bezpecnost dulezita?
= DNS client (PC)
= DNS server (AD/MS/xxxx)

= Firewall (néco hlida)

= Autoritativni DNS server (ten provede resolve)

= 80% malware pouziva DNS k ativaci a komunikaci

« Lze je zarazit drive nez XDR
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Priklady

gb3uar2ejigbtlrkg3zezf2fkemcé6pi88tz.er.spotify.com
4rzjp8zy7i7vawluximoxrko1p2tn58gj0fjjj2g.p.03.s.sophosxl.net
p2.a22a43ltbrwfg.ihgbki5i6q3cfn3n.191742.i1.ds.ipv6-exp.l.google.com
a1294.w20.akamai.net

dnn506yrbagrg.cloudfront.net

A98dc034c7781a941ebabac02262202668bbe918ea9fb5289cd2.r58.cf2.rackcd

Nn.com
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= Jak toto najdu v logach DNS na MS?

Report na klienta

Malicious Activity by Client

ClientID =

1 172.16.108.51 / rs-czce-0001

2 1@
3 1@
4 18.
5 10.
6 10.
7 10.
8 10.
9 10.
18 1@

AL

.84 / rl-czce-p@g4.

.59 / rl-czce-B@59.

18 / rl-czce-g@18.

.44/ unknown

.90 / rl-czce-pe90.

.185 / unknown

.65 / rl-czce-B@65.

.95 / rl-czce-B@95.

.159 / rw-czce-0009

# Hits =

290

97

64

39

39

32

31

30

30

29

Domains =

cash-ldt.info
chansouri-halist.com

skypedataprdcoleus@d.
skypedataprdcoleus@d.
skypedataprdcoleusdd.
skypedataprdcoleus@4d.
skypedataprdcoleusd4.
skypedataprdcoleus@4.
skypedataprdcoleus@d.
skypedataprdcoleus@d.

skypedataprdcoleus@d.

chansouri-halist.com

skypedataprdcoleus@4d.

cloudapp.
cloudapp.
cloudapp.
cloudapp.
cloudapp.
cloudapp.
cloudapp.
cloudapp.

cloudapp.

cloudapp.

net

net

net

net

net

net

net

net

net

net

Last Active =

B3/24/2021 16:00:00

B3/24/2021 14:40:00

03/24/2021 16:00:00

03/24/2021 16:10:00

B3/24/2021 16:00:00

B3/24/2021 16:10:00

B3/23/2021 15:10:00

B3/24/2021 15:40:00

B3/24/2021 12:30:00

03/23/2021 15:00:00




Ochrana i mimo sit’

= Uvnitr: BloxOne Threat Defense Cloud

- VaSe pravidla ‘
DNS message
ey 01001
= Vas firewall 110100
OPT
= Vase DNS - .
ypass
‘ ‘\ Domains
/-
Local DNS 010011 Client with B1TD
. sy, . 110100 Endpoint
= Mimo sit’ (HO/remote office) %
DNS message
= Permanent VPN
= FUll Tun nel VPN Scenario: Roaming device using B1TD Endpoint Agent (in hotel,

at home etc.) without VPN

= Nebo?
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ALTEPRO

www.altepro.cz

Thank you
n

Tomas.zloch@altepro.cz

ALTEPRO solutions a.s. 1420220611 111
Na Maninach 1092/20, Praha 7 info@altepro.cz
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