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Cisco Secure Client

suite of security service enablement modules

- AnyConnect VPN (Core) o

Network Access Manager (NAM) o

ISE Posture P

HostScan (aka: ASA posture) (No Ul)

- Secure Endpoint (AMP) °

Umbrella Module o
- Cloud Management Module (No Ul)
Network Visibility Module (NVM) (No Ul)

Diagnostics and Reporting Tool (DART)
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Introducing Cisco Secure Client

Simplifies security with ONE agent across SASE,

XDR and Zero Trust

- ONE agent driving operational efficiency

- Unifies deployment, updates and management

«  ONE agent radically reducing agent fatigue

- Single agent for Secure Endpoint, Umbrella, AnyConnect

« ONE platform

- Cloud-native, cloud-managed in our built-in SecureX platform

- Unmatched customer value as it comes included with:
Device Insights for deep visibility of all your endpoints, apps and more

Indicator of device compromise for easy and fast disposition lookup

Fast response actions and remediation

e
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Secure Client

Status Overview Secure Endpoint

AnyConnect VPN

Statistics  Update Advanced

Secure Endpoint

Agent:
Status
Secure Umbrella Version
GUID
Last Scan
Isolation

Policy:
Name
Serial Number
Last Update

Name
Version

Collect diagnostic information for all Last Update
installed components. -

Detection Engine:

Connected
8.0.1.20688
0d9e393d-8030-4f2c-a569-8030-7f61f2f
Today 12:13:30 PM

Not Isolated

Desktop Windows Protect
76904
09/02/21 04:10:46 PM

Tetra
85577
Today 11:22:08 AM

Diagnostics...




Secure Endpoint

€9 Cisco Secure Client — X

cleco Secure Client

Status Overview Secure Endpoint

- Follows the AnyConnect

Statistics ~ Update ~Advanced

AnyConnect VPN

Ul Paradigm

Network

\
\

. Agent
+ All the important status Sats Comected
. . ISE Posture Version 8.0.1.20840
| nfo m at 1oN fr‘o m t h eo I d U I | GUID b2a7d93b-aac4-40a6-a0fe-06eac90f9677
| Secure Endpoint > Last Scan Never
Isolation Not Isolated
Secure Umbrella Policy
Name ATW-WindowsPolicy

Serial Number
Last Update

Detection Engine

409
09/30/21 12:33:51 PM

Name Tetra
Version 87000
Collect diagnostic information for all Last Update Today 05:13:59 AM

installed components.

Diagnostics...
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Secure Umbrella

Same Umbrella Roamir
from AnyConnect:

« Umbrella DNS

- Secure Web Gateway
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AnyConnect
Ready to connect.
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Connect

Status Overview

System
Mo policy server detected.

Default network access is in effect.

AnyConnect VPN

System Scan

Secure
Connected

Flash Scan

Roaming Security

Roaming Security:
Umbrella is active.

Collect diagnostic information for all
installed components.

Diagnostics...

alulie
CISCO

Secure Client

Roaming Security

Statistics  Message History

DNS/IP Security Information

IPv4 DNS Encryption: On
IPv4 Enforcement Status: Unprotected
IPv& DNS Protection Status: Disabled {(no network)
IPv6 DNS Encryption: Off
Client Name: ATWstudio
User Name:
Last Connected: 10/5/2021 09:27:04 AM
Logging: Disabled
Secure Web Gateway:
License Valid
Web Protection Status: Disabled
HTTP Requests: 0
HTTPS Requests: o]

~

IPv4 DNS Protection Status: Protected
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Use Case — Remote Workers

No Branch Network
Advanced application experience with comprehensive security
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