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Vase IT infrastruktura je jako budova plna hodnotnych asetl

|

as an office building packed with valuable assets.




V minulosti se utocnici chovali jako napadni pachatelé a lupici, kteri ldamali zamky
a vnaseli predevsim svuj vlastné vytvoreny Utocény kéd dovnitt vasi budovy
(napfriklad trojské koné a jiny malware )
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In the past, cyber attackers acted like burglars




Jejich podezdrelé nastroje a chovani tak spoustely POPLACH ...

wielding suspicious tools and triggering alarms.




Dnes se utocnici predevsim nevloupavaiji ale loguji do vasi infrastruktury...
(ukradené pristupy, socialni inzenyrstvi, z nechranénych zarizeni atd.)
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Today, attackers don't break in
but log in using stolen credentials




Vyuzivaji legitimni nastroje OS a bezné aplikace spravy IT
84% utoku probiha dnes za pomoci téchto néastrojl ... (LOTL)
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84% of cyber attacks are Living off the Land,
abusing tools already on your systems.




Az 95% uatoéné plochy tvori tyto bézné nastroje pro IT spravu ...
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In fact, up to 95% of your
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:—I

employee attack surface



Bé&zn4a feSeni ochrany koncovych bodu nedokazou snizit tyto extrémni rizika.
Obtizné resSitelné dilema co povolit komu a kdy za jakych podminek ...
Jak zarucit chod IT ? Komplikované vyjimky a pravidla jsou neudrzitelnymi...
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Conventional end-point security fails
to reduce these excessive risks
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Z tohoto duvodu mnoho instituci a firem se dnes spoléha vétSinou na
EDR/XDR feSeni (detekci & odezvu feSenim incidentu po prilomu ...)
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Because of this, many companies
now rely only on detection and response.




Bitdefender PHASR je jako chytry Bodyguard ktery vi kdy a procC je
konkrétni nastroj potreba pro jakého uzivatele v jake situaci ...

W>IDT

REDUCTION

Like an intelligent security guard who
understands which tools each employee needs.




PHASR je schopen diky pokrocCilké Al analyze podezrelého chovani a s tim spojené
korelaci potencialnich hrozeb fesit vSe prubézné s ohledem na dynamické potreby
uzivatele s ohledem na mozné vektory utoku a to zcela individualné a bezudrzbové.

Like an intelligent security guard who
understands which tools each employee needs.




Co je to tedy PHASR a k cemu slouzi?

* Jedna se o0 novy produkt a technologii vyvinutou spolecnostiBitdefender.
Zkratka pojmuU Proactive Hardening and Attack Surface Reduction

* volné prelozeno mymi slovy

(Proaktivni vytvrzovani a razantni snizeni utocné plochy “utocnikovi”)

* Co se tedy skryva pod témito pojmy a co mné nebo mym zékaznikim
muze tento produkt prinest?

* Na tuto zakladni otazku se pokusime odpovedet spolecne na konci této
prezentace —spolecne s dalsimi dotazy. Nyni je potreba pochopit
podstatu tohoto produktu a jak vlastne funguje. Zacneme pojmy..






Bitdefender.

Vulnerabilities and Attack Surfaces Are Rapidly Increasing

More Vulnerabilities, faster exploitation

Number of CVEs by year
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Proc¢ vznikl PHASR

. Furthermore, 90% of the PowerShell usage includes
Bitdefender. admin accounts, which means PowerShell could be
disabled for local users.

Unnecessary attack vectors

REAL-WORLD EXAMPLES PowerShell however it is being used by 83.6% of
companies. It still means that in approx. 17% of
cases an attacker can run potential malicious

payloads on devices where the user has never
Bitsadmin is a Microsoft command- used Powershell.
line tool that facilitates file transfers
in the background, and it is often

leveraged by attackers. Based on CSCri _pt_and wscript have rarel_y any
Bitdefender research on-Iy 0.22% of restrictions on W;mdows mE.iChI.neS,
S eL 70 but less then 20% of organizations
C_JI_F 'i;_alnlzatlons_tare agtuéi_”y EISISQ{’ it. actually use these tools. This leaves
IS meéans It can bé disabled Tor an 80% attack surface where this
99.8% of organizations reducing the utilities can be exploited by
likelihood of a successful attack attackers.
without impacting business activity.
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PHASR zaklady

* PHASR je novou soucasti nasich vrstev “prevence a hardening(u)”
ale detekce Ci odezvy a jeho primarnim cilem je dynamicky
zmensovat prostor k utoku nejen pro spolecnost, ale i pro kazdého
jednotlivce v organizaci.

» Cili jedna se jednoduseji Feéeno o technologii, kterd ma za kol
zuzit prostor pripadnému utocnikovi k utoku. A to tim, ze znemozni
zneuziti systéemovych aplikaci tak, ze je znepristupni lidem, ktere
tyto aplikace nepouzivaiji.

* To se docili diky tzv. “hardening” nebo-li vytvrzovani viz. predchozi
slide hradu...



Jak PHASR funguje?

Pouziva prizplsobené algoritmy strojového uceni k
identifikaci neobvyklého chovani uzivatel(/skupin.

Identifikuje nastroje a konkrétni akce, které lze omezit, aniz by
to mélo dopad na bézného uZivatele.

Napf: PowerShell, uzivatelem iniciovany pfikaz Bitlocker

Automaticky se pfizplsobuje chovani uzivatell a
vyvijejicim se hrozbam, ¢imz posiluje neustalé snizovani
rizik.

Sdruzovani
uzivateld s

podobnym
chovanim

Sledovani a
ucenivzorcl
chovani

Korelace dat se

znamymi
Dynamické vektory Utoku
zmenseni
utocného
prostoru.

Identifikace
aplikaci a
chovani, které

lze omezit.



Jak probiha sber informaci?

* Sbér informaci probiha jak z chovani uzivatele — user behavior diky
modulu Enpoint Risk Analytics (ERA) tak i primo ze stanice pomoci
EDR modulu. Je to z divodu toho, Ze se vramci domény muze
uzivatel hlasit k vice zarizeni vramci domény

* Pokud pouzivate vramci domeny roli AD Integrator i ten je zdrojem
informaci pro konfiguraci PHASR (u)



Jak PHASR funguje - jednoduse

Bitdefender GravityZone PHASR

PHASR’S SIMPLISTIC CONTROLS

PHASR Instant Learning, Autopilot, and Direct Control @ Auto-Pilot
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Audit trail
per device profile
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Tampering
Tools



Kazdy uzivatel je jedinecny. Zabezpeceni techto
uzivatell by mélo byt také.

U klasickych bezpecnostnich feSeni jsou spravovany pouze bézné plochy utoku.
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PHASR pouziva pro kazdého uzivatele jinou detekci, ktera se dynamicky
meéni a je pro daného uzivatele nejvhodnéjsi (ne pro vSechny).




Jak PHASR - funguje detailneji ?

* Kazdy uzivatel je jedinecny a proto pristup ktomu jak své zarizeni
vyuziva nebo napr. které aplikace ¢i nastroje jsou nezbytné pro
jeho kazdodenni pracovni cinnost je treba vyhodnotit zvlast.

Na obrazcich muzete vidét jak pomci tecek bud nejc¢astéji probiha
vzorec utoku a na dalsich jak PHASR diky proaktivhimu Hardeningu
pomaha branit utocnikovi zneuzit legitimni systémove aplikace a
tim mu zabranuje prejit do dalsi faze utoku.

User1 Attack
Surface Protection

Attack Pattern Identified
by the attacker

xxxxxxxxxxxxx

,J J"t “Jlk B
User, Attack
Surface Protection

User, Attack
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User, Attack

Surface Protection Surface Protection



Shrnuti pozadavku pro instalaci PHASR

* Je nutné mit produkt s EDR tzn. GravityZone Business Security
Enterprise nebo alacarte + add-on EDR popr. MDR (¢i MSP
Secure, Secure Plus Ci Secure Extra)

* EDR modul musi byt na daném zarizeni aktivni a nainstalovan
* V politice je nutné zapnout PHASR

* PHASR je uzce napojen na risk management (ERA), proto je nutné
mit zapnut v politice i ten



Zakladni otazky, které si mozna nyni kladete:

Co znamena moznost "autopilot”

Eokud je autopilot aktivni, rozhodne o omezeni pristupu na urovni koncoveho bodu.
ozhodovani je podmineno strojovym ucenim

Kdy PHASR skonci s uéenim?
Nikdy, obdobné jako EDR se bude ucit neustale

Jak dlouho bude trvat uceni?

Toto urcuje PHASR na zakladé nastaveni pravidel. V pripadé nového zakaznika nebo povyseni
produktu o EDR modul a v zavislosti na monitor rules az 30 dni.

Pokud jiz ve firmé EDR bézi, trva ucenijen nékolik dni..

Proc trva uceni této technologie tak dlouho?

30 dni uceni neznamena, ze trva 30 dni nez se PHASR nauci dané vzorce chovani. Jedna se o
noveé a nove nainstalovaneé stroje, které do té doby BEST agentem nedisponovali vubec.

Kdy zacné PHASR provadét nejaké akce na stanici?

Jakmile (Monitored rules )sledovana pravidla se technologie nauci, zacne na jejich zakladé
Phaser provadeét akce



Zakladni otazky, které si mozna nyni kladete:

Muze BitDefender EDR bez technologie Phaser odhalit Gtoky typu ,,living-of-the-land“?

Odpovéd je ano. Ale vétSinou v pozd&jSi fazi, V EDR senzoru existuji detekce i pro tyto druhy nastroj
vCetne vlastniho machine learningu.

Jediny rozdil je, jak jsem Fekl v prezentaci, ze PHASR vam pomUZe identifikovat tyto Utoky mnohem dfive v
retézci utoku (attack chain cCili vektor utoku) EDR musi mit vzdy vyssi stupen duveryhodnosti pro spusteni
incidentu.

Bude se dale do budoucna rozsifovat plisobnost PHASR o dalSi nastroje, nez-li téchto 5 zakladnich?
ANO
Co kdyz bude stroj offline nebo nebude mit pfristup k internetu, bude PHASR fungovat?

ANO! Ale je tfeba myslet na to, Ze stroji musi byt néjakym zplsobem (napt. pomoci relaye) pfifazena
politika. A samozfejmé, Ze segﬁ'padné zményv nastaveni PHASER na stanici nepropiSi dokud se stroj
znovu nespoji s GravityZone. Strojové uceni “autopilot” je navrzeno tak, aby bézelo lokalné vramci BEST
agenta bez potreby GZ konzole.

Jaka je cenova politika produktu a kolik to bude stat?

Produkt je licencovan pouze na celkovy pocet zafizeni zakladni licence (nelze proto zakoupit na vybrane
stroje nebo zakaznikem zvoleny pocet zarizeni a timpadem se odviji od puvodni licence BSE Ci souctu
alacarte + EDR . Ohledne ceny budete muset kontaktovat Vami prideleného obchodnika.



averem

Uzitecné linky:
PHASR
https://www.bitdefender.com/business/support/en/77209-1192263-phasr.htmI#UJUID-2297300c-dec9-06eb-f8fd-43e01347c005

MasterClass -> Jedna se kratké webinare, kde naleznete On-Boarding, Best Practices, Troubleshooting, instalace, investigaci incident popf. vysvétleni DEMO incident v GZ.

https://www.bitdefender.com/masterclass

Status of GravityZone -> zjiSténi, zda-li bézi vSechny sluzby + informace o jiz nahlaSenych problémech v ramci GravityZone

https://status.gravityzone.bitdefender.com/

KB véetné release notes, best practices atp, moznosti nastaveni politik, atp.

https://help.gravityzone.bitdefender.com/

stranka s podbrobnosti o nalezenych zranitelnostech v ramci produktti BD

https://www.bitdefender.com/support/security-advisories/

TechZone - detailnéjsi technické informace o vybranych produktech

https://techzone.bitdefender.com/

DEMO Zone GZ -> moznost vidét po grafické strance jak produkty ¢ijeho ¢4asti funguji
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Licencovani a pozadavky PHASR - addon modul pro
Bitdefender GravityZone Enterprise (EDR/XDR) platformu

v [ GravityZone Security for Workstations
‘LH“ A-la-carte
J e GravityZone Security for Servers

! Security
Packages
(Bundles

—

[ GravityZone Business Security Premium J

SMB [ GravityZone Business Security ]

GRAVITYZONE CLOUD PLATFORM




Automaticka detekce incidentu , forenzni analyza

Utoku a korelace napfi¢ celou organizaci

@

Incidents

Quarantine

Group by Time

12 Apr 2023

Suspicious Email Received

Seen 2 times on 2 interactions

VBTrojanValyria 447

Suspicious File Write

Trojan.Metasploit.A

Seen 2 times on 1 entities

DoubleExtensionExecutableHTTP
Query

SuspiciousHttplpQuery
Suspicious HTTP Query
SuspiciousDownload

ATC Malicious

Generic.Exploit Shellcode 2 TESDA
F52

Seen 2 times on 1 entities

Generic.Exploit Shellcode 2.2DBS
ESOE

Exploit HTTP.ReverseMeterprater
Console.2

ATC Malicious

16:37

1638

16:38

gesteban.cloud@...

EXIT POINTS

100.0.0101

204779197203

A\ VA4

Suspicious Email Received =1

=

alice-pc.bitdefend...

3 Alerts = ]

()

® 1Ak alice@bitdefender..

2Alerts <1

SuspiciousDownload

& Nalerts

& SuspiciousDownload Q

bob-pc bitdefend...

o

bob@bitdefender ...

4 Alerts < 3

& 2Alerts
KerberosBruteForce
Suspicious Login
Suspicious Login

Suspi

=

dcO1.bitdefenderd...

©

W

ALERTS (0)

Mo alerts available

NTERACTIONS WITH (3)

@ bob-pc bitdefender.demo »
Alerts: 2 Alerts

@ gesteban.cloud@gmailcom b
Alerts: 3 Alerts

@ kob@bitdefenderdermo0l.onmicrosoft.com b
Alerts: 4 Alerts

REMEDIATION

| Disable User | | Force credentials reset |

Mark user as compromised |

DETAILS

Mame alice@bitdefenderdemotl.onmic...
Entity type: Azure AD user

Platform Microsoft Azure Active Directory

AZURE USER RISK INFO

N



Incidenty

Pravidla

Reporty

Konfigurace
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P Prehled Graf Wystrahy Odpovéd
Wytviofeno: 18 Bre 2024, 202659

96500

Skore zavaZnosti incidentu

Alktualizovano: 18 Bie 2024, 713254

Typ Utoku: LateralMovement

Exploit

SHRNUTI

WV ramci 18 upozornéni bylo zjisténo potencidlni naruseni sité pochazejici z nespravovany

produkt: 192168130.2, které ovliviiuje nespravovany produkt: 192168190254, a
5 spravovana aktiva.

Ve vasi siti byl zjistén postrani pohyb pochazejici z 3 spravovana aktiva, ktery je sou€asti
22 upozornéni a ovliviiuje 3 spravovana aktiva. Povéfeni mohla byt ohrozena na

5 spravovana aktiva, na zakladé 30 upozornéni, pochazejici z nespravovany produkt:
1921681902 Byl zjistén pokus o ziskani nebo udrieni perzistence mozného skodlivého
objektu v upozornéni RunkeyWritten, na spravované aktiva: DEMO-DAN .V ramci

31 upozornéni bylo zjisténo vice pokust o komunikaci od 2 nespravovana aktiva do

5 spravovana aktiva.

PRICINA

Incident byl vyvolan pokusem o zneuziti pochazejicim z nespravovany produkt:
192168.120.2 a zahrnujicim nespravovany produkt: 192.168190.254, a5 spravovana aktiva.

ATTE&CK TAKTIKY A TECHNIKY

Initial Access T1190 Exploit Public-Facing Application
Discovery T1046 MNetwork Service Discovery
Reconnaissance T1595 Active Scanning

Command and Control T1571 Mon-Standard Port

T1071 Application Layer Protocol
Credential Access T1110 Brute Force
Drefense Evasion T15563 Subwvert Trust Controls
T1134 Access Token Manipulation

T1112 Modify Registry

Lateral Movement T1021 Remote Services
Execution T1059 Command and Scripting Interpreter
Privilege Escalation T1134 Access Token Manipulation

T1547 Boot or Logon Autostart Execution
T1037 Boot or Logon Initialization Scripts
Persistence T1547 Boot or Logon Autostart Execution

T1037 Boot or Logon Initialization Scripts

DOPAD NA ORGANIZACI

ENTITY

7 =1
ZDROIJE
HIGHLIGHTS

Exploit.PentestingTool.HTTP.1

Severity: Nizky

Exploit.DCOM.FileExplorer Fostranni pohyb

Severity: Stfedni

ork Pr

Detekovano senzorem: Sit'dne 18 Bie

Attack.Bruteforce.RDP Udeleni piistupu

Severity: Nizky
|

a550C

RunKeyWritten T

Severity: Mizky

£73) INCIDENT | Stav

Vitejte, Jaroslav Hromatka 1S4 Demo -

./ 248 Oteviit v =
RESPONSE Posledni aktualizac
ACTION NEEDED (7) EXECUTED
UZAVRENI
4 Koncove body k izolaci

VIEW DETAILS

VYTVRZOVANI

3

Aktiva ke spravé

VIEW DETAILS

(Al) INCIDENT ADVISOR
vam AUTOMATICKY povi :

co se vilbec stalo?

kdy to zac¢alo?

kam se to rozsirilo?

jak reagovat?

proc¢ to bylo viibec mozné?
jak to mliZzete vyreSit?

jak mizZete zamezit dalSimu
Sifeni utoku?




- Povoleno pomociadd-onu

GravityZone XDR

SBER DETEKCE KORELACE VIZUALIZACE VYSETROVANI REAKCE

<

Koncové body

Servery &
kontejnery

Sit

Prehled incidenta
Korela¢ni engine

udalosti Hledani hrozeb

Office 365 Reakce identity

Vestavéné
zpravodajstvi o
hrozbach

: Reakce
Utoky na drovni organizace koncového

bodu

Active Directory

Detekce Sbirka
forenznich Reakce

chovani :
dat Emailu
Automatizovana ¢asova osa ¢innosti
Bezpecnostni

analyza

Azure Active
Directory

AWS

GravityZone Cloud




Novy Bitdefender GravityZone Compliance Manager velky pomocnik pro
splnéninejen NIS2 aleipro DORA, SOC2, SOC 2,1S0270001, GDPR atd.

GravityZone Compliance Manager - Overview

UmozZnuje monitorovat a fidit
shodu s kliCovymi legislativnimi
bezpecnostnimi smérnicemi:

NIS2
DORA
CISV8
Introducing Bitdefender GravityZone Compliance Manager
y s ( p continuously monitors your security S O C 2
posture against key standards such as GI?PR, NIS 2 Directive, DO!!A, c.ls v8,
i T el oo ISO 27001

GDPR atd.

Podivejte se na Bitdefender Compliance Manager DEMO zde: https://demo.bitdefender.com/share/crtpbgulfvsqg


https://demo.bitdefender.com/share/crtpbgulfvsq

Policy Manager je dostupny jako addon pro Bitdefender

(L2 4

GravityZone jiz od zakladni Business Security

GravityZone Compliance Manager

Compliance mana ger m
L] L]
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Umoznuje prehledy v realném case,
Vytvari automaticky audity a reporty behem minut

Internal Use Only

Bitdefender.

Key Capabilities

From Months to Minutes: Automated, Audit-ready Reports

RESOURCES (5)
[ ] @16k Q138 537
@ Q12 Q25 5

Q12 50
Q12
Jnor | S
VIEW ALL RESOURCES

IDENTITIES (15)
® FE-DEMO\master Q2 012
® FE-DEMO\master @2 Qo
® FE-DEMO\Lab.Master 04

FE\master As 5

** Legal Notice

Bitdefender’s GravityZone Cloud Security compliance features and reports are designed to help organizations with compliance-
related security activities, in particular with assessing and helping maintain compliance with its listed standards and baselines,
but can neither fully replace internal efforts nor guarantee thatan organization will pass a compliance audit. Bitdefender

PROPRIETARY AND CONFIDENTIAL recommends you work with an approved auditor to obtain any official compliance certifications. 21
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GravityZone Compliance Manager - Reports

Audit-ready reports available in PDF and XLSX formats

Bitdefender

GravityZone Co

Bitdefender

GravityZone Compliance Report

FE Lab

FE Lab

Executive Summary
Compliance standard:

CISv8.0

Bitdefender  GravityZone Compliance Report

Reporting Date:
14 May 2025

CHECKS OVERVIEW

Overall
compliance

73%

40

Total
checks

7.8K

COMPLIANCE CONTROLS OVERVIEW

trols

compliant

36%

Total
controls

47

NON-COMPLIANT CHECKS BY RISK SCORE

® High

1.9K

Checks
compliant

5.6K

Control:
compliant

17

Medium

157

Controls Overview

D Guideline description

2inventory and Control of Software Assets

Date:
Assets:
CISv8.0 S8véb
14 May 2025 at 09:26:56 UTC+03:00
4 CiISv8.0

Bitdefender

GravityZone Compliance Report 14 May 2025 at 09:26:56 UTC+03:00

FE Lab Score

Score  Compliant Non-compliant  Ignored®

Not evaluated

14 May 2025 at 06:27.07 UTC+00:00
Resources invoived: 20 Windows, 7 Linux
Resources ignored

Identities involved:

Identities ignored:

Checks overview

Overall compliance®
Total checks *
Compliant checks
Non-compliant checks
Ignored checks

Company: FE Lab
Standard: CIS v8.0

Compliance controls overview

73.00% Controls compliant*
7856 Total controls®

5699 Compliant controls
2157 Non-compliant controls
40 Not evaluated controls

36.00%
a7
17
30

Controls that passed all their checks when performed by GravityZone on applicable scopes are
marked green and a check mark. Additional verification may be required to fulfill control
requirements.

Controls that passed between 71% and 99% of their checks when performed by GravityZone
on applicable scopes, are marked green
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l-b Feel Real Trust

Country Partner Bitdefender

Pro Bitdefender zajiStujeme kompletni servis v CR a SK :

- Pred/ Po prodejni technickou podporu v ceském jazyce jak pro partnery, tak pro koncové zakazniky
+420 245 501 801
https://support.bitdef.cz
helpdesk@bitdef.cz
- Lokalizaci produkta B2C i B2B do cestiny

- Pravidelné skolime Praha, Olomouc, Bratislava

www.bitdefender.cz
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