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Cisco Secure Firewall 200 Series
Advanced on-box threat 

inspection for branch

1.5Gbps encrypted 
threat protection

Up to 3x 
price-performance

Integrated 
SD-WAN

Line rate advanced 
threat protection

200Gbps 
per rack unit

Modular 
scalability

Cisco Secure Firewall 6100 Series
Highest performance density 

for AI data centers
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3100 Series 4200 Series1200 Series200 Series 

1 Model

Firewalling + IPS

Up to 1.5 Gbps

6 Models

Firewalling + IPS

Up to 18 Gbps

5 Models

Firewalling + IPS

Up to 45 Gbps

3 Models

Firewalling + IPS

Up to 140 Gbps

6100 Series

2 Models

Firewalling + IPS

Up to 400 Gbps

Public/Private

20+ cloud variants

Firewall price-performance leader
Top to bottom

Branch Campus Data center Cloud
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AI
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C I S C O

L E A D I N G  
C O M P E T I T O R

2.4x better

Testing validates Cisco’s decryption advantage

1 Table 2: Performance specifications and feature details, Cisco Firewall 3100 Series Data Sheet
2 Table 11: HTTPS Throughput, NetSecOPEN Certification Report, Fortinet 
Price from https://www.cdw.com/search/?key=cisco%203105
and https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh

Throughput per $  

Cisco changes the economics of decryption
High-performance hardware offload architecture delivers price-performance leadership

https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
https://www.netsecopen.org/_files/ugd/914193_acb6ae68552c49b88139eefb5cb9cd24.pdf
https://www.cdw.com/search/?key=cisco%203105
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
https://www.cdw.com/product/fortinet-fortigate-601f-security-appliance/7122512?pfm=srh
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Cisco Encrypted Visibility Engine

Machine learning 
(ML) technology

AI

Processes 1 B+ 
TLS fingerprints

Processes 10 K+ 
malware samples daily

Visibility to malicious flows in encrypted traffic without decryption



Security Cloud Control
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Security Cloud Control

Define policy once and enforce anywhere

Hybrid Mesh Firewall AI Defense 3rd Party Firewalls

Secure Access (FW as a service)

HypershieldSecure WorkloadSecure Firewall Secure Router

Unified AI Assistant: 
Simplify policy administration by up to 70%



SECURITY CLOUD CONTROL

Cisco Hybrid Mesh Firewall

Secure
Firewall
Secure
Firewall

Secure
Workload
Secure

Workload
Isovalent  
Runtime 

Protection

Isovalent 
Runtime 

Protection 

TetragonTetragon Third-Party 
Firewall

Third-Party 
Firewall

Price-performance leader  |  strong security  |  cloud-nativeMarket-leading, proven microsegmentation solutionHyperdistributed, AI-native security Agentless enforcement  |  IoT/OTPolicy enforcement for third-party firewallsThe network fabric for modern applicationsWrite policy once, enforce across the mesh 

ACI Secure 
Router

NEW

Smart SwitchesSmart Switches

DPU

Hypershield
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Cisco AI Defense
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AI Defense Product Components

AI Model & App 
Validation

Red team AI models and apps to assess risk and vulnerabilities. 

AI Runtime 
Protection

Place guardrails on GenAI apps developed by your organization to ensure safety, privacy, relevancy, 
and security.

AI Cloud Visibility Discover AI apps running within your cloud environments (VPCs included).

CAPABILITY DESCRIPTION

AI Access
Protect users within your organization from sharing confidential data and misuse of 
unsanctioned AI applications. 
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Cisco AI Access is a part of
Cisco Secure Access Advantage!
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AI Access sees and controls AI

1
Unified Security Framework

100%
Guardrails for top AI Apps

1200+
AI Apps Protected

Superior visibility & control

• Discover Shadow AI; 
define acceptable use

• Granular control

• Sensitive documents 

• Source code

• Machine learning finds 
unstructured data 

• Patent applications

• M&A

• Financial statements 
and more
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AI Access understands intent

Advanced guardrails

• Mitigates prompt injections, 
toxic content

• Aligns with Mitre Atlas

• Compensating control 
for insecure LLMs

1
Unified Security Framework

100%
Guardrails for top AI Apps

1200+
AI Apps Protected
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We Can Help You Wherever You Are

Network Segmentation

Macro & Micro Segmentation

AI Security

Threat Detection & Exploit 
Protection

Zero Trust Network Access

Secure Connectivity (SASE)

Security First Identity

Secure Internet & AI Access

Network Detection and Response

Ransomware and Cyber Attack 
Detection and Prevention

Multi-Domain Correlation

Data Retention Compliance

Hybrid Mesh Firewall SOC of The FutureUniversal ZTNA



86,000+ employees across 80+ countries

Why do our customers choose us?
Innovation, trust, global reach



Děkuji za pozornost
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