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CYBER CRIME  S.R.O.
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO
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2017 Sales Kickoff

KEYNOTE SESSION
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO
S O F T W A R E  T E C H N O L O G I E S  L T D
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MORE 
Customers

MORE 
Press 

Coverage

WHAT A GREAT YEAR WE JUST HAD

MORE 
Innovation

MORE 
Product 
Lines

2016 WAS OUR GREATEST YEAR EVER!

Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

MORE 
Revenues
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OVER A DECADE OF PROVEN COMMERCIAL SUCCESS

Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

Worms that 
send SPAM 
from infected 
computers

Keyloggers 
that harvest 
credit card 
information

Online 
Banking 

Trojans that 
carry 

involuntary 
transactions

Botnets that 
generate 

DDoS and 
Click Fraud

RANSOMWARE

OUR MOST SUCCESSFUL 
PRODUCT LINE
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

October 26, 2015

Rememb
er last 
year?

December 14, 2016

This Year…
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

40%  
Install base 70%  

of clients 
have paid!

$1 
Billio
n paid in 

2016*  
*according to FBI estimates

2016: RANSOMWARE BY THE NUMBERS
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MONETIZE THIS!

Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

Credit card details
Medical records
Financial data
Intellectual property

Monetizing breached data is COMPLICATED 
and RISKY

Old school data 
breaches 
Leave you with 
DATA  
Not with MONEY

Our focus is on:

DIRECT CASH BACK
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKODIRECT CASH BACK

Why bother searching across millions of 
records?
Why bother mining for bitcoins and litecoins?
Why risk finding interested 3rd party buyers?
SELL THE DATA BACK TO 
ITS OWNER
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

Direct payment by the victim
  High motivation to pay
  Low motivation to involve law 
enforcement
Untraceable anonymized transaction

RISK FREE PAYMENTS

Unleash the power of 
BITCOIN
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

You’ll never see your files again

RANSOMWARE. BECAUSE THEY 
CARE.

PAY UP, OR ELSE…

We won’t let you login to your 
PC
We will publish your sensitive 
data

Encrypt their files or 
harddrive

Change their password

Exfiltrate their data

The different types of Ransomware
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Cyber Crime
S O F T W A R E  T E C H N O L O G I E S  L T D

2017 SKO

2017 ROADMAP
Ransomware as a Service

Excellence in customer 
support
• 24X7 call center
• Ticketing  system

Enhanced affiliation programs

Support for additional 
platforms

Deeper access to encrypt 
device backup 

“Infect your friends” payment 
program

Product & Features Sales Programs & 
Support

And much more that we can’t talk 
about just yet… 
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LET’S MAKE 
2017 EVEN 
GREATER!

2016 WAS OUR GREATEST YEAR EVER!
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IT’S TIME TO DEFEAT 
CYBER EXTORTION!

CHECK POINT ANTI RANSOMWARE
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HOW RANSOMWARE GETS IN

Downloading malicious documents
Browsing infected websites

Malicious 
attachments

Malicious 
links

Malicious 
File from 

USB

Server vulnerability exploit

Downloadin
g malicious 
documents

Browsing 
infected 
websites

Malicious 
attachments

Malicious 
links

Malicious 
File from 

USB

Server 
vulnerability 

exploit
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Anti-
Ransomwar
e

Anti-Bot

Threat 
Emulation

Threat 
Extraction

Anti-Virus

IPS

How Ransomware is 
BLOCKED

FULL RANSOMWARE PROTECTION

How Ransomware GETS 
IN
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IPS ANTI VIRUS ANTI BOT

THREAT EMULATION THREAT EXTRACTION ZERO PHISHING FORENSICS ANTI RANSOMWARE

FULL RANSOMWARE PROTECTION
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Identify and block 
unknown and zero-

day threats

Deliver clean 
documents in 

seconds

Safeguard 
credentials from 

theft

Accelerate 
understanding for 
better response

Keeping endpoints 
safe from cyber 

extortion

ADVANCED THREAT PREVENTION TECHNOLOGIES

THREAT EMULATION THREAT EXTRACTION ZERO PHISHING FORENSICS ANTI RANSOMWARE



©2017 Check Point Software Technologies Ltd. 20

Identify and block 
unknown and zero-

day threats

Deliver clean 
documents in 

seconds

Safeguard 
credentials from 

theft

Accelerate 
understanding for 
better response

Keeping endpoints 
safe from cyber 

extortion

ADVANCED THREAT PREVENTION TECHNOLOGIES

THREAT EMULATION THREAT EXTRACTION ZERO PHISHING FORENSICS ANTI RANSOMWAREBASELINE THREAT PREVENTION TECHNOLOGIES

IPS ANTI VIRUS ANTI BOT
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HIGHEST LEVEL OF THREAT PREVENTION

AVAILABLE EVERYWHEREBLOCK KNOWN & UNKNOWN 
MALWARE

MULTI-LAYERED 
PROTECTION THREAT INTELLIGENCE
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IT’S TIME TO DEFEAT 
CYBER EXTORTION!

CHECK POINT ANTI RANSOMWARE
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DĚK UJ I


