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Splunk & Cisco

..CO pFinasi toto spojeni zakaznikum?

Lepsi ochrana proti kybernetickym hrozbam.
Lepsi observabilita.
Lepsi sitova bezpecnost.
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15%

business critical data

60%

Dark Data

https://thinkleaf.net/blog

Sbeér, analyza a vizualizace dat v
realném cCase



Pro koho to je?
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CESKAS
SPORITELNA

Ceska Sporitelna

Financni instituce

Produkty:
« Splunk Enterprise
« Splunk Enterprise Security

Use Cases:
. Security
. IT
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Klicové vyzvy
Zvyseni odolnosti celého systému tak, aby umeél celit modernim vyzvam.
Obrovské mnozstvi ruznych technologii. Rizna oddéleni, rizné

potreby informaci. Nedostatek kapacit v ramci SOC tymu. Cilem bylo
cely provoz zefektivnit.

Klicové vysledky:
Zvyseni odolnosti

Konsolidace nastroju

V tuto chvili je v planu dalsi rozvoj smérem ke snizeni false positives
prostrednictvim RBA (Risk Based Alerting) a automatizace (SOAR)

Dalsi rozvoj mimo securitu (smérem do byznys analyzy — chovani
zakazniku, nabidky na miru; compliance AML atd.)

Splunk > turn data into doing’ @
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Klicové vyzvy

Cilem projektu bylo zvysit uroven kybernetické bezpecnosti v IT
infrastrukture Technické univerzity v KoSicich. K dosazeni tohoto cile
bylo pouzito nasazeni systému SIEM (Security Information and Event
Management). Byl vybran SIEM Splunk jako systém, ktery se
dlouhodobé umistuje na nejvyssich prickach v hodnoceni SIEM
systému (Gartner Magic Quadrant).

Technicka univerzita v
Kosiciach Klicové vysledky:

Zvyseni odolnosti

Produkty:

. Splunk Enterprise . Konsolidace nastroju
« Splunk Enterprise Security

Use Cases:

. Security
- IT

Splunk S turn data into doing




Proc Splunk
SIEM?




Vyzvy SOC tymu

H X

Je tézké naqjit Pracovnikum SOCu I diky AI se hrozby
relevantni informace chybi kontext pri vyviji velice rychle
ve velkém mnozstvi vysSetfovani udalosti

dat
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Dopady téchto vyzev

3+ 41% 25+

hodiny prumérné alertu je ignorovano, SOC typicky vyuZiva vice
stravené analytiky protoze analytici nez 25 rdznych

pri vysetrovanich nemaji dostatecnou bezpe&nostnich ndstrojd, z
altertu kapacitu nebo

nichz kazdy vykonava
ruzné cinnosti v radmci
detekce, vysetrovani a
reakce

spravny kontext pro
jejich vysetrovani
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https://www.splunk.com/en_us/form/state-of-security.html

NIS2 pozadavky

1) Detekce kybernetickych bezpecnostnich udalosti

2) Hlaseni kybernetickych bezpecnostnich udalosti
Do 24 hodin (vCasné varovani)
Do 72 hodin (prvotni posouzeni)
Do 30 dnu (zavérecCna zprava)
VySSi rezim - vSechny incidenty
NizSi rezim - pouze vyznamneé incidenty

3) Reseni kybernetickych bezpeénostnich udalosti
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Splunk & NIS2

NIS2 pozadavek Splunk reseni

Splunk Enterprise Security

Splunk Security Essentials
Detekce udalosti a incidentu

Splunk Enterprise Security Content Update
Splunk Risk Based Alerting
Splunk Incident Workbench
Vysetfovani, hlaseni udalosti a incident Splunk Risk Based Alerting
Splunk SOAR
Splunk Enterprise Security

Reseni incidenti
Splunk SOAR
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Cim je Splunk SIEM jiny?

Neni to ,krabice“ - je to Feseni budoucnosti
 Prijem jakychkoli dat a podpora nasazeni v multi-cloud, hybridnim nebo on-prem prostredi (MS je

jen v cloudu napriklad)
- Data-driven SIEM - Detekce bezpecnostnich hrozeb na zdkladé pokrocilé analyzy vsech typu dat

pomoci pokrocilych korelac¢nich pravidel s vyuzitim AI
- 1600+ prednastavenych detekci: Prednastavené detekce sladéné s primyslovymi ramci, jako je

napriklad MITRE ATT&CK.
 Neomezena customizace - pouziva oteviené standardy, umoznuje vyvoj zdkaznickych reseni bez

nutnosti Ucasti vyrobce.

Risk Based Alerting (RBA): 0 50% snizeni false positives

Automatizace procesu SOC (SOAR)

Az 4x rychlejsi odpovéd na incidenty
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2024 Gartner Magic @ Seatton
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Event Management ® Rapid7
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* Splunk je oznacen jako , Leader” po @ Devo
desaté v radé

@ Logpont

ManageEngine Huawel @

= @ Venustech

Gartner disclaimer: Gartner, Inc., 2022 Magic Quadrant for Security Information and Event
Management, and Critical Capabilities for Security Information and Event Management,
Pete Shoard, Andrew Davies, Mitchell Schneider. 11 October 2022. This graphic was
published by Gartner, Inc. as part of a larger research document and should be evaluated
in the context of the entire document. The Gartner document is available upon request
from Splunk. Gartner does not endorse any vendor, product or service depicted in its
research publications, and does not advise technology users to select only those vendors
with the highest ratings or other designation. Gartner research publications consist of the
opinions of Gartner's research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with respect to this research,

including any warranties of merchantability or fitness for a particular purpose. GARTNER is a COMPLETENESS OF VISION As of January 2024 © Gartner, Inc

registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and Gartnef
internationally and is used herein with permission. All rights reserved. ‘

@ NetWiness
@ Odyssey

Logzio @ OAX.

ABILITY TO EXECUTE
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https://www.splunk.com/en_us/form/gartner-siem-magic-quadrant.html

Jak to celé
funguje?




Architektura Splunku
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Detect | Investigate | Respond

Powered by Splunk Al

APIs | Integrations | Models | Visualizationg

Third-Party Tools Custom & Third-Party

Manageé | Search | Federate | Automate Apps/ Services
t— —» el ~ »
Events | Logs | Metrics | Traces
Public Clouds Vo A X Devices
On-Prem Private Clouds
Data Centers
X 4
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Splunk Enterprise Security (SIEM)

e Platforma pro ukladani, normalizaci a analyzu libovolnych dat z
libovolného zdroje.

e Schema-on-read a distribuované ukladani dat pro rychlé a flexibilni
ziskani informaci.

e Analyza chovani zalozena na ML pro detekci nezndmych a pokrocilych

utoku.
e Risk-based alerting pro generovani kvalitnich a snadno zpracovatelnych
ClleI"TCI D AS 6Z~F
' . . . . 2 21 s s 756B01 3l OAA!
e Integrovana threat intelligence pro dodatecné a kontextuaini informace 264200 . 4 ~ “

souvisejici s hrozbami a alerty.
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Splunk UEBA

e Baselining, detekce anomalii

e Obousmeérnd vymeéna informaci mezi ES
a UEBA

e Detekce napadenych stanic a
uzivatelskych Gctu

e Zjisfovani aktivity podezrelych
uzivatelskych Gctu

© 2024 SPLUNK INC.

splunk >cloud Apps ¥ 5 Messages ¥ Settings v Activity v Q Find

Security Posture v Incident Review Investigations Security Intelligence v Security Domains ¥

Access Anomalies sowriters

Spike in # of Hosts Accessed Brute Force Attack by Source

0

Over 24 hours compared to 30-day baseline

Successful Auth Sources With the Greatest # of Users

A

src s num_users ¢  users s
admin, internal_observability, soar_admin
ifroth.1
lor@froth.ly
oth.ly

roth. ly

Users Taking Privileged Actions First Time in 30 Days

0

Users Taking Privileged Actions First Time in 30 Days

user ¢ sparkline ¢

Top Users Taking Privileged Actions

x SOS Admin + 0 Support & Services ¥

Enterprise Security

Edit Export v

Cloud Security v Auditv Searchv Configure v

Brute Force Attack by User

Users Failing Auth Over 80%

0

Failed Auth Sources With the Greatest # of Users

src s num_users $  users ¢

199.66.91.259 fyodor@froth. 1y

Users Taking Privileged Actions

1

Short Lived Windows Accounts




Splunk detection

e 1400+ detekcnich pravidel, z toho

100+ cloudovych
e Automatickd reakce na incident

e Atomické alerty - chybi ,big
picture®

© 2024 SPLUNK INC.

Correlation Search

Adaptive Response Actions

> A Notable

> @ Risk Analysis




Risk Based Alerting

Risk Events

e ,Big-picture®“ na daném assetu (uzivatel,

Se rve r.“) \;‘ Adam'’s Desktop Aggregated Risk Score: Threshold: 150 Events in 24h: 9
e Timeline zaznamenanych udalosti
e Mapovani uddlosti na bezpeénostni

System Own...

frameworky (MITRE ATT&CK, NIST, CIS 20,

Masquerading - Rena...

[ ] [ ]
@ Permission Group Disc...
q n I q I n ‘System Network Con...

Contributing Risk Events

Q

\{ oSearcr

CREATED RISK RULE RISK SCORE ANNOTATIONS THREAT OBJECT

v Today, 12:50 AM Threat - RR - Powershell Download TA0005, TAOOO7, T1036 foo.exe + @) ~

Adam'’s Laptop * ject foo.exe
Threat - UEBA Anomaly Detected (Risk) - Rule ofc Executable
80

Detects UBA anomaly events

cription Detects UBA anomaly events
Thu, Mar 18 2020 Threat - RR - System Owner/User discovery TA0005, TAOOO7, T1036 foo.exe, raw-shield... + @) ~
Thu, Mar 18 2020 Threat - RR - Remotely Query Login Sessions TA0005, TAO0O7, T1036 foo.exe, proident_xIs.ini ~
Thu, Mar 18 2020 Threat - RR - System Network Connections discovery TA0005, TAOOO7, T1036 foo.exe, occaecatC... + () ~

Thu, Mar 18 2020 Threat - RR - Masquerading - Renamed Binary TA0005, TAO0O7, T1036 proident.exe, foo.exe ~

Thit Mar1Q 202N Thraat _ DD _ Quetam Natuwinrlk Canfioiiratinn Aicanuans TANNNR TANNNT7 T1iN2A randmatut fAanAava -
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Risk Based Alerting

- Risk object - user PC, risk treshold = 100

Risk Incident Rule:

Generate alert for any user or system that exceeds *
Risk alert a risk score of 100 in a 24-hour period ~ Aggregated risk score

>100
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MITRE ATT&CK & Custom matrix

Alert Source Tactic Score
Non-standard Port Activity Netflow TAOO11 10
Potential C2 Activity Web TAOO11 25
Noisy IDS Alert IDS TAOOO1 15
New Registry Startup Key EDR TAOOO3 30
New Scheduled Task Created EDR TAO002 39

Custom matice TTPs pro

vytvoreni RBA detekci

© 2024 SPLUNK INC.

Proactive Messures

DLP Enforcement

Prevent Backups to

Unapproved Storage

Locations

Employee Awareness

Insider Threat Matrix ¢

Initial Discovery

Browsing Job Sites

Employee Facing

Disiplinary Actions

Pending

Termination/Resignation

e Detekce mnozstvi a/nebo
souslednosti Techiques and

tactics

Collection

Downloads

from

Application

Downloads

from Internal

Exfiltration

Upload to
3rd Party File

Share

External Email

File Share

Downloads

from Email

with

Attachments

Upload to

Removable

Storage
Device

Business Impact

Bulk Delete Files

Destruction of Physical

Device

Changing Service

Account Password




Incident Workbench

x SOS Admin v 0 Support & Services ¥

splunk>cloud Apps ¥ 4) Messages v Settings v  Activity v Q Find
Enterprise Security

Security Posture v Incident Review Investigations Security Intelligence v Security Domains ¥ Cloud Security ¥ Auditv Searchv Configure v

Created March 15, 2022 3:46 PM
Last Modified March 15, 2022 3:59 PM

® NéSTrOj pro vygell.Fovani inCidenTCI Fyodor's account maybe comprimised
e Vse na jednom misté o
e Kooperace, timeline —

+ (SA

Using suggested time range: )
Between March 14, 2022 11:16 AM and March 16, 2022 3:44 PM

Custom time v

v Artifacts Context Endpoint Data Network Data Risk © Add Content

2 out of 2 are selected. Gain context into the investigated artifacts associated with this investigation.

Risk Scores IDS Alerts

Filter artifacts
All Identities
k | I ids_type ¢  severi

® [ FYODOR-Lfroth.ly All Time
® fyodor@froth.ly risk_object $ risk_object_type & risk_modifiers_over_time & risk_score &
2000

40

Notable Events System Vulnerabilities

rule_name * severity ¢ category +  signature $

+ Add Artifact

L ——
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Dalsi uzitecné zdroje a nastroje

SURGe Rapid
Response

splunk.com/en_us/surge
html

SURGe poskytuje
technicke pokyny a
navody (blogy, clanky a
weboveé seminare), jak
rychle a presne reagovat
na aktualni kyberneticke
utoky.

© 2024 SPLUNK INC.

SSE: MITRE
ATT&CK Analytics
Advisor

splunkbase.splunk.com/
app/3435

Integrovany MITRE
ATT&CK v SSE
umoznuje identifikovat
mezery v zabezpeceni
infrastruktury a
poskytnout informace pro
nasazeni detekcnich
pravidel

Enterprise
Security Content
Update (ESCU)

research.splunk.com

Balicky, obsahujici
detekcCni pravidla,
metodologii a dalsi
obsah pro detekcl,
vysetrovani a reakci na
aktualni hrozby (update
kazde 2 tydny)

30



Splunk SOAR

e Automatizace - playbooky
e Orchestrace - automatickda reakce na incident
e Event management - tridéni udalosti, verifikace a eskalace

udalosti S00d,
e Spoluprace - sdileni informaci, zachovani kontextu, ML, mobilni | .
Clp“kdce CoRboration

e Case management - Standart Operation Procedures

e Reporting - status, vykonnost, efektivita, revize uzavrenych
pripadu, ROI

Event
Management

© 2024 SPLUNK INC.




SOAR - playbooks

e Ziskani informaci o rozsahu incidentu
e Reakce na incident - vyreseni

 Condition 1

ACTION
file reputation

ACTION
detonate file

| Condition 2 »

- -
ACTION ACTION
domain reputation ip reputation
e -

ACTION
whois ip
-

- -
ACTION ACTION
url reputation geolocate 1ip
- -

-
ACTION
ip intelligence
-

-

CODE

Calculate threat risk
-

-
FORMAT

Format dinvestigation

© 2024 SPLUNK INC.



SOAR - orchestrace

380+ externich systému
3400+ akci

© 2024 SPLUNK INC.
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Prizpusobitelnost

e Splunk je otevfeny systém

e Zalozeny na obecnych
standardech, technologiich a
formatech

e Umoznuje snadny vyvoj
vlastniho obsahu

e Treba i pro NIS2..
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HEHHRRERHHRRHARHRARRE
## DHCP
HRHHRRERHHRRHARHRRRRE

sourcetype = dhcpd

[dhcpd]
KV_MODE = none
SHOULD_LINEMERGE = false
# For Load Balancing on UF
EVENT_BREAKER_ENABLE = true
pulldown_type = true
category = Network & Se
escription = DHCP Server system events

REPORT-dhcp decline extract = dhcp decline extract
REPORT-dhcp release extract = dhcp release extract
REPORT-dhcp_inform extract = dhcp _inform extract
REPORT-dhcp _reuse lease = dhcp reuse lease

EVAL-dest_ip = case(isnotnull(dest_ip),dest_ip,match(dest,"\d{1,3

EVAL-action = if(isnotnull(block_action) or dhcp_type=="DHCPNAK
FIELDALIAS-signature = dhcp _type as signature
FIELDALIAS-src_nt_host = src_host as src_nt_host
FIELDALIAS-dest_nt_host = dest_host as dest_nt_host

## Aliases
[host_as_dest]
SOURCE_KEY = host
REGEX = (.+)
FORMAT = dest::"$1"

"

d{1,3}"), dest, 1==1, server _ip)
E" or dhcp_type=="DHCPRELEASE", "b]

.




Dékujeme
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