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Prumeérna doba od detekce k naprave

21 dni 12 hodin 6 n 12 1

(Pokud je detekovan)

B Cas detekce B Cas climinace B Casinvestigace B Cas napravy

m = Zdroj: Enterprise Strategy Group, 1. ESG Research, SOC Modernization Survey, October 2022. © Fortinet Inc. All Rights Reserved. 2
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Odklanéni uto¢niku na faleSna aktiva k
ochrané skutecnych aktiv v siti

Navnady (Decoys)
Honeypoty, faleSna aktiva, faleSna sitova zafizeni, faleSné
aplikace a fale$né sluzby

Sluzby (Lures)
FalesSné sluzby aktivni na navnadach

Sit'ovy provoz (Network traffic)
FaleSné sitové signalizace (SMB, CDP, UPnP a dalsi)

: Stripky (Tokens)
o o e to Fale$né soubory, konfigurace a informace umisténé na
el skute¢nych IT aktivech sméFujici na falesné navnady

decepce?
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FortiDeceptor - nasazeni

Nalakani | Odhaleni | Eliminace
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S22 FortiDeceptor 1000F

< Deployment Wizard

u looking f Q  Deployment Wizard
@ Dashboard @ Template # ) @ Configuration %% ) @ SetNetwork @
@ Deception v

. Please select a template to start with:
Customization
Deception OS

X
¢ Finance-Win10

¢ Finance-Linux ¢ scada

Deployment Network

Deployment Wizard l

Decoy & Lure Status

& WIN10V1 @ UBUNTU16V1 & SCADAV1

Decoy Map & RDP,SMB & SSH,SAMBA & HTTPFTR,TFT..

Whitelist

= Nalakani uto¢nika na navnady, které jsou

Windows k nerozeznani od skuteCnych IT aktiv a

VLAN 110.0.1.0/24

Endpoints

jsou vysoce interaktivni

= Centralni sprava a automatizace
nasazeni virtualnich pocitacu (Windows,

S

g

VLAN 2 10.0.2.0/24

N\
VM

"

@ IOT Devices /
= S IS Linux, ICS/SCADA) a generovani navnad
(data, aplikace/sluzby)

D
~ AR scava

VLAN 3 10.0.3.0/24

f\ @ Networks = Nasazeni tokenu na klientska PC
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FortiDeceptor - nasazeni

Nalakani | Odhaleni | Eliminace
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i Refresh Export to PDF
@ Dashboard
& Deception . Severity Start Last Activity + Attacker IP Mask D
Decepti 1 Feb 162019 02:26:02 Feb17201901:59:36 1088.120.203 9
eception Images
Monitored Network 3 sses Jan 19 2019 00:04:04 Feb 172019 01:59:36 1088.110.204 4
Deploy Wizard
Deception Status
Deception Map
Whitelist & Jan19201900:03:53
Ig W 2 e ° 3 Attacker User: techmarketing
Analysis ~
7 Attacker IP: 10.88.110.204
© Victim IP: 10.88.110.221
Attack Map
@ nNetwork i EventCount: 3
etwor ~
& System ~
B Log ~ © Jan19201900:03:53
Established SSH connection: 10.88.110.204
@ Jan19201900:04:04
Start SSH session: techmarketing
© Jan19201900:04:13
° Execute command via SSH: who
= Systé G 5h ani, ktery
Compromised ystem vcasneno varovani, Kiery
P ' ystrahy ke kontrol ly

VLAN 110.0.1.0/24
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@ Linux Devices
T /T’DF\ SCADA

VLAN 3 10.0.3.0/24

“i. (%) Networks

Konsolidace detekce a korelace aktivit
externich i internich uto¢nikl do jediného
panelu pro zobrazeni celé kampané

© Fortinet Inc. All Rights Reserved. 7



FortiDeceptor - nasazeni

Nalakani | Odhaleni | Eliminace
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Alerts /
Further Action

FortiSIEM FortiAnalyzer

=% FortiDeceptor VM

& Fabric Status

Q & Refresh
@ Dashboard
S Deception . O Attacker IP Mask Start 4
Deception Images 0 192.168.10.120 Yarga3019
Monitored Network
Mar 242019
Depioy Wizard O 192.168.10.20 tar 242
Deception Status 0 YT Mar 242019
Deception Map
Mar 232019
Whitelist O 91189.92.20 ravat
B2 Incident ~
O 192.168.10.120 Yar 232019
|:§ Fabric v
Blocking O 192.168.10.20 Yarg32019
Fabric Status Mar 229019
192.168.10.20 222,201
@ Network ~| U 173

Windows
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Endpoints

Switch

VLAN110010/24 | i X

Quarantine
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IOT Devices /
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VLAN 2 10.0.2.0/24 Linux Devices

D
~ IR scADA

VLAN 3 10.0.3.0/24
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End
Mar 24 2019
14:21:51
Mar 24 2019
06:39:42
Mar 24 2019
06:39:11
Mar 23 2019
14:17:23
Mar 23 2019
14:16:55
Mar 22 2019
15:03:04

Mar 22 2019
14:49:36

Handler Address Handler Handle Type Time to Live Status Message
101012021 FortiGate Auto quarantine 3600 Quarantined

101012021 FortiGate Auto quarantine 3600 Quarantined

10.101.20.21 FortiGate Auto quarantine 3600 Quarantined

101012021 FortiGate Auto quarantine 3600 Quarantined

10.101.20.21 FortiGate Auto quarantine 3600 Quarantined

10.101.20.21 FortiGate Auto quarantine 3600 Quarantinestopped  hianual unblock by
10.101.20.21 FortiGate Auto quarantine 3600 Quarantine stopped Manual unblock by

V¢asné rucni/automatické blokovani
utoCnikl na zakladé zavaznosti predtim,
nez dojde ke skuteCné Skodé

FortiGate: karanténa internich i externich
IP adres

FortiNAC: izolace zafizeni
Externi konektor pro integrace technologii

tretich stran
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Jak prerusit sekvenci utoku?

Pripravné faze Utocné faze
Ay
cHo
Recon Weapon Delivery Exploit Installation Cc&C Action
@ FortiRecon @ FortiRecon I]| FortiGate 1] FortiGate 1] FortiGate 1| FortiGate (% FortiAnalyzer
(HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VM/CN/SASE) Event handlers & reports
& FortiDeceptor &, FortiDeceptor FortiProxy FortiProxy (5] FortiClient (&) FortiClient Y% FortiSIEM
. Rules Engine & Threat Hunting
(=) FortiClient () FortiClient FortiEDR FOiEDR  (3) ForiSOAR
FortiEDR FortiEDR . o Defuse exploit gﬁé%%?nfompromlsed Playbooks
& ForiADC L. ondpomoPromised [m FortiDeceptor ] & FortiNDR loc g
\ orti & FortiADC Defuse Lateral Movement )
& Fortiweb ‘ o ) %% FortiSIEM Outbreak Detection
ortvve @ Fortiweb & FortiCWP UEBA ZTNA
@ FortiNDR V€D PPlICALTON )q& FortiSIEM Auto tagging
AVEANN & FortiDeceptor UEBA =) FortiClient
B FortiMail m ?rﬁfglatg':\t/ilon, analysis, and response FOI’tiEDR|XDR
i ort
G» FortiCASB UeBn @& FortiDeceptor
@ FortiCWP A Threat intelligence, & attack isolation
Credential Stuffing  Anti-malware, AV pre-Filter, SBX, IPS, Application, URL, AV Botnet, C2, DNS
Prevention Service  Endpoint Vulnerability Protection, FW, 10T, OT

App Control, IL CASB, Credentials

Know Your Risks & vulnerabilities Train your SOC Managed Detection & Response Augment your SOC Respond Faster and More Effectively

Security Assessments IRR, Playbooks, Training MDR SOC as a Service Incident Response

AR q -
m = © Fortinet Inc. All Rights Reserved. 9



WannaCry Ransomware

Krok 1

Krok 2

Krok 3 Krok 4 Krok 5

Krok 6

CnC/Kill Switch

Sitovy sken Exploitace Detekce Sifrovani

souboru

' Wana DecryptOr 2.0

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decryptz.
But if you want to decrypt all your files, you need to pay.
'You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on oy
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
- Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Left . P
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am Ll

5/15/2017 16:32:52

5/19/2017 16:32:52

Send $300 worth of bitcoin to this address:
el | 12t9YDPgwueZdNyMgw519p7AABisjr6SMw

Check Payment

Contact Us

Vydiraci zprava
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WannaCry Ransomware

Krok 1 Krok 2 Krok 3 Krok 4
®) O O ®)
CnC/Kill Switch  Sit'ovy sken Exploitace Detekce
souboru

G
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FortiDeceptor

Windows navhada SMB sluzba
IPS Engine

Krok 5 Krok 6
O (O]
Sifrovani Vydiraci zprava

Mapovany disk ARAE Engine
Token
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ProC by mel kazdy vyuzivat decepci

Neintrusivni nasazeni ZKkraceni doby investigace

Detekce v ranné fazi utoku ( Nizké naklady na spravu

(M)

Alarmy bez false-positives Automaticka skalovatelnost

Detekce znamych i Zero-Day

el Dobry pomér cena/vykon

= = 12



Integrace s Fortinet Security Fabric

Obohacené informace o hrozbach, automatizovana reakce

FortiGate FortiNAC

o @),

Orchestrace a
automatickeé
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FortiXDR/EDR FortiSOAR
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Third-Party

FortiSandbox

=

FortiGuard

FortiSIEM

Informace o
hrozbach v

realném case @
E FortiAnalyzer

Third-Party

© Fortinet Inc. All Rights Reserved.

13




Security
Operations

Fortinet

Security =
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Viditelnost a ochrana celého .
digitalniho prostoru pro lep$i FoThreat @
zvladani rizika : Intelligence : Hosted
Integrovana @
Reseni, které sniZzuje komplexitu a
sdili informace o hrozbach 1@
S e
Automatizovana
Samonapravna sit s Al fizenou S
bezpec€nosti pro rychly a efektivni
provoz
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