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Prehled:

Celkove naklady
rostou

Jakeé jsou hrozby
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10% narust

pradmérné naklady spojené s

unikem dat, se zvysSily o
10procent. To je nejvice za
poslednich 7let

NejCastéjsi

23%

vSech detekovanych
Utok( pripada na utoky
Ransomware jen Evropé
(ostatni 33%)

11 let

jsou zdravotnické
organizace Ty, které jsou
nejvice postizeny
zvySenymi naklady za
ztratu dat

Typy utoku

35%

pripada na scan and
exploit zranitelnosti,
phishing az na druhém
misté

Evropa, USA,
Stredni vychod

rozSifujici se oblasti v kterych
jsou detekovany ransomware
a dalsi utoky. Evropa byla
nejvice postizena lokalita
kyber Utoky

Zména cil

56

pocet novych malware
hrozeb detekovanych pro
Linux systémy.
Dramaticky mezirocni
nardst

1X-Force Threat Intelligence Index 2021
2Global Threat Landscape Report, August 2021
3 X-Force Cost of Data Breach Report 2021
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Priority organizaci jsou pohanény digitalizaci (nejen) statni spravy

Uzivatelé a koncova Aplikace a Data Infrastruktura

zarizeni Data jsou sdilenym zdrojem jak Servery a sité jsou rozkrocené mezi

PHistup odkudkoliv a idealné 2 pro uzivatele tak pro aplikace onPremise resenim a Cloud
prostorem (napfr. hybridni Cloud)

jakéhokoliv prostredku (zarizeni)

... vysledna slozitost snizuje obranyschopnost zavedenych modeld
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Zero Trust framework jako pilif pro strategicky pristup
(Google, Forrester, Gartner, NIST)

Ocekavej cokoliv
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Obchodni pristup pri reseni bezpecnostnich témat
znamena pouziti zero trust principU pro top priority

Ochrana soukromi Cloud
ZjednoduSte a zajistéte nastup a ’ 8 Spravujte a kontrolujte vSechny

nastaveni zamestnancu. Spravujte pristupy. Monitorujte aktivitu a
uzivatelské preference a souhlas ‘ konfigurace cloudu.
Prosazujte a kontrolujte pouzivani

norem na ochranu osobnich udajl

Interni Utoc¢nik

>
Vynutcujte pristup s nejmensimi ‘
opravnénimi. Zajistéte detekci
rizikové chovani uzivatell. Zajistéte
dodatecné zdroje (Threat
Intelligence)

“ZeroTrust ndm pomahd aktivovat dilezité obchodni pri spravé zabezpeéem”! -

- CISO, Global Chemical Manufacturer

Vzdaleny pristup

‘ Zabezpecte BYOD a nespravovana
zafizeni. Nastavte politiky.
Odstrante nepouzivané VPN.
Poskytujte skoleni
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Zero Trust — Ochrana privilegovanych uzivatelU

Dalsi Use Case: Ochrana pred internim utocnikem, Ochrana vzdaleném pristupu do kancelare

SSO, MFA, /
Adaptive Access Change Infrastructure
MFA  schedule HEIE

@ Zero Trust Network
% =)

Access, Web
Application Firewall

Ak

DLP, CSPM,
Micro-segmentation

R

CASB, DLP

0y,

Endpoint Protection, EDR, (_-(D__)
Unified Endpoint SIEM,
Management UEBA

1. Ad-Hoc

Zero Trust Mannualni vytvareni (¢t

2. Repeatable 3. Defined 4. Managed 5. Optimized

Nasazeni nastroje (PAM) Integrace s daldim i Zaclenéni algoritmu pro

Maturit kopif ze stavajiciho napfi¢ celou organizaci, pro technologiemi pro MFA, adaptivnim rozhodovani
aturity administratora s véechny privilegované ucty Rizeni opravnén, pristupu. Integrace s dalsimi
Level manazerskym opravnénim (externi, interni, IT, SIEM/SOC, apod. bezpecnostnimi technologiemi

Management) pro zajisténi obohaceni dat,
automatizace zasad
zabezpeceni.




Doporucent:

Rychlejsi detekce a eliminace hrozby

Zalohovani

Pravidelna kontrola konfiguraci a patch management
Trénink personalu

Implementace MFA

Ochrana pred Insider-y (nejen DLP)

Bezpecny vyvoj

Aktualizace planu reakce, priprava a provadéni stres testl



Definujte si pozadavky pro pouziti Zero Trust
use cases

Security Domain

Security Sub-Domain / Control
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Thank you

Follow us on:

ibm.com/security

securityintelligence.com

iIbm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity

@ IBM Security

© Copyright IBM Corporation 2021. All rights reserved. The information contained in these materials is provided for
informational purposes only, and is provided AS IS without warranty, of any kind, express or implied. Any statement of
direction represents IBM’s current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM,
the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in
the United States, other countries or both. Other company, product, or service names may be trademarks or service marks
of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention,
detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems,
including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve
additional operational procedures, and may require other systems, products or services to be most effective. IBM does not
warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious
orillegal conduct of any party.
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