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Technologie potrebné pro
dorucovani aplikaci (nejen)
v cloudu

Filip Kolar
Territory Account Manager, F5




Na Gvod kdo nas pouziva v CR

Finance — Banky, nebankovni instituce, platebni brany

Komercni sektor — Sazkové kancelare, utility, ...

Operatori — Telco, ISP, poskytovatelé ,manageovanych” sluzeb

Statni sprava a podniky - Ministerstva, kraje, velké statni podniky
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Jake aplikacni sluzby jsou dnes nezbytné pro dorucovani a
zabezpeceni tradicnich a modernich aplikaci?

Aplikace @

) /1
Monolit Privatni ol ) j\él)
cloud (c—| <7 v
£
Ingress Load DNS Secure DDoS

og?%o App Customer

controller balancer security Access
Moderni K8s

Verejny
cloud
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Kombinace vice prostiredi, typl aplikaci a ruiznych dodavatelskych
reseni znamena komplexitu a prilezitost pro utocniky

Privatni cloud

@ Fragmented @%@ Inconsistent @ Difficult to scale Afﬁ Trapped data &\ Vulnerable to attack
APPLICATION DELIVERY & SECURITY SERVICES
Ingress Load DNS Secure Web Anti-
controller balancer 7Y  access Application FW DDOS
On-prem (L(ﬁ | Consumer
Aplikace @\ or End User
B
kit
Monolit
)

P " —

Moderni K8s Vefejny cloud H)T <H’T
&
i
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Technologie F5 BIG-IP konsoliduje aplikacni sluzby v multi-
cloudu pro tradicni i moderni aplikace

Integrace do
» ™\ automatizace

@®

CD

-
«==="

4 BIG-IP

o o - ——

_______

4 AY4 ) Data Data Control Control Control
app app Plane Plane Plane Plane Plane

HW Appliance / Virtual Edition

~

N

)

O

©
J
™

)

O

©
J

J
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Podporuje vsechny klicové platformy a cloudy
Flexibilni licencovani umoznuje dorucit jakoukoli velikost projektu

Virtual — Private / Public Clouds ( | —— B — )
i iti w

F5 Virtual Editions ® s 8 s
Provide flexible deployment options for virtual 25M 200M 1Gbps 3Gbps 5Gbps  10Gbps  HighPerf
environments and the cloud, both private and vCPU based
public _ L

. . mm Microsoft sj"a Raos 4 > C(DAlbabaCloud TEEE
HighPerf VE supporting addon’s: W Azure ' WebServices ... cioorion -
* HW accelerated SSL . —_—
« HW accelerated DDoS/FastL4/NAT vmware AKVM <&@ RedHat i et

iy ey | N el

FS5 physical ADCs r2x00 series r4x00 series (5x00 series r10x00 series
High-performance purpose-built hardware

All in one HW+SW

Best for:
* HIGH Performance / Scale
« Edge and Front Door Services




F5 BIG-IP umoznuiji separaci zdroju pomoci Partitions,
Routing Domeén a per vCPU

SEPARACE ZDROJU NA FYZICKYCH ZARIZENiCH

Guest A Guest B Guest C
LTM+APM+ASM LTM LTM
Interni Kritické
Aplikace aplikace

Guest E
LTM+APM

Guest D
LTM+APM

Predprodukce Test

Externi aplikace

9 1©2018 F5 NETWORKS
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controller balancer

Vysoka dostupnost aplikaci
(LTM, Container Ingress)



BIG-IP LTM je na trhu synonymum pro reseni vysoke
dostupnosti aplikaci

Caching
Load-BaIancmg ‘ . Offload repetitive traffic from application
Distribute application load across multiple ‘ servers to improve performance and scale
servers and multi-cloud to increase availability Y= C————

SSL Offload
Decrypt inbound traffic before it hits the

Health Monitory

Verify health and performance to check the 4 ) server to decrease demand on server
status of applications and resources resources
Rizeni provozu Komprese

Direct a particular type of traffic to resources
designed to handle that type of workload

Compress data from applications to
reduce traffic and overcome latency

Rizeni Spojeni Podpora Novych Protokol(

Mirror connection and persistence
information to prevent interruption in service

Leverage new technologies like HTTP/3,
QUIC and WebSockets without re-
architecting

- —
L S S ——

Ochrana Kilicu

Protect and manage keys with hardware Perfect Forward Secrecy Vizibilita a Kontrola

security modules for physical, virtual, and Protect customer privacy from future Remove the blind spot that is created by

multi-cloud decryption with a unique key for each encryption for inbound and outbound traffic
session

11 ©2022 F5 @
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A dale konsoliduje balancing pro K8s aplikace
F5 Container Ingress Services (CIS)

OPENSHIFT

A

Amazon
EKS

Best-in-class app services for

containerized applications

» Control Ingress into container and PaaS environments via
native, open-source, enterprise-grade F5 BIG-IP
integrations

Container Environments

o Nodel | @EEZZED  orchestration
== &EE| @0 @m0

N
Ingress
controller

» Ensure performance, security, and availability of container
apps and ingress controllers

F5 Container
Ingress Services

» Enable self-service selection in orchestration for app services

» Scale and secure apps through automated event discovery

App Services Across Network

and service insertion N7
WV
» Inject automation into CIS and ecosystems with F5 | ll & E _E_<
Application Services 3 (AS3) extension and declarative APIs = FS BIG-IP
Vlzlb";ty.and App Performance and
I N . , nalytics Security Services
* Increases flexibility of F5 application delivery and security Y
services via K8s Custom Resource Definitions integration p
----- > Dotted line = integration control plane
—> Solid line = traffic data plane

12 1 ©2020 F5 @
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Web aplikacni FW
(Advanced WAF)

App



Web Aplikacni FW (WAF) neni FW :-)

© 2018 F5 Networks
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WAF by meéla umet celit zranitelnostem, které
analyzuje a popisuje zdruzeni OWASP

2017 2021

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures

> A03:2021-Injection

(New) A04:2021-Insecure Design

A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components

= A07:2021-ldentification and Authentication Failures

AD1:2017-Injection
A02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)

A08:2017-Insecure Deserialization / (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

15 ©2022 F5 @
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F5 WAF graficky dashboard "OWASP Top 10 2021” umoznuje
zobrazit uroven nasazeneé ochrany

| ONLINE (ACTIVE)
| standalone

| Provisioning Warning

| ONLINE (ACTIVE)
| standalone

| Provisioning Warning

] Live Updates Available ] Live Updates Available
Security » Overview : OWASP Compliance Security » Overview : OWASP Compliance
2 v | Summ Analytics Application v | Protocol & (7] ' OWASP Compliance ' Dashboard & v | Summary Analytics Application v | Protocol OWASP Compliance = Dashboard
— ——
iApps , o : , : PARTIALLY FULLY @ iApps PARTIALLY FULLY
@ o Review and update security policies to validate their OWASP top 10 compliancy COMPLIANT COMPLIANT o Review and update security policies to validate their OWASP top 10 compliancy COMPLIANT COMPLIANT
Local Traffi
@ oo et Q Search security policie C | 3Enwvies Eﬁj o ee Q Search security policie C | 3tnries
: : 3/10 . . 3/10
Acceleration . . Accelerati
@ Policy Name A Compliance Rate p0||cy1 cosleraton Policy Name A Compliance Rate pOI|Cy1
g Device Management . g Device Management
@ policyt 3/10 @ policy1 3710 [ 45 Security Misconfiguration -
‘ Shared O 0 A1Broken Access Control
ared Objects Shared Objects
9] policy2 0/10 " o 0 policy2 0/10 ® Security misconfiguration is the most commonly 44%
X ) L > seen issue. This is a result of insecure default COMPLIANCE
O Security 0 ' . II A2 Cryptographu: Failures \J Security configurations, unnecessary components installed
policy_3 9 policy 3 0/10 or enabled, incomplete or... See More v
Overview Overview
Guided Configuration [ 43 Injection “ Guided Configuration Required Attack Signatures Types
Application Security Application Security v Information Leakage @ 0 /117 /117
[J A4 Insecure Design L) :
Protocol Security
Protocal Securiy v Vulnerability Scan @ 0/981/98
Netviork Firevall Netviork Firewall
[ A5 Security Misconfiguration .
Do Protection DoS Protection Required Signatures
Bot Defense v . ¢
u 46 Vulnerable and Outdated Components Bot Defense External entity injection attempt @ FULFILLED
Data Protection ;
Data Protection v XML External Entity (XXE) injec.. @ FULFILLED
Cloud Services P - q
[ A7 Identification and Authentication Failures Cloud Services
Event Logs Event Logs Required Protections
Reporting [ A8 Software and Data Integrity Failures Reporting Disallow DTDs in XML content... @ NOT FULFILLED
Secuty Updtes Securty Updates Attack Signatures @ 5 Signature Sets
Options [ A9 Security Logging and Monitoring Failures (] Options
Server Technologies @ 4 Technologies
£ Network
[ A10 ServersSide Request Forgery (SSRF) ) 53 Network Allowed Methods @ 3Methods
System System
R .
m oo Review & Update Reset

16 ©2022 F5 @



Klicoveé vlastnosti, které musi dnesni WAF mit pro ucinnou
ochranu kritickych aplikaci

©

Common WAF security

e —)
</>

API security

&3

Threat campaigns

17 ©2022 F5
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Layer 7 DoS mitigation

< %

LI
DevOps and security
automation

D

Leaked credential protection

Credential protection

Q.

Integrated LTM

11200

[ m—

Bot defenses



Komplexni vicevrstva aplikacni ochrana v F5 WAF

Positivni bezpeénost /

WAF signatury
Threat Campaigns

Bot Ochrana
L7 DDoS ochrana

18 ©2022 F5



Kampané na znama CVE - 15 let staré zranitelnosti v
utocich a skenech

2005-2013 2014
PHP WWEEGEET)
OpenChat Cacti
Horde Elastic
Webmail Search
Thomson Bash
Reuters ShellShock
Rejetto

APPLICATION
THREAT
INTELLIGENCE

2015

Elastic
Search

Joomla

Engine
Sandbox

2016 2017 2018 2019
Ruby Jenkins NAS Drupal Horde ThinkPHP Apache Drupal
on Rails Webmail Struts
Oracle Oracle
WebLogic WebLogic x3
Apache ThinkPHP Nexus  Weathermap Elastic Elastic Citrix ADC
Struts Cacti Search Search  NetScaler
Jenkins
Jboss Drupalgeddon2 =~ WordPress NAS ThinkPHP
Deseialization Jorki
. enkins
vBulletin Oracle
WebLogic
MAC CMS FortiOS rConfig Oracle ThinkPHP
WebLogic
Technicolor Atlassian Oracle
WebLogic
NetGain Nginx PHP Weathermap
Cacti
ThinkPHP

Mitsubishi ICS, Webmin,

Citrix/Netscaler 0
Yachtcontrol, Technicolor

Enigma

Source: F5 Labs
Tools: F5 Honeypots

Oracle
Oralcle BIG-IP TMUI eBusiness Oracle
WebLogic Suite  Weblogic
Jenkins Elastic Oracle B|G-IP TMUI vBulletin
Search WebLogic
Jboss  FortiOS
Deseialization
Nexus Elastic
Search
Oracle Oracle Elastic
WebLogic WebLogic Search
Joomla
SAP Engine
Sandbox
Drupalgeddon2 vBulletin
ThinkPHP
JBoss



Nad ramec signaturni ochrany, F5 WAF umoznuje pokrocCilou
detekci botli pomoci JS challenge

Legitimate browser verification

No challenge
WBéntaspounsls response
BritiWiepticbemdists / \ Hodoneoodsid
huiomits by b‘ajimmts
bgpatipipeibnges

Advanced

)
o

1 171)
S, > (o 17)

1)

Server

Y
o

Customer

BIG-IP Advanced WAF verifies response authenticity.
Cookie is signed, time stamped,
and fingerprinted.

20 ©2022 F5
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FS5 DNS konsoliduje DNS infrastrukturu, pomaha a chrani

CONVENTIONAL DNS THINKING

ol DNS Load Ag?\lysof el Hidden « Performance = Add DNS
xterna oa nterna :
L Firewall Balancing Servers Firewall Pl boxes
(11 ] [ e | (11 ] DNS .
®_ e —— G —— MmN gyam « Weak DoS/DDoS Protection
C T T [ o C T T

 Firewall is THE bottleneck

F5 PARADIGM SHIFT
v

Scalable performance up to
50M RPS!

« Strong DoS/DDoS protection

Primary DNS DNS DDoS Protection
Infrastructure Protocol Validation

F5 DNS DELIVERY REIMAGINED
[ ]
e Authoritative DNS

Internet é
@ m Caching Resolver

BIG-IP Transparent Caching ° Lower CapEX and OpEX
High Performance DNSSEC

DNSSEC Validation
@labs

Intelligent GSLB

22 1 ©2021 F5
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Zabezpeceny pristup kK
aplikacim
(APM)



F5 APM umoznuje dorucit jak SSL VPN, tak koncept Zero Trust

BIG-IP Edge Client

W £15-p Esqe Chem™

¥ Symantec.

VIP

SECUREAU

Secure Logon
for F5 Networks

=>Us
- Username

Iiuhn.smith|

EEEEEEEEEEEE P

Password

Logon

SafeNet.

All integrations not shown

Mobile

24 | ©2018 F5 NETWORKS
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My Desktop 1) Connemtion
SSLVPN/Per-App. VRN Enterprise

Network Access ™ crwork )

..
4
L 4
L]
L
L4
L 4
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..
4

AppN
Secured ",
Application
Access

Public/Private Cloud Enterprise
Applications Applications
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WAFaaS - kontinualni proces

= A Petr Panec
\ Head of Enterprise Sales, ANECT
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Univerzalni Specificky dle aplikace
* Na zaklade univerzalni sady  Nutna komunikace s autory
pravidel (seznamy aplikace.

zranitelnosti, pozitivni/

DY  Nastaveni pravidel v souladu s
negativni list).

navrhem aplikace (vCetne
API).

« Zajisteni souladu se zmenami
aplikace.
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Servis a sprava
WAF

Realizace provoznich
Zmeén

Bezpechostni
analytika

Proaktivni
monitoring,
vyhodnocovani
bezpecnostnich
incidentu
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NElalg=1all
novych
signatur

Staging mode

monitoring zda
nova pravidla
nelimituji
legitimni provoz

Blocking mode
docasné finalni
nastaveni
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Technologle F5 v SeGC

Eduard Lorenc
28 Vedouci oddéleni spravy komunikacnich

technologii/Network Architect, Statni pokladna
A" Centrum sdilenych sluzeb, s. p.
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Aplikace

00
00

Monolit

Moderni K8s

SeGC
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Eduard Lorenc
Vedouci oddéleni spravy komunikacnich

technologii/Network Architect, Statni pokladna
Centrum sdilenych sluzeb, s. p.




