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Stage 0x2 '

Adversary

Rozdil mezi zapadni a vychodnim pristupem
« Vychodni pristup

+ 36 stratagems .
* Sun-Tzu - uméni valky *

- Zapadni pristup
e QOdsuzuje pouzivani klamu (deception)

* Nenapada nic a nikoho zezadu (otazka.charakteru)
« Clausewitz - Valka
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MoneyTaker
* Aktivni od jara 2016
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Stage 0x2
Adversary

Buhtrap
Od 02/2016 do 08/2016 ukradeno 25 milionu dolaru

 Nejvétsi suma ukradena bance: 8.5 milionu dolard’

* \‘7//.

* Pouziva Cerva, ktery infikuje celou infrastrukturu bankj vn| |nst|\g

* Pouziva phishing s prilozenym RTF souborem
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Stage 0x2
Adversary

Dalsi skupiny

pohybujici se ve financnim sektoru
 Anunak, Corkow, Cobalt, Silence

. Utoky na SWIFT a jiné transak&ni systémy
+ Utoky na ATM, PoS atd.

Statni pokladna Centrum sdilenych sluzeb, s. p.
Statni pokladna
Centrum sluzeb



- Reaktivni obrana
> g ”;" \
? AV[ IDS, FW . _,':._ i/  ., {“;' .“\

+ Proaktivni obrana

- Threat hunting, Vulherablhty Scaning . .. [

« Aktivni obrana &

* Decoys, tokens, emulators, deception,



Stage 0x2
Adversary

Figure 44: Discovery methods

Overall
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Stage 0x2
Adversary

Tradicni
Obrana:

Bez reakce!
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Stage 0x2
Adversary

Proaktivni obrana
(memory dump)

« Odhalila spusteny script,
oznacen jako bezpecny
* Bez akce

Statni pokladna Centrum sdilenych sluzeb, s. p.
Statni pokla dna
Cen sluzeb
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Pro¢€ aktivni obrana funguje?
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Metody aktiv

* Deception

ni obr
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Stage 0x3
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Stage 0x3
Defender

b 7N

Scénar ARGO

* Deception

« Zakryj pravdu, odkryj fales

THE MISSION WAS A MOVIE

BEN AFFLECK

ARGO

Y R e
GK SMOKEHOUSE LT

Statni pokladna Centrum sdilenych sluzeb, S©p.




Stage 0x3
Defender

Scénar F-35 vs J-31

* Counterdeception

* Counter-Deception

Statni pokladna Centrum sdilenych sluzeb, s. p. SPCSS



Stage 0x3
Defender

Masking Dazzling

Red Flagging

D&D Tactics

OPSEC
Repackaging

Mimicking Double Play

Inventing Decoying

Deception

taktika
pro cyber
killchain

Personae
with web

footprint

Low
interaction
honeypots

Statni pokladna Centrum sdilenych sluzeb, s. p.

Reveal facts

Modify
network traffic
Hide software

using stealth
methods

Persona
targeted by
phishing

Expose a past
deception

Honeyclient

Deliver

Hide simulated

honeypot
information

Misrepresent
intent of
software

Exploit

High
interaction
honeypots

False internal
data

Reveal

capabilities

Tampered
commands

Connection

timeouts

Maintain
personae &
pocket litter

Add/retire
personas

SPCSS
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Stage 0x4
Framework

Definice tymu

Mastermind

Realizacni tym

Méne je vzdy vice

n 70 » JUSOU'A
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5 JOUEURS
= \
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Ucel Analyza

« Definice strategie « UtocCnik

« Operacni a takticky cil « Chovani utocnika
- Duvod « Odhad chovani

e Kritéria




Stage 0x4
Framework

Tvorba pribehu

Uveéritelny
+ Retézeni pribé&hd
« MuZe se stat cokoliv
« Test pribehu
« Rozsah pribehu - Argo

Statni pokladna Centrum sdilenych sluzeb, s. p.

Bojovy plan

Zohlednit analyzu

Nastavit prostredi

Duraz na pfibéh

Statni pokladna



Plan B Spusteni
* Moznost selhani « Technologie a pribéh

 Zalozni reseni P

« Zaradit do pribehu




Stage 0x4

Framework

Monitoring Redesign

e Real-time monitoring « Aktualizovat pribéh
« Alerty « Cely nebo jeho cast

« Trasovani
* Vyruseni, odklonéni, absolutni

= " A4 V 4 ’ .O
eliminace (vycCerpani zdroju)

Statni pokladna
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Stage 0x5

EOF

Coming soon - Limitovana mista

« 17.9.-18. 9. 2019 .
MISP training
s CIRCL.lu

« 19. 9. 2019 .

AIL Framework workshop s
CIRCL.Iu

Statni pokladna Centrum sdilenych sluzeb, s. p.

7.11. 2019
Hunting Season session
0x00 (ver.2019.11)

8.11.2019

Hunting Season
session 0x00 (ver.2019.11)

Statni pokladna



ot 8

Statni pokladna Centrum sdilenych sluzeb, s. p. SPCSS

Statni pokladna



