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Jake moznosti se nabizi pro zajisténi ochrany webovych
aplikaci

Klasické licence nebo HW

Cloud / SaaS

Reseni pro tradiéni perimetr
GUI v on-premu
Hloubka nastaveni WAF

Nutna znalost produktu

Rychlost nasazeni
Neni potreba nic instalovat
Mitigacni vykon pro DDoS

Rychla adopce



Klasické licence nebo HW
Tradicni cesta jak dorucit aplikacni sluzby v onpremu nebo cloudu
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F5 Distributed Cloud Services
Moderni cloudovy perimetr pro hybridni cloud a multicloud

"""" @

- ] Admin | SecOps | )
m@ NetOps | DevOps @ 5
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Public End Use\ F5 DiStribUted CIOUd

Global Network
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DDoS CDN Firewall DNS DDoS ADC API| gateway WAF API security Bot defense
mitigation mitigation
(Layer 3-4) (Layer 7)
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Bezpeénostni platforma plné integrovatelna do nastroju tretich

stran D
S o

APPDEV DEVOPS NETOPS SECOPS
.E'Terr:fnrm U GitLab O w ) Spinnaker a ..;!: Splunk >
/_— DATADOG
Integration with critical automation, $+T @ Integration with SIEM, logging,

Git ops, and dev tools and alerting platforms

Distributed Cloud Console — Centralised control plane

CDN
~
J >
J} 00 CPMPIS <« . <
AN B - , N
F5 Distributed Cloud
N Global Network
= D
: m (=) B — () |y el |
Private cloud / data center Global Network Branch/customer edge
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F5 Distributed Cloud postuje flexibilni zpusoby nasazeni

Regional Edge (RE)

* Only leverages the F5 global network

* Provides L3/L4 DDoS via network

» Advertises viaAnycast

» Origins accessed via Public NAT/FQDN

* Global network can be access controlled
(ACL) at origin sites

Begs

F5 Global Network Public/Priv ate Cloud

7 ©2022 F5

Customer Edge (CE)

Does not leverage the F5 global network

Site includes WAAP security services except
L3/L4 DDoS

Self-managed advertisement based on
deployed locations

SaaS managed Load balancing/WAF endpoints

—,%

fQQ Public/Priv ate Cloud

— 0

Datacenter

Branch

Hybrid (RE + CE)

Requires deployment at customer edge

Provides for private address/FQDN access
of origins

WAF and additional security services at
both the customer site and global network

L3/L4 DDoS is provided via network

| l
%Awa%

F5 Global Network Public/Priv ate Cloud


https://www.youtube.com/watch?v=xLn7ReVtTC0

F5 cloudova ochrana “F5 Distributed Cloud Services” je
zalozena na robustni privatni globalni siti F5
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13 Thps capacity Multi-Tbps private backbone Dedicated connectivity Top 10 global peered network
(Tier-1 Carriers: NTT, Telia, Level3) (Zayo, Telia, CenturyLink) (Cloud providers, SaaS providers) (ASN 35280)
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Platforma poskytuje moderni dashboards pro Net/Sec/Dev-Ops

Rich observability with a 360-degree view of performance and security posture for all apps together
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Ukazka
- v y Home Web App & API Protection rate: aiyp ) Apps & APIs Security
apl I kacn I ho I 7 HTTP Load Balancer: rate-application

Dashboard Malicious Users Security Events DDoS Requests API Endpoints Realtime Bot Defense Bot Traffic Overview

DDoS dashboardu B ... =

Detection and alerting on
abnormal traffic patterns &
trends

Advanced machine learning

(ML) to detect spikes, sudden

drops and more T

Analyzes request rate, error |

rate, latency, and throughput of

app and APl endpoints

Deny with auto mitigation or - e
Rate limit endpoints R
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Last 24 hours

|
ty8-tky

Support &

Analytics Apply

Add Rule View Rules

(i) DDoS Mitigation Rules

You can add or view rules
based on filters set below

Top IPs
5.2.70.192

Top regions

DE, UNKNOWN )
Top ASNs

208294

Top TLSFPs

871a754af286dfb70c1b53c6887c62e0 o




Pripadova studie — organizace ve statni sprave - WAF

Pozadavky

« Mame weboveé aplikace
« Chceme pokryt jak on-prem tak cloudy
« Lokalni redakéni systém
« Konektivita pres CMS, citliva data
« Chceme zabezpeceni aplikace
« WAF, L7, DoS, Antibot
 Pozadujeme jednoduchost produktu z divodu

absence security specialistu

11 ©2023F5

Reseni

F5 Distributed Cloud

Citliva aplikace - CE v on-premu

* Virtualni stroj — umisténi do vmware
« Zadani klice a IP adresy

Ostatni aplikace publikace aplikaci pres RE

Cesta

e RE -> Internet
« CE-> CMS Sprava pomoci centralni
konzole v cloudu

Moznost budouciho rozsireni o dalSi sluzby



Pripadova studie - schema

IPSec/SSL

Admin | SecOps |
NetOps | DevOps



Ukazka rozhrani
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