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Explosive app growth brings big opportunities & challenges

OPPORTUNITIES CHALLENGES

Security

Complexity

IT as enabler of innovation

Improve customer experience

Transform the business

Differentiate

Modernization

CONFIDENTIAL
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Combined with a shift in how apps are designed & deployed

Network-based 
communications

IP

HTTP HTTP

Microservices-based apps

Multi-cloud & edge computing

API-based communication

Monolithic apps

Single cloud provider
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Log4j

Growing
attack surface

Growing 
exposure

Microservices

APIs

Containers

Distributed clusters

Dynamic OWASP Top 10

Critical CVE growth Ephemeral apps

…thus securing apps & APIs has never been harder
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…thus securing apps & APIs has never been harder

App firewall

Regulatory 
compliance

Sprawl of tools, 
too small team

Data privacy

Domestic & global compliance

Cyber-insurance

API security

Bot mitigation DDoS protection

Identity

Cloud security
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API Security Top 10 (2019)

API1: 2019 Broken Object Level Level Authorization

API2: 2019 Broken User Authentication 

API3: 2019 Excessive Data Exposure

API4: 2019 Lack of Resources & rate Limiting

API5: 2019 Broken Function Level Authorization 

API6: 2019 Mass Assignment 

API7: 2019 Security Misconfiguration

API8: 2019 Injection

API9: 2019 Improper Assets Management

API10: 2019 Insufficient Logging & Monitoring

Web App Security Top 10 (2021)

A01: 2021 Broken Access Control

A02: 2021 Cryptographic Failures

A03: 2021 Injection

A04: 2021 Insecure Design

A05: 2021 Security Misconfiguration 

A06: 2021 Vulnerable and Outdated Components 

A07: 2021 Identification and Authentication Failures

A08: 2021 Software and Data Integrity Failures

A09: 2021 Security Logging and Monitoring Failures

A10: 2021 Server-Side Request Forgery (SSRF)

The OWASP Top 10 List
PROTECT APIs LIKE WEB APPS

(New)

(New)

(New)
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Applications OWASP Top 10 Dashboard
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AUGMENT API GATEWAYS WITH WAF TO ADDRESS API THREATS 
Secure APIs

F5 API Security
Methods enforcement

Payload inspection (JSON/XML 
embedded attacks)

Injections attacks

DoS attacks

Credential attacks

Malicious bot protection 

Protects GraphQL

Threat intelligence (IP Intelligence 
and Threat Campaigns)

Data leaks/exposure defense

Advanced access control and 
policy

MOBILE APP

BROWSER

ECOSYSTEM
APP

WEB APP

MOBILE
SERVICE

SUGGESTION 
SERVICE

CATALOG
SERVICE

LOYALTY
SERVICES

CART 
SERVICES

CHECK 
OUT SERVICE

API MANAGEMENT 
(CONTROL PLANE)

SHIPPING SERVICES

PAYMENT SERVICES

On-Premises Data 
Center & VE Cloud

INVENTORY SERVICES

IdP API END POINTS
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API Security
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API Security

ADVANCED WAF POLICY
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API Security
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API Discovery

• Automatically learns an apps API 
surface

• Using AI/ML, models are built to 
baseline and track API behavior

• For each API leaf a model is made 
for errors, latency and request 
metrics

• Detect outliers and shadow APIs

• Export swagger to compare to what 
developers believe they have 
exposed
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What tools attackers use?

Probability of Successful Attack

Professional Automation
- Highly motivated and skilled

- Customized bot tools
- Persistent and scalable

Amateur Automation
- Less motivated and skilled

- Off-the-shelf tools
1

2

Scaled Manual Attacks
- Human “Click Farms”

- Suspicious human behaviors
3
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Attackers don’t retool until they’re forced to retool

No user 
interaction

No device or 
browser spoofing
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Attackers start spoofing devices & imitating humans

No user 
interaction

No device or 
browser spoofing
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Attackers start spoofing devices & imitating humans

No user 
interaction

No device or 
browser spoofing
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Attackers start spoofing devices & imitating humans

Poor
device/browser 

spoofing

No user 
interaction

No device or 
browser spoofing
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Attackers start spoofing devices & imitating humans

Poor
device/browser 

spoofing

Excellent
device/browser 

spoofing

No user 
interaction

No device or 
browser spoofing
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Attackers are humans, but still often need to spoof devices

Poor
device/browser 

spoofing

Excellent
device/browser 

spoofing

No user 
interaction

No device or 
browser spoofing

Real devices/browsers 
with some spoofing
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Globalized network of signals & ML used to catch retooling

Billions of signals 
analyzed daily

Machine Learning 
model usage and training

Unsupervised 
ML

Supervised 
ML

Expert Review of Model
[ HUMANS IN THE LOOP ]

Expert 
Review of FPs
[ HUMANS IN 
THE LOOP ] Expert Review

of Pattern
[ HUMANS IN 
THE LOOP ]

Real-time 
Mitigation

Monitoring

8/10
Top Banking

2/3
Top Hospitality

2/10
Top Retail

5/10
Top Credit Cards

5/10
Top Airlines

2/5
Top Insurance

Rapid intelligent analysis at scale Dynamically updated 
mitigation
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Consistent protection + policies for legacy & modern apps

• Employ natively-embedded and
continuously available controls across
your digital experience

• Mobile, browser-based and API-centric apps

• Create policies once and easily deploy
them anywhere

• Consistently apply policies in real-time across 
constantly changing apps

On-premises Edge

Consistent policy

Consistent policy

Consistent policy

Cloud
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Security automation for DevOps

Service 1 Service 2

Service 3 Service 4

Config info for App X and 
security policies leveraging 

ingress services

Ingress 
Controller

L7 Routing 
Policies

Users

 
Source Code Repository
Application code/config for App X

security policy/config for App X

CI/CD
DevOps Orchestration

Pipeline for build/test/
deploy of App X

 
IT Automation

Ansible playbook for deployment
of App X with its app services

F5 Advanced 
WAF

Security policies via 
declarative REST API

AdvWAF

Lowers costs and 
headaches

Shortens time to 
release 

Agile security 

Solution Brief : Security Automation for DevOps with Adv WAF

https://www.f5.com/solutions/ci-cd-pipeline-security-automation-overview
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• Stejná úroveň zabezpečení on-prem i v cloudu

• OWASP Top 10 není checkbox

• Automatizace, zejména u API

• Automatizaci využívají i útočníci, braňte se jim

Jak ochránit webové aplikace a API?




