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Cisco Al - Ulohy

Datova suverenita — vlastni data, vlastni prace s Al (modely, processing)
Aplikovana Al v IT (AlOps) — sité, bezpecCnost, collaboration... asistenti
Soucast produktu vs. vlastni reSeni — Al Assistants, Vibe Coding

Data Science — machine learning

Agentic — Al Canvas, business-to-consumer (chatbot, voicebot)
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Al use cases across industries
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( N\ )
5= o
O O °=Al | </ @
I —-—
Knowledgebase Content and Virtual agent and chatbots
copilots code generation Specialized domain |
Al assistants Text | Images | Video | Code Specific chatbots
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Visual Computing Language translation Detection and prediction
Digital Twins | Video Analytics | Multilingual real-time Forecasts |
Imaging and Diagnostics communication Anomalies | Insights
.
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Cisco’s Strategic Al Investments
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Cisco’s Deep Network
Model

Purpose-built for networking,
expert accuracy

More precise reasoning for
troubleshooting, configuration, and
automation

on 40+ years of expertise and
expert-vetted for accuracy

Evolves with live telemetry and real-world
Cisco TAC and CX insights

CISCO CONNECT 2026
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Outperforms general-purpose models by ~20%

GPT-5

Llama 17B 128E Gemma 27B GPT OSS 120B

Benchmark Based on CCIE-style multiple choice questions benchmark, October 2025

Cisco Deep Network
Model



Cisco Al-related Acquisitions

* Galileo Technologies, Inc. (April 9, 2026) - trust and reliability in Al systems %% Gallleo

. EzDubs, Inc. (November 14, 2025) - Al-driven speech-to-speech translation

across 31 languages \ EZDu bs

e Neg - hri alde Novembhe () 2V IN-=S ific. Sma ANoLIag

Models (SLMs) using proprietary data, deployable on SaaS and on-premises *3 Neural FabriC®
 Discovered Intelligence (Aura Asset Intelligence) (August 25, 2025) - asset

__and risk intelligence solutions integrated with Splunk )
_ B8 Discovered
* Deeper Insights Al Ltd. (October 3, 2024) - Al services =itz Intelligence
* Robust Intelligence (August 26, 2024) — Al Defense DEEPER

7 INSIGHTS
] @ ROBUST
INTELLIGENCE

splunk>

[ * Splunk (September 21, 2023) - cybersecurity and observability

alraln
© 2026 Cisco and/or its affiliates. Al rights reserved. Cisco
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Sovereign Al
- Al Pods




Cisco Al Pods

Accelerate the delivery of trusted Agentic and Physical Al applications from core to the edge

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Al Pods
< AmDA
NVIDIA.

Knowledgebase Copilots

Al/GenAl models
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Content & Code Generation
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Enterprise data
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Virtual Agent & Chatbots
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Detection & Predictions
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Technical Use Cases

Al Workloads POD

[ Training ][ Optimization ][ Inferencing ]

Build or bring your own Al workload

Al Services POD

[ Al Defense ][ Splunk ] [

VAST - Al Data
Platform

I

Collab Al
Pod, ...

|

Al Security, Observability and Data Services

[ Al Software

RedHat @z

NVIDIA

Platform Software

Cisco Security

Cisco Networking & Optics

R

Cisco Compute

[ Partner Storage

© 2026 Cisco and/or its affiliates. All rights reserved.

Splunk
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Broad range of Cisco accelerated computing
from Core to Edge
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Model Training Optimization & Inferencing Inferencing

Dense GPU Servers Rack Server Modular Servers

Unified Edge

,_______________________________
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HGX Servers w/ support for NVIDIA MGX Servers w/ support for Support for NVIDIA RTX PRO Support for NVIDIA RTX PRO | : Support for NVIDIA RTX PRO
B300 NVL8, H100 NVL, H200 NVL NVIDIA RTX PRO™ 6000, 4500, 6000, 4500, H100, H200, A16, 6000, 4500, H100, H200, A16, : : 4500, 6000,
GPUs H100, H200, L40S GPUs L40S, L4 GPUs L40S, L4 GPUs I : L40S, L4 GPUs

: I

\\ ,/I \\ 4

Data center (Core) Regional Edge Edge

CISCO INTERSIGHT UNIFIED FLEET MANAGEMENT

alraln
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@ andrew chen @ @andrewchen-15 h

hot take :) The biggest and most productive
people in the Al era are the folks who are
already good at their jobs. Al as a multiplier,
not an equalizer/democratizer

CCCCC



Different Al “Hats” for Network Engineers

User of Al Tools Builder of Al User of Custom Tools
Tools/Infrastructure
(no Al)

al el
© 2026 Cisco and/or its affiliates. Al rights reserved. Cisco
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AgenticOps

Cross-domain ‘ Multiplayer ‘ Purpose-built models

LN
© 2025 Cisco and/or its affiliates. Al rights reserved. Cisco
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Al Assistants use skills to enable intra-product experience

Skills

Definition: Capabilities of an Al Assistant
for the local product it’s integrated with.

/-
° “Give me policies”

Firewall Al Assistant

'
A 4

Firewall Product

© 2025 Cisco and/or its affiliates. All rights reserved.

[

Documentation Summarization

Troubleshooting

Optimization

Configuration

alraln
cisco
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Individual Al Assistants Are Integrated Across Cisco

@ Security

Firewall, Secure Access, Hypershield, Duo, Identity Intelligence, Splunk Enterprise Security, ISE

% Networking

Meraki, Catalyst Center, Catalyst SD-WAN, ThousandEyes, Intersight, Mobility Services

Q) | Observability

Splunk Observability (Cloud, ITSI, AppDynamics)

Splunk Platform

Webex Control Hub

© 2025 Cisco and/or its affiliates. All rights reserved.

Customer Experience

alraln
cisco
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Unifying Cisco Al Assistants enables a network of Al Agents
across domains and enables cross-product skills

Al Assistant

Campus and Branch

/
7
A\

) C Data Center ) (

Security and Observability

~

),

Al Canvas

© 2025 Cisco and/or its affiliates. All rights reserved.

41 Catalyst Center

Topology, client details, location, etc.

ﬁ% Cisco Meraki

Topology, client details,
location, etc.

i:ﬁ%; SD-WAN

WAN Details

U™ webex

Voice and video experience

ThousandEyes&

WAN, Internet, App Insights

Identity Intelligence

User trust level, identity checks
& reasons

[] Nexus Dashboard

splunk>

Data center network management.

[1 Hyperfabric

Cisco and third-party insights

) ISE

Firewall

Security & connection events

%) Duo

Data center network management.

Authentication Insights

: . T
f;@: Intersight & Secure Access

Unified management, automation,
security.

Private & SAAS Resource
Access

Authentication & compliance

@ xoR

Related Threat Incidents

4

Cisco
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'L',';é'cz‘ Meraki Demo admin v  Demo Networks Q

View old version
Network

Ciients

a Secure Connect

Uplinks 1 total @ Switches 3 total Access points 3 total -
4> Network-wide All All 1
Online @ Online @ Alerting £\
® Assurance
{ security & SD-WAN .
Usage and clients = Filters — Usage 1.4 GB(1333.01 MB, +1.08 GB)
&=  Switching
800 Kb/s
= Wireless 600 Kb/s
400 Kb/s
B Systems Manager
200 Kb/s
e/ Cameras 0 Kb/s
22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 Applications details

° Sensors

ul  Insight l Q Search for clients = Filters 16 results
nsig

®  Organization D Last seen (UTC-0) Usage - Device type, 0S IPv4 address Policy S
O Nov 25 2025 21:13 528.36 MB Other 172.17.10.122 Normal
t) Security New
O Nov 25 2025 21:13 191.43 MB Other 172.17.10.121 Whitelisted
*%s Automation () Nov252025 2113 135.42 MB Windows 10 172.17.10.109 & Normal

@ Access Manager New D Nov 25 2025 21:13 127.56 MB Other 172.17.10.119 Sales
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Al Packet Analyzer

< @ Authentication failed by EAPOL timeout

Problem on deviceABC affecting wifi. Last alerted in NetworkXYZ on
Feb 23 2024 09:32 PST

Details Suggested actions 2

Client connectivity
I

* AIPCAP analyzer

Impact

uses multi-modal Al models using contextualized PCAP model, 2 appicaions
Client events and configuration data More details

Client didn’t respond to EAP-ID request from AP. AP attempted three times but client didn't
reply back at all. Check if client device has username from it's supplicant setting.
Discovered on packet number #13~#20.

* Intelligent capture

automatically seize the moments of client failure and upload
PCAP files to Al Cloud =

Placeholder ~—=~
-

* Al PCAP model |

uses supervised fine-tuning and RLHF to analysis client packet o Ol By Mo
exchanges

Problematic packets © 4 packets have issues

Al-driven analysis has uncovered anomalies in the following four packets, indicating potential data
transmission issues. For a detailed explanation of these findings, please review the full pcap analysis.

e @Generative Al

translate & summarize dozens of PCAP exchanges into human- o230 2280188 1 47645 2 1000 Len =4
16.26.308.41 233.89.188.1 47645 - 1000 Len =4
readable text

ffe2::1:ffe4:7741 Neighbor solicitation

ffe2::1:ffe4:7741 Neighbor solicitation

Documentation on this alert [7 % Take action

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco
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Al Assistant Shared Workspace Users

Al Canvas

‘il Al Canvas | Network health summary - (1) L

Everyone you invite will have edit access.

Wil@acme.com

+ Rio Cuzco Flores  + Melissa Gibson

+ FrancescoRaieli  + Elisabeth Langley-Jones

= - . MX84 Performance Metrics (Last 24 hrs) Error Logs Frequency Splink Who has access
« Single canvas for cross "

Only you
Nopv checking Splunk alerts..

domain troubleshooting oo SR

Regenerate Al summary

3o Ticket #INC-2025032801: San Jose financial
g 3% a g app slowness, MX84 showing 2.8% packet loss
® s | (il T during transaction peaks. Possible correlation
2 50 with new SFP in port 1 (installed 3/25). Admin
(¥ Al Assistant 11:05 am % 0 permissions needed for further troubleshooting.
10:00 14:00 18:00 2200 02:00 06:00 10:00 10:00 14:00 18:00 2
Error logs confirm MX device issues. Packet :
Time (Hours) Time (Hou
capture needed to verify, but you don't have

* Generative Ul with D
reasoning built-in oo

Network Path Visualization: San Jose to Fii ial Cloud
200 —
g
3 100
50 I
0 sms @ a2ms Lo 15ms 18ms 6ms
@ K N tO S O I I 10:00 14:00 18:00 22:00 02:00 06:00 10:00 @ v Y @ o a
e e ps e pS y e c pS y Time (Hours) San Jose MXB4 ISP Internet Cloud Financial
Branch 2.8% Loss Router Edge App
Normal (0-50) [} Warning (51-150
and execs on same page
Normal connection Problem connection @ Packet loss point
O D & C
alraln
© 2025 Cisco and/or its affiliates. All rights reserved.
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Putting Together Al Canvas’s Components

@ —

® N
— dA —\ \ r N e ) — E—
Prompt: Why is my R thezplrr;t:rmr::t J| Al canvas reaches | Widgets created via . Collated answer
application so = Pe P out to MCP servers generative Ul MCP surfaced on Al Canvas
rompts
slow?
\. / \ S . J \. J . J

MCP Server | MCP Server | MCP Server

@ /GhousandEyes(O)\ splunk >

Check local Checks internet, Correlates data
network telemetry app server, DNS together

alraln
© 2025 Cisco and/or its affiliates. Al rights reserved. Cisco
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Cisco IQ”

Where human expertise meets agentic intelligence

Digitized Delivery

'
4""
o’ '
- 'i‘ 1
-" '
[ |
. ., " Compliance Checks o '
- - % i ]
- - & . 1
Spreadsheets ' . 5
e = . ] Optimization Guides - . ' Beneflts
I . s 2 = Predictive Asset Insights '
Advisories . L '_, . e . .
v * g = o . i e LSS 1 .
* . TroubleshootingGuides  * .., T 1T o C Q Complete landscape clarity
N » . .  re——— c et T Adaptive Infrastructure Assessments . @}
. . s e T T '
- . * " ="e - . SecurityAdvisories it ol e ' N i i
. Regulatory Checks e e T et EEEGHERS- : \%‘:’3,-‘ giesetieyresillence
F . e i e Yo < Al-powered Support > ' %
» i * . - - w * . # . .
Best Practices Guides X I ol : </’,> Rapid resolution
- . U ; i . . : %
. Device Hardening Guides Personalized Learning ' £ Contextualized professional services
|
]
) I
]
|
[ |
(]
]
[ ]
]
A

© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Cisco AlOps

Al Assistants — specific to the product or area of expertise
Al Canvas — environment for solving complex IT issues

Cisco 1Q — inventory, compliance, proactive support

CISCO CONNECT 2026



Security




Security Cloud Control

Industry’s first multi-vendor intent-based policy

v, . . ;‘_;\\ _
CISCO 4 paloalto ‘— __ F:=RTINET JUHLBVQ!-
Absorb and optimize Change enforcement No rip and

existing rules points, not policy replace

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Security Cloud Control

Define policy once and enforce anywhere

Secure Firewall ‘ Secure Workload ‘ Hypershield

Secure Access (FW as a service) ‘ Secure Router NGFW

Unified Al
Simplify

/ up to 70%

© 2026 Cisco and/or its affiliates. Al rights reserved. cisco



Streamline policy and device control

Centralize coordination of all ASA and
FTD form factors
eliminating complexity across diverse

environments

Ensure consistent security policies and

Security Cloud Control

compliance reducing misconfigurations

Policies Policies Policies
Automate object updates
A A saving time for strategic initiatives
Multicloud L1O Secure Firewall L1O Secure Firewall _ _
Befaras _ TaEer BEtanee . ASA Retain on-premises FMC or manage
Objects Objects . . .
firewalls directly from Security Cloud
¢ » ¢ » Control
N\ J N\ J N\ J : :
allowing you to migrate to the cloud at your
< Unified connectivity > GO P

alraln
© 2026 Cisco and/or its affiliates. Al rights reserved. Cisco



Al assistance when you need it

Duo Docs

A

Hypershield Docs Secure Workload Docs

How do | secure my network
B with Cisco Security? | 5
S5

Firewall Docs

BN

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential cisco



The Al Defense Solution

Al Applications

O

App

Prompt

Model

Data

Response

v

(o

End User

]
CISCO

A

© 2028 Cisco and/or its affiliates. All rights reserved. Clisad 6ofitld anitilal

Cisco Al Defense

DEVELOPING Al APPS

Discover: Inventory Al Assets Prompt

Response

A

Detect: Vulnerability Testing

Protect: Guardrails & Enforcement

1t 1

Cisco Al Threat Research Labs

Model

@OpenAl
A\ Gemini

Cisco Security | 31



Cisco Al for Data Science
- Splunk




Ve o
Prizpusob ———
Showcase Experiments Search Models Settings

Docs [2

Video Tutorials [® o Splunk Machine Learning Tox

use Ca:

Showcase

[ ] Welcome (o the Machine Learming Toolkit Showcase. Watch and learn from interactive 4
S AI I oo It sample dataset and its settings. Inspect the Search Processing Language as well as the

View examples by

(dFive MLTK)

Predict Fields

ve Splunk Cloud a Splunk Enterprise o

from other fields in the event

* Experimentujte a vytvarejte modely nad
svymi daty pomoci interaktivniho priivodce

Vybirejte z vice nez 50 pfipravenych
algoritmu, nebo si naimportujte vlastni
model.

Forecast Time Series

* Trénujte a nasazujte modely pfimo pomoci
vyhledavacich prikaz( a okamzité je
vyuzivejte v praxi.

ue of a numeric or categorical field using the value

% data by using Wigws

ctivie end-to-end examples using real datasets, Click on an example 1o pre-populate the Assistant with thi

underlying code of these examples to see how it all works

Detect Qutliers

Cluster Events

wamples that partition events with multiple fields into groups of events based

an the values of those fields




Plot the outliers [2

| inputlookup logins.csv | predict logins as predis
future_timespan=150 holdback=0 | where prediction!:
eval residual = prediction - logins

| streamstats window=72 current=true median("logins") as median
| eval absDev=(abs('logins'-median))
| streamstats window=72 current=true median(absDev) as medianAbsDev

| eval lowerBound=(median-medianAbsDevkexact(9)), upperBound=
(median+medianAbsDevxexact(9))

| eval isOutlier=if('logins' < lowerBound OR 'logins' = upperBound, 1, @)

| fields _time, "logins", lowerBound, upperBound, isOutlier, =

© 2024 SPLUNKINC.

o \J \f\./\J\\WW,J\/\/\J’\J \w’\\/\_/ NS J\U\J Nt

// calculate the median value using a sliding window
// calculate the absolute deviation of each value from the median
// use the same sliding window to compute the median absolute deviation

// calculate the bounds as a multiple of the median absolute deviation

// mark values outside the bounds as outliers

// format the columns to be in the order expected by the Outliers Plot
visualization




Model Longevity

| fit y from x* into "model” Python for Scientific Computing

Pandas NumPy  SciPy

StatsModels Scikit Learn

Industrial Assets | apply "model"

S0 —
Mobile Devices Alert
- splunk JEE)

oT

L 5 L=
@ Visualize

© 2024 SPLUNKINC.
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