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Viychozi situace se Cisco ACE

Ukonceni prodeje a podpory Nevyhovujici zabezpeceni
Ukonceni prodeje k 24. 1.2014 Zranitelnost TLS (robotattack.org)
Ukonceni podpory k 31. 1. 2019 Absence funkci Web Application Firewall
Slaby vykon systému Expertni znalost Cisco technologii
NedostateCna propustnost Certifikovani in-house experti

Nizky SSL vykon Zachovani kontinuity



https://robotattack.org/

Pozadavky na noveé reseni

A o 276 Ya

Vysoky pocet novych SSL
spojeni za s. pri pouziti
eliptickych krivek

Vysoka propustnost Vysoky pocet Vysoky pocet novych
a SSL akcelerace soubéznych L4 spojeni L4 a L7 spojeni za sekundu

-‘l-"- [] .:/ > Wl

T T A
Web Application Firewall Samostatné konfiguracni Podpora skriptovani Sbér dat a napojeni na
a DDoS ochrana oddily (virtual contexts) v jazyku TCL monitoring pro pInéni SLA
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I Navrzene reseni

4x THUNDER 3040S

(2x produkce + 1x dev/test + 1x zalozni jednotka)
Propustnost 30 Gbps
Pocet L4/L7 spojeni 64 mil.
Pocet novych spojeni za sek. 750 tis.

Pocet novych SSL spojeni (ECDSA) 20 tis.
SYN flood DDoS ochrana 8 mil./s

WAF a DDoS soucasti all-in-one licence

Prubezna podpora a monitoring reseni

SLA 24x7 s garanci opravy do 4h
Web / App farma
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I /kusenosti uzivatele

Rychla orientace v novém prostredi
Intuitivni GUI a snadné ovladani CLI podobné Cisco 10S

Méné konfiguracnich kroku Vestavéna detailni napoveda

‘Au'1 Dashboard ~ ADC v GSLB~ WAF ~ AAM~ CGN - Network~ System v Integrationv Partition: shared v (@ Language v {3 Showtech [2) Save & class1 (3 Sign Out vThunder#sh ver
= AX Series Advanced Traffic Manager AXvThunder
System | ADC  Servioes Map AXvThunder 4.0.1-SP9 build 31 Copyright 2887-2815 by Al® MNetworks, Inc. ALl Al® MNetworks products are
Dashboard >> System Edt €@ Help protected by one or more of the following US patents:
BO1BB5Y, BO914B71, B9R4512, BEGST7154, BBGBYES, BB4003EB, BB26372, BBl31E0
Systom Info : ¥ || Reakime Memory Usage 53| [psmgets * B7B2751, BT7B2221, B595B109, B585791, B5953B3, B5B4199, B464333, B423676
e i b 100 B387128, B332925, B312507, R201487, B266235, B151322, B@TOAT77, 7979585
1O Secodary.  40.15P2 B 310) /\\ . 7804956, 7716378, 7665138, 7647635, 7627672, 7596695, 7577833, 7552126
Last Configured: Sep-16-2015, 12:08 / = daral 7392241, 7236491, 7139267, 674B0B4, 6658114, 6535516, 6363875, B3242B6
e gy ertaoooncos so% . ssed — — cose. 5931914, 5875185, RE44701, B392563, B1@3778, 7831712, 76BE012, 7346605
Firae Vrsn: 000 7287084, 6970933, 6473802, 6374300
Device Info x ‘Control CPU x Front Bezel x
o Ao 64-bit Advanced Core 05 (ACOS) version 4.8.1-SP9, build 31 (Aug-24-2015,14
Mermory: 307.0 MB Free / 2.0 GB Total / \ ‘ 1 34)
K e jeocnfrerTeETE ~ Booted from Hard Disk secondary image
System Voltage: 0 8% — Licenses: Bandwidth
PowerSuealy: 0 Serial MNumber: vThunderlB@@@@@885
Memory Usage X | Data CPU Statistics x aFleX wversion: 2.0.8
176 100 aXAPI wversion: 3.0
Hard Disk primary image wversion 2.7.2-PB, build B5
e %l l I * — cou1 Hard Disk secondary image (default) version 4.8.1-5P3, build 31
e . Last configuration saved at 5ep-16-2815, 12:88
12:30 12:40 12:50 13:.00 1310 13:20 1321 1322 1323 13:24 13:25 .Ul rtuallzatlgn type : .UHwa re
System Log X | System Audit Log x Hardware: 1 CPUs{Stepping 2), Single BG Hard disk
DatelTime Level  Module  Description DatefTime User Description Memory 2854 Mbyte, Free Memory 395 Mbyte
Sep 162015 11:0053 B [SYSTEM] The user, admin, from the remote host, 127.0.0.1, failed i... | Sep 16 2015 13:25:41 [class1] axapi: [1442402741284724] GET: /axapilv3/sys-audit-logloper . .
Sep 16 2015 13:24:09 [SYSTEM]  Look up NAS-IP-Address failed. Sep 16 2015 13:25:41 [class1] aani:[154240274|136695]RESPHWPS!E{TJSSZOUOK Hardware Manu-ra(:turlng CDdE' N""'A
Sep 16 2015 13:24:00 [SYSTEM]  Local authentication failed(user: class1): Specified admin Sep 16 2015 13:25:41 [class1) axapi: [1442402741136605] GET: faxapiiv3/isystem/hardware/oper Current time is Sep-16-2815, 13:27
Sep 16 2015 13:14:03 [SYSTEM]  Look up NAS-IP-Address failed. Sep 16 2015 13:25:41 [class1] axapi: [1442402741111965) RESP HTTP status 200 OK ThE SyStEm has bEEn up B day 2 hours 2? lTIlnLJtES
Sep 16 2015 13:14:03 [SYSTEM]  Local authentication failed(user: class1): Specified admin Sep 16 2015 13:25:41 [class1] axapi: [1442402741411965] GET: /axapi ylop ' '

Sep 16 2015 13:09:15 [SYSTEM]  Look up NAS-IP-Address failed. Sep 16 2015 13:25:41 [class1] axapi: [1442402741080929) RESP HTTP status 200 OK VTh un d = r#l




Cisco ACE

interface vlan 120

description Upstream VLAN 120 - Clients and VIPs

ip address 192.168.120.1 255.255.255.0
fragment chain 20
fragment min-mtu 68

rserver host SERVER1 B
ip address 192.168.252.245
inservice

rserver host SERVER2
ip address 192.168.252.246
inservice

rserver host SERVER3

/kusenost! uzivatele

-
B

ip address 192.168.252.247
inservice

serverfarm host SFARM1 _—“‘*
probe UDP
rserver SERVER1
inservice
rserver SERVER2
inservice

rserver SERVER3
inservice

Snadna a rychla migrace konfigurace (ilustracni priklad)

A10 THUNDER

vlan 120
tagged interface e 1

router-interface ve 120
|

interface ve 120

ip address 192.168.120.1 255.255.255.0

slb server SERVER1 192.168.252.245
port O udp

!

slb server SERVER2 192.168.252.246
port O udp

|

slb server SERVER3 192.168.252.247
port O udp

|

slb service-group SFARM1 udp
health-check UDP
member SERVER1:None
member SERVER2:None
member SERVER3:None

class-map match-all LAUDP-VIP_11#47UDP_CLASS

|
2 matchvirtual-address 192.168.120.114 udp eq 53 . _
policy-map type loadbalance first-match L7PLBSF_UDP_POLICY — slbvirtual-servervs_192_168_120_114192.168.120.114

class class-default port udp
serverfarm SFARM1 —>— name LAUDP-VIP_114:UDP_CLASS

service-group SFARM1




I /Zkusenosti uzivatele

Cisco ACE

interface vlan 120

fragment chain 20
fragment min-mtu 68

rserver host SERVER1
ip address 192.168.252.245
inservice

rserver host SERVER2

ip address 192.168.252.246

host SERVER3
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description Upstream VLAN 120 - Clients anc
ip address 192.168.120.1255.255.255.0

ace konfigurace

A10 THUNDER

vian 120
tagged interface e 1

router-interface ve 120
|

interface ve 120

ip address 192.168.120.1 255.255.255.0
I

slb server SERVER1 192.168.252.245
port O udp



I /kusenosti uzivatele

Vysoky vykon pri testovani prevysujici udavané parametry

- Ve specifikaci A10 TH3040 je k poctu 30 000 new SSL / sec informace:
*performance pro nejhorsi kombinaci s RSA

Dle tabulky total SSL sessions s Cetnosti typii z realného provozu:
- nejhorsi kombinace bude zrejmé tls1-rsa-aes-256-gcm-sha384

- nejveétsi Cetnost klientti je tls1-ecdhe-rsa-aes-128-gcm-sha256

- ecdhe-rsa je 3x rychlejsi nez prosty dhe-rsa

- nejcetnéjsi klienti pouzivaji s ecdhe-rsa jen rsa-aes-128

- gcm ma opét mensi overhead v komunikaci

vykonovy limit A10 bude ziejné pro nejcetnéjsi typ a7 4x vyssi]

0x0300CO02F
0x0300C013
0x0300C027
0x0300C030
0x0300C014
0x0300009C
0x0300002F

0x0300003C
0x0300009D
0x03000035

0x0300003D

tls1-ecdhe-rsa-aes-128-gcm-sha256
tls1-ecdhe-rsa-aes-128-sha
tls1-ecdhe-rsa-aes-128-sha256
tls1-ecdhe-rsa-aes-256-gcm-sha384
tls1-ecdhe-rsa-aes-256-sha
tls1-rsa-aes-128-gcm-sha256
tls1-rsa-aes-128-sha
tls1-rsa-aes-128-sha256
tls1-rsa-aes-256-gcm-sha384
tls1-rsa-aes-256-sha
tls1-rsa-aes-256-sha256

341758
254
0
2932,
749
343
55

1
655
13

0




Viysledné shrnuti

Rychla orientace v novém prostredi

Snadna a rychla migrace konfigurace

Vysoky vykon prevysujici udavané parametry

Integrace s monitoringem a napojeni systemu prostrednictvim REST AP

Plna podpora lokalniho integratora Asseco
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Integrace se Cisco ACI
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17.

Integrace se Cisco ACI

CREATE L4-L7 SERVICE GRAPH TEMPLATE O3

Drag tree node to create L4-L7 service nodes

Devi Name: \ FW_ADC

P A10 (4.0.0.5) Description: optiona
B3P A10(4.0.0)
- panc |
P A10 (4.0.AP)
B 5P C15C0 (1.0.1.43)
P Firevall

£ il | E ' I
Cisco A'n
. m:o " Firewall *“! apc | ToPErvamr
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Web Application Firewall (WAF)

Funkce
Zabezpeceni webovych aplikaci
Prevence uniku dat, dusevniho vlastnictvi
Ochrana proti zranitelnostem podle OWASP
Zajisteni souladu se standardy PCI/HIPAA
Vyhody
Neni potreba zadna dalsi licence
Podpora vSech transportnich vrstev

Skélovatelné a vysoce vykonné fesenf
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I AT0 Lightning pro kontejnery a cloud

ﬁ o Elasticky ADC & aplikacni firewall
Admin Portal | it ap, o Vyvinuty na miru pro
— o Cloudové aplikace
v{ck
AT0 Harmony . . :
API Client Controller Analytika o Mikrosluzby a kontejnery
o | J i
o T ------------------------------ N o Dostupny v MS Azure, AWS, Google Cloud
' i
i ! .y vy, e,
= ] : o Jednodussi a levngjsi proti jinym resenim
: @ — |app H app |||
! I
1 : —d— 46— | o Integrace s DevOps a CI/CD procesy
Klienti I Lightning ADC i
| Aplikaéni sluzb .
L Cluster PIRAETI ST o Podpora Server-less prostiedi
T
amamazon /4 oot 0 vmware *
¥ webservices Google Cloud Pl docker
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Harmony Controller

vmware

e o
ol awsmarketplace
openstackk CISCO Nsx

' . Microsoft
@ At AKVM AN

Multi-Site On-Premise Datacenter Public Cloud
(Hypervisors, Containers)

@ Aplikacni analytika

@ Centralizovany management

Jfg Samoobsluha a automatizace

.. . 000 -
Uzivatele o1~ HARMONY CONTROLLER ; ,
s CENTRALIZED MANAGEMENT, “ @) Jako SaaS nebo ve vlastnim DC
AUTOMATION & VISIBILITY
v
LIGHTNING ~ THUNDER THUNDER THUNDER THUNDER
ADC CFW CGN TPS ADC
Secure Application Services
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Harmony Controller — ukazka

= &
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Analytics Dashboard B v 13Jul2018,08:21- 1421
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10:00 10:30

REQUEST METHODS [1f4 £ 3
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Requests

@ ADC Service

Thunder Cluster JUE#FGEE

JUL 13, 12:00-12:03

Client SRTT : 72ms

Data Transfer Request : 0.06ms
In Latency : 573ms

Out Latency : 0.06ms

Data Transfer Response : 71ms
Server RTT : 161ms
11:00 App Latency - 18ms

GET 100%

20

Errors

RESPONSE CODES o

13:00

4 vaclavPAUR ~ /& Support ~
———

Auto Refresh -

Q

1.3s%

Client TTFB

‘(:; Application

App Servers
vau

13:30 14:00 14:30

@ 1XX 0%
@ 2XX 100%
3XX 0.0%
@ 4XX 0.0%
@ 5XX 0.0%




I Harmony Controller — ukazka

= aa &
A1o Harmony Infrastructure Tenants Providers 2 VvaclevPAUR ~  /# Support ~

App Services | Clusters  Credentials vip_http_80_http ~ Edit Config ~
Analytics Dashboard g -~ 13 Jul 2018, 08:21 - 1421 - Auto Refresh »
s
5.1MBps 4.3K 23K 0 1.6s”
Throughput Current Conns Requests Errors Client TTFB
;', Client ADC Service £y Application
Eal o
[ 1
TRaNSACTIONS (D) * (2] o [ 2
FILTER s Timestamp Client IP URI Request Response Resp Size End-Te-End Latency Cached
» Browser r 9 13/07 14:21:25 192.168.1.25 / GET 200 11KB 1481 ms Mo &
) r o 13/07 14:21:22 192168125 / GET 200 11KB 334 ms No
» Client OS re 13/07 14:21:20 192.168.1.25 / GET 200 11KB 4214ms No
P Devices (X J 13/07 1421119 192.168.1.26 ! GET 200 11KB 340 ms No
/07 142 8172 / Gl 2 4627
» 1P Address r 9 13/0714:2118 19216?1.45 | GET 200 11KB 527 ms Mo
X ] 13/07 14:21:17 192.168.1.25 / GET 200 11KB 332 ms No
¥ Request Type - @ 13/07 1421116 192168125 / GET 200 11KB 348 ms No
-
¥ GET (100) Data Transfer Request 0 ms
¥ select All e »-- InLatency 000mMS 0 |ee e e e e mmmmmmmmmmmm—— P--=-- .
¥ Server Port E = App Latency =
80 (100) Client SRTT Server RTT L= 24 ms L=
- 145ms Thunder ADC 179 ms s A
¥ select All - erver PP
R R P PP e Outlatency 000ms =0 6jle=--- -6 --------------------------------------------------------- -
h S_erwce VI Data Transfer Response 0 ms
! vip_http (100) Client IP: 102.168.1.25:52863 VIR vip_http Request Info
¥ select All Location: Unknown vPort: 80 Host: 172.16.1.222
¥ Response code Device: Desktop Protocol: Sf::uesi: GET
e os: Unknown Service: vio_htto B K
74] |
200(100) Browser. Others Server IP: 10.0.051 Referer =
¥/ select All Avg Transfer Rate: = Start Time at ADC: 2018-07-13 1421:15 Request Size: 1138
End Time at ADC: 2018-07-13 14:21:16 User Agent: Apache-HttpClient/4.6.5 (Java/10.0.1)
Response Info
Response Length: 11KE
Response Code: 200
Method: GET
Cached: No
(X J 13/07 142115 192.168.1.26 ! GET 200 11KB 297 ms No
r & 13/0714:213 192168.1.25 ! GET 200 11KB 297 ms Mo ]
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Ceho si uZivatelé nejvic ceni

Vysoky vykon
dany architekturou
OS ACOS

Monitoring aplikaci
v centrdlnim
managementu

24. e-government 20:10 | VPGC

Funkcionality pro
dostupnost, akceleraci
a zabezpeceni

100% otevrenost systému
ofes REST AP

Vsechny funkce
soucCasti jedné licence

<[>

Moznosti skriptovani —
jazyk aFlex TCL




I Kontakty

o VPGC — www.vpgc.com

o ASSeco — ce.asseco.com
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http://www.vpgc.com/
https://ce.asseco.com/cz/

Dekujeme




