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Hovo$it budeme o spln#n’ povinnosti ve$ejnoprivn’ho
podepisuj'c’ho danou & 8 ztkona ". 297/2016 Sb.:

* Nestanov'-li jin% privn’ p$edpis jako nilelitost privn’ho
jedntn’ obsalenZho v dokumentu podpis nebo tato
nilelitost nevypl%vi z povahy privn’ho jednin’,
ve$ejnoprivn’ podepisuj’c’ a jint privnickt osoba, jednt-
li p$i vo%konu svZ p&sobnosti, zape"et’ dokument v
elektronickZ podob# kvalifikovanou elektronickou pe'et’.

e Tato povinnost plat’ nejpozd!ji od 20. z1" 2018.
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Co to je kvalifikovani elektronick} pe#e$?
e Dle "l[¥nku 3 bodu 27) elDAS je to:

Zaru#ent elektronickt pe#e$, kterf je vytvo"ena pomoc’
kvalifikovanZho prost"edku pro vytvi'en’
elektronick%ch pe#et’ a kterf je zalo&ena na
kvalifikovanZm certifikttu pro elektronickou pe#e$

Kvalifikovan% certifikft pro elektronickou pe'"e' mé&l!e vydat
pouze kvalifikovan% poskytovatel sluleb vytvi$ej'c’ch d&v#ru,
kter% byl auditovin a slulba za$azena na TL list stitu EU
(LoTL).
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Seznam kvalifikovanych poskytovatel( sluZeb vytvarejicich divéru a poskytovanych | pojicie R 0 ‘
kvalifikovanych sluZeb vytvarejicich davéru

Hasici R 0 ‘

Ministerstvo vnitra zvefejfiuje informace o kvalifikovanych poskytovatelich sluZeb vytvarejicich divéru a poskytovanych kvalifikovanych sluZeb
vytvarejicich davéru.

cislo Kvalifikovani poskytovatelé Kvalifikované sluzby Zahajeni
sluzeb vytvarejicich divéru poskytovani

Statni sluzba

1. Prvni certifikacni autorita. a. Vydévani kvalifikovanych certifikétd pro elektronické podpisy 03/2002

s., (pred GEinnosti Nafizeni (EU) €. 910/2014 se jednalo o sluZbu

ICO 26439395, vydavani kvalifikovanych certifikatd);

Podvinny miyn 2173/6, Kvalifikovana sluZba ovéfovani platnosti kvalifikovanych 042017

PSC 190 00 Praha 9 elektronickych podpisti a peteti;
Vydavani kvalifikovanych certifikatd pro elektronické pedeté; 082017 CENTRUM PROTI TERORISMU
Vydavani kvalifikovanych elekironickych ¢asovych razitek; 0812017 A HYBRIDNIM HROZBAM
Vydavani kvalifikovanych certifikatd pro autentizaci 022018
intemetovych stranek.

2 Ceska posta. 8. p.. Vydavani kvalifikovanych certifikatd pro elektronické podpisy 09/2005
ICO 47114983, (pred GEinnosti Nafizeni (EU) €. 910/2014 se jednalo o sluZbu
Politickych véznd 909/4, vydavani kvalifikovanych certifikatd);
PSC 225 99 Praha 1 Vydavani kvalifikovanych certifikatd pro elektronické pedets; 0872017
Vydévani kvalifikovanych certifikétl pro autentizaci 082017
intemetovych stranek;
Vydavani kvalifikovanych elektronickych éasovych razitek. 08/2017

http://www.mvcr.cz/clanek/seznam-kvalitikovanych-poskytovatelu-siuzeb-vytvarejicich-duveru-a-
poskytovanych-kvalifikovanych-sluzeb-vytvarejicich-duveru.aspx
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Kde Ize zjistit, &e se jednt o kvalifikovan% prost'edek
pro vytvi"en’ elektronick%ch pe#et’ (QSealCD)?

aCompilation of Member States notification on SSCDs
and QSCD®

https://ec.europa.eu/futurium/en/content/compilation-member-states-
notification-sscds-and-gscds

— Uvedena certifikovant QSigCDs a QSealCDs podle na$'zen’
elDAS



https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds
https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds

QSealCD

Name:
Applicant
Qualified Signature Creation Device (QSigCD)

Q5igCD designation by

QSigCD designation date

QSigCD designation expiry

Q5igCD designation reporn reference
QSigCD designation report

AL 3.(0) notified alternative Centificatson
method

PrieneSign Remote Signing Device/Core far quaifizierte Signaturen und Siegel
Primesign Gmbi

yes

IMPORTANT NOTE: Device simed to be managed on behalfl of the user (signatory) by a QTSP that can be ondy considered as GSigCD when duly operated by & QTSP in
accordance with elDAS Regulation (EU) 910/2014.

Zentrum fur skhere Informationstechnologie - Austria (A-SIT)

20112017
Valid up to revocation by A-SIT
ASIT-VIG-17-067

PRps/fwww a-s at/pots/merkbiate_de pat
https //www.a-sit at/pdfs/merkbiatt_en pdf
Saa

Qualified Seal Creation Device (Q5€a)(D)

QSeaCD designation by

CSeadCD designation date

Q533D designation expiry

QSeaiCO designation report reference
OSeaiCD designation report

yes

IMPORTANT NOTE: Device almed to be managed on behalf of the wser (seal creator) by a QTSP that can be only considered o5 QSealCD when duly operated by a QTSP
in accordance with eIDAS Regulation (EU) 910/2014.
Zentrum fur sichere Informatiorstechaciogie - Austria (A-SIT)
20.11.2017

Valid up 10 revocation by A-SIT

ASIT-VIG-17-067

3 /s 17 i i

SafeNet Luna PCI-E

method
CC certification report reference

MName:

Appixant
Qualified Signature Crestion Device (QSigCD)

CsigCD Sesignation by

QSgCD designation cate

QSigCD designation expiry

QSigCD designation report reference
Q5igCD designation reporn

Art.30.3.10) notffied altemative certification
method

OC certification report reference

QfealCD designation by

Q5ealCD designation date

(5ealCD designation expiry

QfealCD designation repon feference

CC certification report reference

Qualified Seal Creation Device (QSeal(D) yes

https//www.a-sit at/pats/merkbiatt_en pdf
none

Qualified Signature and Seal Creation Device (Q5CD) LuxTrust's Qualified Remote Signature and Seal Crestion Device. version 1.0

LuxTrust SA, IVY Building. 13-15 Parc 'actvinés, L-8308 Capelien, Luxembourg

yes

IMPORTANT NOTE: Device almed to be managed on bebalf of the user (signatory) by & QTSP that can be only considered as OSigCD when duly operated by & QTSP in
sccordance with elDAS Reguletion (EU) 910/2014.

Zentrum fir sichere Informationstechnologie - Austria [A-SIT)

14122017

Vald up 10 revocation by A-SIT

A-SIT-WIG-17-060

basps flwerw a-cit aypote/qued WG 17-060 QSCD Certsicats LuxTrust sgned pat

PIEps / fwww. 3-5it at/pats/merkbiatt_de. pdt
Mtps//www._a-sit at/pafs/merkblatt_en pdf
HSM (subcomponent) certified by OCSI

IMPORTANT NOTE: Device simed 10 be managed on behalf of the uses (seal crestor) by o QTSP that can be only considered as (050D when duly operated by & QTSP
in accordance with el0AS Regulation {EV) 910/2034.
Tentrum fir sichere Informationstechnolopie - Austria (A-SIT)
2200

Vaid up to revocation by A-SIT

ASITVIG-17-060

THALES nSHIELD SOLOISOLO+

HSM (subcompanent) certified by OCSI
hetp /fwww sl tsticom.it/documenti/certificaziony/thales/re_thales_nshield_v1.0 pdf




QSealCD

Name:
Applicant
Qualified Signature Creation Device (Q5igCD)

QSigCO designation by

QSigCO designation date

QSIgco designation expiry

QSigC0 designation report reference
QSigCD designation report

Ar1.30.3 (0] notified alternative certification
method

CC certification report reference

Qualified Seal Creation Device (QSealCD)

QSealCD designation by

(SealCD designation date

QSeaICD designation expiry

QSealCD designation report reference

QS2alCD designation report

Art.30.3.(b) notified altemative certification
method

CC certification report reference

THORITY

Qualified Signature and Seal Creation Device (QSCD) AliasLab CryptoAccelerator, release 3.5.1
Aliastab SpA, via Cremana 27/6, 46100 Mantova, Italy

yes

IMPORTANT NOTE: Device aimed to be managed on behalf of the user (signatory) by a QTSP that can be only considered as QSigCD when duly operated by a QTSP in
accordance with 2IDAS Regulation (EU) 910/2014,

Zentrum fir sichere Informationstechnologie - Austria (A-SIT)

20122017

Valid up to revacation by A-SIT

ASIT-VIG-17-083

https://www.a-sit.at/pdfs/qscd VIG-17-083 QSCD Certificate CryptoAccelerator sgned.pdf
heps:/fwww.a-Sit at/pafs/merkblam_de pof

https./www.a-sit.at/pdfs/merkblatt_en.pdf

HSM (subcomponent) certified by OCSI

htpy/foww.ocst isticom It/documentl/certificazion/thales/rc_thales_nshigld_v1 0.pdf

yes

IMPORTANT NOTE: Device aimed to be managed on behalf of the user (seal creator) by a QTSP that can be only considered as QSealCD when duly operated by a QTSP
in accordance with &IDAS Regulation (EU) 910/2014,

Zentrum fir sichere Informationstechnologie - Austria (A-SIT)

20.12.2017

Valid up 10 revocation by A-SIT

ASITVIG-17-083

https://www.2-sit.at/pdfs/qscd/VIG-17-083 QSCD Certificate C
https. //www.a-5it at/pdfs/merkblatt_de.pdf
https://www.a-sit.at/pdfs/merkblatt_en.pdf

HSM (subcomponent) certified by OCSI

http:/ fwww. ocsi.isticom.it/documenti/certificazioni/thales/rc_thales_nshield_v1.0.pdf

toAccelerator signed.pdf
Solo, Solot and Solo XC resp. Connect,
Connectt and Connect XC; Firmware
Versions: 2.50.16 and 2.55.1 as well as
3.3.21 and 3.4.1; Manufacturer: Thales



QSealCD ROTHORTTY

Name: -
Name: ARX CoSign v8.2
Applicant ARX (Algorithmic Research, Ltd.)
Qualified Signature Creation Device (QSigCD) yes
IMPORTANT NOTE: Device aimed to be managed on behalf of the user (signatory) by a QTSP that can be only considered as QSigCD when duly operated by a QTSP in
accordance with elDAS Regulation (EU) 910/2014.
QSigCD designation by ocsl
QSigCD designation date 07.02.2017
QSigCD designation expiry -
QSigCD designation report reference OCSI/ACC/ARX/01/2017/RA
QSigCD designation report http://www_ocsi.isticom.it/documenti/accertamenti/arx/ac_rda_eidas_cosign_82_v1.0.pdf
Art.30.3.(b) notified alternative certification http://www.ocsi.isticom.it/index.php/dispositivi-di-firma/procedura-di-accertamento
method
CC certification report reference OCSI/CERT/IMQ/05/2016/RC
CC certification body -
CC certification date 12.09.2016
CC certification report http://www_ocsi.isticom.it/documenti/certificazionifarx/rc_arx_cosign_82_v1.0.pdf
Security Target http://www.ocsi.isticom.it/documenti/certificazioni/arx/st_arx_cosign_82_v2.6.pdf

Conformity Protection Profile -
Evaluation criteria and version =
Evaluation level -

Developers -
Qualified Seal Creation Device (QSealCD) yes
IMPORTANT NOTE: Device aimed to be managed on behalf of the user (seal creator) by a QTSP that can be only considered as QSealCD when duly operated by a QTSP
in accordance with elDAS Regulation (EU) 910/2014.
QSealCD designation by ocsI
QSealCD designation date 07.02.2017
QSealCD designation expiry -
QSealCD designation report reference OCSI/ACC/ARX/01/2017/RA
QSealCD designation report http://www.ocsi.isticom.it/documenti/accertamenti/arx/ac_rda_eidas_cosign_82_v1.0.pdf
Art.30.3.(b) notified alternative certification http://www.ocsi.isticom.it/index.php/dispositivi-di-firma/procedura-di-accertamento
method
CC certification report reference OCSI/CERT/IMQ/05/2016/RC
CC certification body -
CC certification date 12.09.2016
CC certification report http://www_ocsi.isticom.it/documenti/certificazionifarx/rc_arx_cosign_82_v1.0.pdf

Security Target http://www._ocsi.isticom.it/documenti/certificazionifarx/st_arx_cosign_82_v2.6.pdf



k-
|.CA RemoteSeal . [!

AUTHORITY

JakZ jsou mo!nosti pe"et#n’?

1. QSealCD v drlen’ pe"et'c’ osoby (pokud jsou data pro vytvi$en’
elektronick%ch pe"et’ uchovivina v prost$ed’ spravovanZm zcela,
nikoli v)ak v%hradn# ulivatelem) - certifikovanZ "ipovZ karty "

HSM

2. QSealCD na dflku (pokud data pro vytvi$en’ elektronick%ch pe"et’
spravuje kvalifikovan% poskytovatel sluleb vytvi$ejc’'ch d&v#ru
jmZnem pe"et'c’ osoby)

3. Zahrani"n’ kvalifikovan’ poskytovatelZ.

Slu&ba I.CA RemoteSeal p“edstavuje variantu 2.
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V%hody vyu&it’ slu&by pe#et!n’ na dflku

o ulivatelZ nemus’ m't detailn’ technickZ znalosti HSM modulu a jeho
ovlidin’
 nen’ t$eba zajistit investi"n’ prost$edky na ntkup HSM modulu/&,
co! znament v%raznou cesporu a minimiIn’ technickZ niroky.
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P"edpokltdime, &e slu&ba I.CA RemoteSeal bude
auditovina a orgfnem dohledu za"azena na seznam
slu&eb poskytovan%.ch kvalifikovan%m poskytovatelem

slu&eb vytvi“ej'c’ch d'v!ru.



ks
|.CA RemoteSeal . [!

AUTHORITY

Ztkladn’ schZma slulby:
cmp Architektura /

RemoteSeasl

Prostfedi |.CA

DSA Primary $:|

Spisova sluiba $:| RseC - Remote E DSA Alternate $:|
=

- Seal Client

RSeS - Remote EI
Seal Server

\
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Ztkladn’ popis:

Z$'zen’ slu'by

Aktivace RemoteSeal klienta
Ope"et#n’ dokumentu
AutomatickZ prodloulen’ slulby

Vydin’ nislednZho kvalifikovanZho certifiktu pro
elektronickou pe"e'

Cenov% model
Testovin’ slulby.

A A

~N o
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1. Z"zen’ slu&by

 Mezi |.CA a klientem bude uzav$ena smlouva.
o Oprivn#ni osoba klienta nav)t'v’ pobo"ku Registra"n’ autority (RA).

e Operttor RA vydt klientovi prvotn’ autentiza"n’ komer"n’ technologick% certifikft
na aktiva’n’ “ipovou kartu . Certifiktt je zaveden jako autentiza“n’ certifktt pro
RemoteSeal pro danZho ulivatele.

* Operftor RA pS$iprav’ 'fdost o pe"et’c’ certifiktt pro ulivatele.

* Operiftor RA vygeneruje pfrovi data pro pe“et’c’ certifikit
— ICARA pomoc’ RemoteSeal klienta zalo!" pro klienta ulivatele na HSM
— ICARA provede aktivaci ulivatelskZho ce"tu v HSM

— ICARA provede pod ce"tem ulivatele generovin’ ptrov%ch dat pro vydin’
prvotn’ho pe“et’c’ho certifikttu.
* Operftor RA pomoc’ ICARA podep’)e !tdost o vydEn’ pe"et’c’ho certifikitu
privitn’m kI"'em pfrov%ch dat na HSM
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1. Z"zen’ slu&by

Oprivn#nt osoba klienta zadt PIN na pinpadovZ "te"ce
Na ziklad# !'Tdosti prob#hne vydin’ pe"et’c’ho certifikttu
Pe"et'c’ certifikit:

— Je zaslfin na e-mailovou adresu ulivatele

— ICARA ulo! na "ipovou kartu/token ulivatele.

— ICARA ulo! do HSM

Oprivn#nit osoba klienta odchfz’ z RA s aktiva'n’ kartou.
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2. Aktivace RemoteSeal klienta

» Pro aktivaci RemoteSeal klienta spust’ oprivn#ni osoba klienta dodtvanou GUI utilitu
e Utilita vyzve ulivatele k vlo!en’ aktiva"n’ karty, na"e! utilita:

— Navi!e spojen’ s RemoteSeal klientem pomoc’ oboustrann# autentizovanZho
HTTPS s prvotn’m autentiza"n’m certifikftem (ulivatel je vyzvin k zadin’ PINu)

— Automaticky vytvo$’ 'fdost o vydin’ nislednZho autentiza'n’ho certifikttu, ktert
je podepsina prvotn’m autentiza"n’m certifikftem; privitn’ kI'" je generovin v
RemoteSeal klientovi (nikoliv na kart#)

— *fdost je odesltna ke zpracovin’ do I.CA, kde se obratem vydt nfsledn%
certifiktt a ten se stfhne zp#t do utility

* Nisledn# utilita vytvo$’ aktiva“n’ soubor, kde bude ulo!en nisledn%
autentiza"n’ certifikft v'etn# privitn’ho kl''e

* Ulivatel tento aktiva"n’ soubor nisledn# na“te do aplikace volaj'c’
RemoteSeal klienta (nap$. spisovZ slulby).



k-
|.CA RemoteSeal . [!

AUTHORITY

3. Ope#et!n’ dokumentu

e Proces ope"et#n’ dokumentu inicializuje volaj'c’ aplikace (nap$. spisovi
slu'ba), ktert mi integrovanou knihovnu RemoteSeal klient

e Spisovi slulba p$ed} do RemoteSeal klienta dokument k ope“et#n’ spolu s
nastaven’'m pe"et#n’ (viditeln%/neviditeIn% podpis, formtt, p$idin’ TS,
atp.) + aktiva"n’ soubor vznikl% p$i aktivaci RemoteSeal klienta

 RemoteSeal klient p$iprav’ dokument k podpisu - sestav’ !fdost o
ope“et#n’ (obsahuj'c’ jednozna"n% textov% identifikftor b nap$. ".j.),
parametry podpisu, hash p&vodn’ho dokumentu a hash, kter% bude
vstupem pro v%po"et kryptogramu

o Tato !Tdost bude podepsina pomoc’ nislednZho autentiza"n’ho certifikttu

* Nisledn# RemoteSeal klient navi!e oboustrann# autentizovan% TLS kanil
pro komunikaci s RemoteSeal serverem v |.CA
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3. Opet#tet!n’ dokumentu

* Navizan%m kanflem p$edt podepsanou !fdost o ope"et#n’
RemoteSeal serveru

* Nisledn# je na HSM vytvo$en kryptogram pomoc’ privitn’ho ki™'e
pe"et’c’ho certifikftu

« RemoteSeal klient vyulije kryptogram pro kompletaci podepsanZho
dokumentu

* Pokud je vyladovin podpis s "asov%m raz’tkem, je TS do dokumentu
p$idEno nyn’, p$i"em! RemoteSeal klient se v&"i TSA autentizuje
pomoc’ nislednZho autentiza"n’ho certifikttu

« Hotov% ope"et#n% dokument je vricen volaj'c’ aplikaci/spisovZ
slulb#.
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4. AutomatickZ prodlou&en’ slu&by

« Sou"ist’ RemoteSeal klienta je funkcionalita automatickZ obnovy
nislednZho autentiza"n’ho certifikttu a nahrin’ nov# vydanZho
certifikftu do RemoteSeal klienta.
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5. Vydin' ntslednZho kvalifikovanzZho certifikItu pro elektronickou
pe#e$

* 'V rtmci automatickZho prodlou'en’ slulby bude takZ prob’hat
automatickt obnova pe"et'c’ho certifikftu

 RemoteSeal klient s ur"it%om p$edstinem p$ed expirac’ certifikitu
vygeneruje v HSM nov% pir kI"& a vytvo$’ Ifdost o vydin’
nislednzZho certifikttu, kterou ope“et’ p&vodn’'m certifiktitem

o *fdost o nisledn% certifikit se zpracuje v I.CA standardn’ cestou

e RemoteSeal klient nfsledn# ulo!’ do HSM nfsledn% certifiktt a od
toho okam!iku jej za"ne pro pe"et#n’ vyu!'vat.
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6. Cenov% model

P&jde o kombinaci pau)tin’ho poplatku a jednotkovZ ceny za

jedno ope"et#n’ v mno!stevn’ch pismech obdobn%ch "asov%m
raz’'tk&m.

Aktiva'n’ "ipovi karta/token, autentiza"n’ certifikfty (prvotn’ |
nislednZ), pe'et’c’ certifikfty, pomoc p$i implementaci
RemoteSeal klienta b jsou poskytoviny zdarma v rimci slu!by.
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7. Testovin’

Pro ztjemce bude slulba pro testovin’ k dispozici do cca 2
t%dné&, je mo!nZ se obritit na remoteseal@ica.cz.
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D#kuji za pozornost.

Ing. Roman Ku"era
kucera@ica.cz
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