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Bitdefender.

GLOBAL TRUSTED

CYBERSECURITY COMPANY SECURITY TECHNOLOGY PROVIDER

Zalozena v roce 2001 180+ technologickych OEM partnert

1800+ zaméstnancu ; . L .
Spoluprace s bezpe€nostnimi slozkami

ve 27 zemich, véetné Europol a FBI
Centrala a vyvoj v Europe
HQ Rumunsko, USA
17 regionalnich pobocek
napii¢ Evropou, USA, Asii a CRN 5-star 9 let v fadé za sebou
Australii

Gartner Peer Insights Customers’
Choice for Voc EPP in EMEA

AV-Comparatives 20 let partnerstvi

35,000+ distributorud, prodejct

INNOVATIVE AWARDED

ENDPOINT SECURITY INDUSTRY LEADER

+16 rokd Al Inovaci
487+ patentd Gartner.  FORRESTER

32+ zvefejnénych ransomware
AN Qi
TEST A —
av-test.org § M TR

decryptorli. $1.6B usetfeno
CERTIFIED

obétem ransomware

YEARS CONTINUOUS
PARTICIPATION

ITRE
ENGENUITY.
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Bitdefender GravityZone Packages

GRAVITYZONE DEFENSE XDR

GRAVITYZONE BUSINESS SECURITY ENTERPRISE

| GRAVITYZONE BUSINESS SECURITY PREMIUM
| GRAVITYZONE BUSINESS SECURITY
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PHASR {{ 21 INCIDENT
CONTROL & FILTERING s ADVISOR
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CONTROL = & MITIGATION (©), DEFENSE (@) VISUALIZATION!(3) DETECTION AND
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ENDPOINT & USER PATCH ? PROCESS €52 TUNABLE MACHINE o ohaae TR ) LIve SEARCH (é>) XDR SENSORS (7)) PREMIUM SUPPORT
RISK ANALYSIS & TDFBNQEEMENT () PROTECTION LEARNING phaiigied e %%Ugﬂ ‘? SERVICES
CLOUD SECURITY BUSINESS APPS
N égs FULL DISK NETWORK ATTACK @ ATTACK INTEGRITY §3(5,. ANOMALY (ATLASIAN) {a&a ADVISORY AND
POSTURE MANAGEMENT 25 ENCRYPTION DEFENSE *=)) FORENSICS MONITORING ¥ DEFENSE ADD-ON % DEPLOYMENT SERVICES
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THREAT
INTELLIGENCE

LOCAL & CLOUD
MACHINE LEARNING

MALWARE
DETECTION

ANOMALY
DETECTIONS

DATA ANALYTICS &
RETENTION

PREVENTION PROTECTION DETECTION AND RESPONSE

=
=

&

AUTOMATION &
ORCHESTRATION

Y

INTEGRATION
APIs

VULNERABILITY
IDENTIFICATION

DASHBOARDS &
REPORTING

CONFIGURATION
MANAGEMENT

GRAVITYZONE PLATFORM
NETWORK | MOBILE | IDENTITY | PRODUCTIVITY | IOT DEVICES

ENDPOINT | CLOUD



Produkty

Endpoint Risk Analytics

Web Threat Protection

Device Control

Application Control (Black-listing)
Application Control (Whitelis-ting)
Firewall for Windows Endpoints

Local and Cloud Machine Learning
Exploit Defense

Automatic Disinfection and Removal
Network Attack Defense

Process Protection

Ransomware Mitigation

Fileless Attack Defense

HyperDetect (Tunable Machine Learning)
Sandbox Analysis

Attack Forensics

ENDPOINT DETECTION AND RESPONSE CAPABILITIES

V cloud only
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V cloud only

vV

v

v
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Business Securiti Business Securiti Premium Business Securiti Enteririse

PREVENTION & PROTECTION CAPABILITIES

V cloud only

v

v
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V on-premise only
v
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Cross-endpoint correlation

Anomaly Defense

Endpoint Incident Visualization

Live and Historical Search

MITRE Event Tagging (TTPs)

Response recommendations

Endpoint response

EXTENDED DETECTION AND RESPONSE CAPABILITIES

V (limited)

< < S <= <<

Cross-source event correlation
Organization-level incident visualization
Incident Advisor

Cross-organization response

+ Requires XDR (cloud only)
+ Requires XDR (cloud only)
+ Requires XDR (cloud only)

+ Requires XDR (cloud only)



Bundles & Add-ons

A-la-carte [ GravityZone Security for Workstations = § =
ENT licensing | GravityZone EDR ” e g 2
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SMB L0
N 24/7
RISK ASSESSMENT & soc
R PREVENTION DETECTION & RESPONSE [ iy ADD-ONS -
GRAVITYZONE PLATFORM
Ostatni:

- Thread Intelligence (TI) / IntelliZone for B2B.
- Security for AWS.
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cIX01 ~1# 11 -al
Remote Shell Connection

GravityZone ED
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Endpoint Incident Visualization

Live and Historical Search
MITRE Event Tagging (TTPs) Bitdefender <BEEEkEkl

GravityZone

Response recommendations HISTORICAL  LIVE

Endpoint response
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@ Incidents
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- \ Search . . -
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salaries xlsx.ryk Patch inventory supsicious parent-child process

Anomaly Defense Tato funkce je soucasti nasi technologie strojového uceni a umélé inteligence v rdmci feseni pro detekci a reakci na hrozby v koncovych bodech (EDR).
Vyuzivame rlzné algoritmy zaloZené na strojovém uceni a statistice, pficemz trénovani modelu pro ochranu pred anomaliemi probiha prevainé v prostiedi zakaznika (na
koncovych bodech a serverech). V zasadé ma kazdy zakaznik svtij vlastni model, ktery se v priibéhu ¢asu vyviji (a je tedy pribézné pfizplisobovan).



Bitdefender.
Security for Virtualized Env.

Tl

BEST agent with Central Scan

GravityZone ( \B
Control Center

II'_________—_—_____II

s

Bitdefender oceniovana
technology (ML/AI, AM,
HyperDetect)

Central Scan slouzi ke
snizeni zatizeni VMs, chytra
ochrana virtualizace a HW
slabych strojl)

Nizky dopad na vykon
Predchazeni AV bourim
Kompletni ochrana
virtualizovanych farem
Podpora vice platforem &
flexibilni nasazeni architektury
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Bitdefender. 9

ProC by mel utocnik vymyslet novy virus,
kdyz ma v operacnim systému dost nastroju
na to, aby jejich pomoci utok provedl| a ,,nebyl”

odhalen



LIVING OFF THE LAND

Shrinklocker

Ransomware

Case Study
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Attackers gained access to a

contractor's laptop.

Victim’s Network

a

Contractor’s
Laptop
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Contractor’s Domain
Laptop Controller
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Victim’s Network

Attackers gained access to a
contractor's laptop.

Using stolen credentials, attackers
compromised the Domain Controller.
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Contractor’s Domain Default VBScript

Laptop Controller Domain
Policy
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Victim’s Network

Attackers gained access to a
contractor's laptop.

Using stolen credentials, attackers
compromised the Domain Controller.

Attackers modified domain policies
and deployed scripts to a shared
location.
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Contractor’s Domain Default
Laptop Controller Domain
Policy
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Scheduled
Task

VBS

VBScript
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Attackers gained access to a
contractor's laptop.

Using stolen credentials, attackers
compromised the Domain Controller.

Attackers modified domain policies
and deployed scripts to a shared
location.

GPO policy created scheduled tasks
on all domain machines.
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Contractor’s Domain
Laptop Controller

Default VBScript
Domain
Policy
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Scheduled VBScript
Task

Attackers gained access to a
contractor's laptop.

Using stolen credentials, attackers
compromised the Domain Controller.

Attackers modified domain policies
and deployed scripts to a shared
location.

GPO policy created scheduled tasks
on all domain machines.

Scheduled tasks executed the scripts
locally.
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Attackers gained access to a
contractor's laptop.

Using stolen credentials, attackers

\Y) > SR = | GPO VBS compromised the Domain Controller.
{[a] — e
Contractor’s Domain Default VBScript
Laptop Controller Domain Attackers modified domain policies
Policy and deployed scripts to a shared

location.

on all domain machines.

rﬂ
v Scheduled tasks executed the scripts
= v locally.
&) Ofe- "
v VBS
* v — Scripts reset BitLocker encryption
— = Scheduled VBScript and changed passwords to random
a)]

string.

1
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(4) GPO policy created scheduled tasks
©
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Contractor’s Domain Default VBScript
Laptop Controller Domain
Policy
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Task

Attackers gained accessto a
contractor's laptop.

Using stolen credentials, attackers
compromised the Domain Controller.

Attackers modified domain policies
and deployed scripts to a shared
location.

GPO policy created scheduled tasks
on all domain machines.

Scheduled tasks executed the scripts
locally.

Scripts reset BitLocker encryption
and changed passwords to random
string.

The new passwords are uploaded to
a command-and-control (C2) server.
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Contractor’s Domain Default VBScript
Laptop Controller Domain
Policy

BitLocker

Enter the recovery key to get goir

A J
Vv
@{ ¢@+‘ ivss i
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Scheduled VBScript
Task

Attackers gained access to a
contractor's laptop.

Using stolen credentials, attackers
compromised the Domain Controller.

Attackers modified domain policies
and deployed scripts to a shared
location.

GPO policy created scheduled tasks
on all domain machines.

Scheduled tasks executed the scripts
locally.

Scripts reset BitLocker encryption
and changed passwords to random
string.

The new passwords are uploaded to
a command-and-control (C2) server.
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Ochrani vas proti temto typum utoku

antivirus ?

NE
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Predstavujeme
GravityZone

PHASR




Bitdefender. 200+

Utognici vyuzivaji Iegltlmnl nastrOJe soubord

Windows

it

operacnich systemu e E— N

84% zavaznych incident( se nyni tyka Living off the Land (LotL) W"’“”’ é
— technika, pfi které utoCnici zneuzivaji legitimni nastroje, které

jsou jiz v systemu k dispozici

Utoénici opakované pouzivaji Uspé&sné vzorce Gtokd v riznych
systémech

Zbytecna utocna plocha — stovky rizikovych legitimnich nastroju,
které uzivatelé nevyuzivaji, ale které vyuzivaji utocnici
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PHASR konkurencni vyhoda

Spoleénost X chranéna produktem A

oblasti utoku uzivatel 1

Ochrana potencialni Ochrana potencialni
oblasti utoku uzivatel 2 oblasti utoku uzivatel 3
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Internal Use Only

hs R
EEEEEEEEEEEEENI - -
Lo

Ochrana potencialni Ochrana potencialni
oblasti utoku uzivatele

+4-4b-44

Ochrana potencialni Ochrana potencialni Ochrana potencialni Ochrana potencialni
oblasti utoku uzivatel 1  oblasti utoku uzivatel 2 oblasti utoku uzivatel 3 oblasti utoku uzivatele



Internal Use Only

Bitdefender.

PHASR konkurencni vyhoda

Takto vypada PHASR v realite
(neustale se meni a vyviji)

Company X protected by PHASR

Vzor utoku 0000088 e
] LY L] r ..(.:I. '_-}f\..a}:-\..—'l
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oblasti Utoku uzivatel 1 oblasti utoku uzivatel 2 oblasti utoku uzivatel 3 oblasti utoku uzivatele
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PHASR
Monitored
categories
of tools

LoLBin

Tampering Tools

Remote Admin Tools

Crypto Miners

HackTools

Living Off the Land Binaries

Living off the land binaries are
tools that exploit existing
software and systems for
malicious purposes. They
leverage legitimate applications
to carry out attacks without
detection.

Cryptocurrency Miners
Overview

Cryptocurrency miners are
specialized software or hardware
that solve complex mathematical
problems to validate transactions
on a blockchain. They are
essential for generating new
coins.

¢
. @

Understanding Tampering
Tools

Tampering tools in software are
programs used to modify or
analyze applications. While they
can serve legitimate purposes,
they are often linked to malicious
activities like cracking and code

Remote Administration
Tools

Remote administration tools
allow users to control computers
from a distance. While they can
be used for legitimate remote
support. they are also exploited
for unauthorized access.

==
I in Y
» =

Exploring Hack Tools

Hack tools are software
applications designed to exploit
vulnerabilities in systems. They
can be used for both ethical
hacking and malicious purposes,
depending on the user's intent.

Other categories will come ...

Autopilot (ML/AI) or Direct control operating modes

Internal Use Only
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Od kolika zarizeni se Phasr licencuje?

500 5 100

300
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Co je potreba pro nasazeni Phasr ?

- musim mit platnou licenci Enterprise s EDR ?

- musim byt zakaznikem Bitdefenderu ?

- co kdyz mam antimalware od jiného vyrobce ?

26



Internal Use Only
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Klicove Viastnost Compliance Made Real Simple.

Z MESICU NA MINUTY: AUTOMATIZOVANE ZPRAVY PRIPRAVENE K AUDITU Compliance manager

Compliance posture Save Saveas  Discard changes w Y

/ . o e . Overall compliance Compliant checks Non-compliant checks Ignored checks
Podporuje Ruzné Compliance Standardy 98% 9.8K 183

DOWNLOAD REPORT

Reset filters

Company
Bitdefender

v Informace V Realném Case

DORA (EU)

0

968
GDPR (EU)

ISO/IEC 27001:2022 , ; 1.1K
NIS2 Directive (EU)

Soc2

& 70%
iy
Odstrani Zjisténé Nedostatky |
g Not evaluated
Allowlist Authorized Software 70% Inventory and Control of Software Assets
Allowlist Authorized Libraries Inventory and Control of Software Assets

Allowlist Authorized Scripts Data Protection

v Vytvafi Rozsahlé Reporty |

Allowlist Authorized Scripts Network and credentials

1-50 0f 1000 items (10 selected) Items per page: 50 2 of20pages

CYBERINFRASTRUCTURE




Monitoring

Incidents

Threats
Xplorer
EA

Network

Network

Risk
man agemen t

Policies

Reports

Quarantine

a8

Accounts

Compliance

Compliance posture*

Compliance standard

sS0C 2

Control ID

Lo L

CC7.1.C

CC7.1.D

CC7.1.E

CC7.2.A

CC7.2.C

CCa.1.N

Al2H

C1.1.c

PI1.2.D

PI1.5.A

PI1.5.B

PI1.5.C

P4.2.B

F5.1.B

1-37 of 37 items

Iterns per page:

Overall compliance

75%

Score

- All

Control name

PR S S A UC LT @i Sl e S
Implements Change-Detection Mechanisms
Detects Unknown or Unauthorized Components

Conducts Vulnerability Scans

Implements Detection Policies, Procedures, and T...

Implements Filters to Analyze Anomalies

Manages Patch Changes

Performs Data Backup

Protects Confidential Information From Destruction
Records System Processing Activities

Protects Stored Items

Archives and Protects System Records

Stores Data Completely and Accurately

Protects Personal Information [P][C]

Privacy Criteria Related to Access

50 v

Compliant checks

- Resaet filters

Section ID

(s

CC7.1

CCc7.1

CC7.1

ccr.2

ccr.2

ccal

Al.2

C1.1

PI1.2

PI1.5

PIL.5

PIL.5

P4.2

P51

1K

Section name

Sy ST UPST AU
System Operations

System Operations

System Operations

System Operations

System Operations

Change Management

Additional Criteria for Availability

Additional Criteria for Confidentiality

Addtional Criteria for Processing Integrity (Over th...

Addtional Criteria for Processing Integrity (Over th...

Addtional Criteria for Processing Integrity (Over th...

Addtional Criteria for Processing Integrity (Over th...

Privacy Criteria Related to Use, Retention, and Dis...

Privacy Criteria Related to Access

of 1 pages

Non-compliant checks

3.9K

w
o
=}
i

SES

51%
82%

99%

100% &
99%
100% &
% 9
59%
97%
52%
97%
0% @

79%

X
CC7.1.C Implements Change-Detection Mechanisms
GEMERAL
Standard 50C2
Section name CC71. Systern Operations
Score 51%
Checks breakdown Q B2 Compliant Q 78 Non-compliant Olgnored
DESCRIPTION  RISKS  AFFECTED ASSETS
RESOURCES (27)
® WINIDA (<}
® foclxo2fclab ®s s
@ foclxOlfclab ®s s
@ foclx03fclab Q17 s
© debiani2 Qe Q4
® fclX06 Q7 3
® fclX04felab Q7 3
FCWDO5 [
FCWDO1 [
FCDCOZ (>

and 17 more VIEW ALL RESOURCES

IDENTITIES (0]

Mo assets found

PIny pfistup ke vSem standardim shody (zakladni a pokroc€ilé) - Zobrazi vSechny podrobnosti a umozni exportovat do PDF nebo XLS
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Data Lake - Jak to funguje

Collect

Prfenasejte
protokoly ze

svych
nastroja,
aplikaci a

cloudu

Ingest &
Normalize

Prevedte
data do
jednotného
schématu
pro snadnou
korelaci

Route &
Store

Live-archive
pro uschovu
dats
optimalizova
nymi naklady

Search &
Retrieve

Live search
pro rychlé
vyhledavani
a investigaci
dat

Detect &
Act

Pfehledové
panely a
upozornéni
mapuji rizika
v realném
Case

Internal Use Only

>

Investigate Respond
Data z kliCovych Opatreni a
bezpecnostnich doporuceni

nastroju 3™ stran se prijata za

nactou pro potieby ucelem
zmirnéni
rizik

tfidéni a vySetfovani
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MDR Operations Overview

Global Team: 3 x Security Operations Centra: San Antonio, Texas & Bucharest, Romania & Singapore

Expertise:

* 40+ SANS certifications; Incident Handling, Forensics, SIEM with Tactical Analysts, Cyber Threat

Intelligence .

* Cloud Admins, System Administrators, IT (Skolstvi, statni sprava, zdravotnictvi)

« Military Intelligence (U.S. Air Force, U.S. Navy, British Intelligence, NSA, NATO, etc.)

Q
Threat Intelligence

Zabyva se vyzkumem
kybernetickych hrozeb,
geopolitického déni a trendl v
datech specifickych pro jednotliva
odvétvi a tyto poznatky aplikuje v
prostfedich zakazniku

24/7 Monitoring & Response

Odstranuje provozni zatéz
spojenou se spravou
bezpecfnostnich vystrah a
udalosti a poskytuje takticka
i strategicka doporuceni s
cilem snizit miru vystaveni
zakaznikd rizikim

)

Threat Hunting

Neustale sledujeme
globalni situaci v oblasti
hrozeb a ziskané
poznatky vyuzivame k
vyhledavani hrozeb v
systémech nasich
zakazniku



Bitdefender. EXiSting Cloud SeCurity

&

" PrizplUsobte si svou kyberbezpeénost
pomoci feseni GravityZone Cloud Security
— §pickova ochrana, maximalni kontrola.”

- Uginné feseni kyberbezpeénosti pro
poskytovatele spravovanych sluzeb s
pokrocCilou prevenci, posilenim
zabezpeceni, detekci a reakci.

* Flexibilni, komplexni a pfizplusobené
vasim jedine¢nym pozZadavkam.

« NasSe reSeni vam dava svobodu vybrat si
pouze ty bezpecnostni funkce, které
potrebujete, a poskytuje tak SpiCkovou
ochranu pfi souCasném optimalizovani
vasich provoznich nakladu.

Wp&° uny,
W duc Ty,
$
“\““"\)A\-m sEc»URITy
N ENTS A
?5»“ \)\“0““ MOB’LE

Anti-
exploit

Risk SINGLE CONSOLE
Analytics SINGLE AGENT

SECURITY
£OR CONTAINERS

Content and Behavior
Device Control Monitoring

ONIYOLINOW

ALI9ILNI
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Cloud Security Solutions

v

SECURE

MSP Core
ATS

SECURE
PLUS

MSP Core
ATS

SECURE
EXTRA

MSP Core
ATS

Bundles!

&5

A LA CARTE
Existing multilayered
security solution

ATS (Advanced Threat Security):
=  HyperDetect

= Fileless Attack Defense

= Sandbox Analyzer

EDR (Endpoint Detection and Response)
=  Cross-endpoint correlation

=  Anomaly Defense

» Endpoint Incident Visualization

= [jve and Historical Search

=  MITRE Event Tagging (TTPs)

=  Response recommendations

=  Endpoint response

MDR (Managed Detection and Response)
24x7 Monitoring & Respond

Threat Hunting

Reporting

Recommendations

XDR (eXtended Detection and Response)
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