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Necekejte, jednejte aneb jak na novy zakon
o kybernetické bezpecnosti

Smérnice NIS2 pfinasSi mnoho zmén v oblasti zajiStovani kybernetické bezpeclnosti a tyka se nejen
organizaci, které jsou jiz nyni podle aktualniho zakona o kybernetické bezpecCnosti povinny své systemy
zabezpecCovat, ale i velkého mnozstvi organizaci, které budou do regulace spadat nové a do dnesSniho dne
zadné povinnosti plnit nemusely.

Pripravte se na zmény

Implementace smérnice NIS2 slibuje vyzvy, se kterymi se organizace budou muset vyporadat v kratké dobé.
Priprava na soulad se smérnici NIS2 je nejen zakonnym pozadavkem, ale také pfilezitosti, jak posilit odolnost
organizace v oblasti kybernetické bezpecnosti.

Cekani na Uplnou implementaci smérnice miZe znamenat, Ze organizace budou vystaveny potencialnimu
kybernetickym hrozbam a zaostavat v rychle se vyvijejicim prostredi kybernetické bezpecnosti. Proaktivni
vyhodnoceni soucasné bezpecnostni situace a identifikace oblasti, které je tfeba zlepSit jsou zakladnimi kroky
k u€innému fizeni kybernetickych rizik, splnéni pfisnych pozadavkl na podavani zprav a udrZzeni odolné
sitové infrastruktury.
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FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiAP

Protected LAN Edge deployments
with wireless connectivity

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiSASE
Enforce dynamic network access
control and network segmentation

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiToken
One-time password application
with push notification

FortiToken Mobile
One-time password application
with push notification
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FortiSwitch

Deliver security, performance,
and manageable access to data

FortiAP
Protected LAN Edge deployments
with wireless connectivity

ZTNA Agent
Remote access, application
access, and risk reduction

FortiCNP

Manage risk and compliance
through multi-cloud infrastructures

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

ZTNA Agent
Remote access, application
access, and risk reduction

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

Vykonna firewallova platforma FortiGate kombinuje moderni bezpeénostni funkce s hardwarovou akceleraci
postavené na technologii ASIC. Diky tomu poskytuje nejen extrémni vykon nutny k segmentaci vnitfni sité bez
zbyte¢ného zatiZeni procesoru, ale zarover i extrémné nizkou latenci a minimalni zavislost na velikosti paketu.
Pro dalS$i urovern segmentace mezi prvky ve stejné broadcast doméné je mozné doplnit firewall FortiGate o
prepinace FortiSwitch, které spolu s firewallem tvofi pIné integrované fe$eni pro segmentaci siti az na droven
jednotlivych portli pfepinace, a vynuti inspekci provozu v rdmci broadcast domény skrze FortiGate FW. Dale
mozné vyuzit FortiAP a pfimo na ném zamezit komunikaci mezi zafizenimi pfipojenymi ke stejné bezdratové
siti.

FortiGate nabizi funkci IPSec VPN pro bezpe¢né propojeni centraly, pobocek a zaroven vzdaleny pfistup
uzivatell k internim systémuam. Funkce SSL VPN umoziiuje vzdaleny pristup uzivatell pravé pomoci protokolu
SSL. V8echny pfistupy jsou fizeny na zakladé identity uZivatele a Ize na né uplatnit libovolny ochranny profil
(DLP, AV, IPS, AppCtrl, URL filtering atd.). Dale je mozné vyuzit funkci ZTNA, ktera kombinuje produkty
FortiGate FW a FortiClient, diky kterému je mozné povysit IPSec VPN FeSeni o kontrolu stavu samotné stanice a
jeji autentizaci na zakladé spinéni compliance poZzadavkll a navic o moznost transparentniho sestaveni
Sifrovaného spojeni z pracovni stanice k FortiGate FW pro definované cile bez nutnosti akce uzivatele. V
pripadé WiFi siti je mozné vyuzit FortiAP a vynutit, v tunelovém rezimu bezdratové sité, pfenost dat uzivatele
mezi lokalnim FortiAP a centralnim kontrolerem v Sifrovaném kanalu CAPWAP protokolu.

Umozriuje vzdalenou spravu FortiGate, FortiSwitch, FortiAP, FortiExtender, ... véetné moznosti nastaveni
administratorskych roli a oddéleni jednotlivych fyzickych zafizeni nebo virtualnich kontextt v rdmci samostatnych
administrativnich domén nastroje FortiManager. Pokud zakaznik preferuje centralni spravu v cloudu, je k
dispozici cloudové management rozhrani FortiCloud.

Centralni autentizacni server FortiAuthenticator umoZiiuje piné spravovat prostiedi kryptografickych klica (PKI).
V kombinaci s modernimi kryptografickymi algoritmy pouzitymi pro vzdaleny pfistup a Sifrovani pak umoznuje
komplexné zabezpecit celou spravovanou sit. Dale je mozné vyuzit feSeni Fortinet ZTNA, které kombinuje
produkty FortiGate FW a FortiClient, diky kterému je mozné povysit IPSec VPN feSeni o kontrolu stavu samotné
stanice a jeji autentizaci na zékladé spInéni compliance poZadavkd a navic o moznost transparentniho sestaveni
Sifrovaného spojeni z pracovni stanice k FortiGate FW pro definované cile bez nutnosti akce uzivatele.

Pro uzivatele pracujici z home office Ize vyuzit FortiSASE, které bézi v cloudu jako sluzba a umozni poskytnout
stejnou Uroven zabezpeceni jako on-prem FW/Proxy.

V8Vsechny platformy uvedené v tomto dokumentu umozriuji ovéfovat jména a hesla budto lokalné nebo proti
centralizovanému autentizacnimu serveru. Je samoziejmé mozné vyuzit stavajici autentizacni nastroje v siti,
nebo vyuzit centralni autentizaéni server Fortinetu - FortiAuthenticator. V takovém pfipadé ziskate plné
integrované feSeni jednoho vyrobce. Zabezpeceni pfistupu Ize dale rozsifit o dvoufaktorovou autentizaci na
zékladé jednorazovych hesel generovanych pomoci emailli, SMS, nebo HW a SW tokenu. Platforma FortiPAM
toto feSeni dale rozsifuje o spravu privilegovanych Uctu a to véetné auditu vSech udalosti. FortiPAM kombinuje
funkcionalitu PAM a ZTNA pro zabezpeceni bezpe¢ného webového pfistupu ovérenych privilegovanych uzivatell
z prostfedi webového prohlizeCe, pfipadné nativni aplikace.

© Fortinet Inc. All Rights Reserved.
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Zajistovani dostupnosti regulované sluzby
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FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiWeb
Prevent web application attacks
against critical web assets

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiSandbox

Secure virtual runtime environment
to expose unknown threats

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiDast

application security testing
solution

FortiTester
Network performance testing and
breach attack simulation (BAS)

FortiDevSec
Continuous application security
testing in CI/CD pipelines

FortiGate (VPN, ZTNA)
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

ZTNA Agent
Remote access, application
access, and risk reduction
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FortiGSLB Cloud

Ensure business continuity during
Unexpected network downtime

FortiDDOS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiGate SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiWeb

Prevent web application attacks
against critical web assets

FortiEDR

Automated protection and
orchestrated incident response

FortiNDR
Accelerate mitigation of evolving
threats and threat investigation

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiCNP
Manage risk and compliance
through multi-cloud infrastructures

FortiAuthenticator (CA)
Identify users wherever they are
and enforce strong authentication

FortiManager (CA)
Centralized management of your
Fortinet security infrastructure

V8echna nase zafizeni plné podporuji rezim vysoké dostupnosti, véetné geografické redundance. Zalohovani
konfigura¢nich souborud je mozné jak v ramci Fortinet centraini spravy, tak s vyuZitim obecnych
platforem/platforem tfetich stran. Firewall FortiGate diky integrovanym funkcim rozdélovani zatéze a secure
SD-WAN umozriuje nasazeni v prostfedi s vysokymi naroky na vykonnost a dostupnost, jako jsou napfiklad
datova centra. Pro pokrocilé metody rozkladani zatéze (4 - 7 vrstva) je téZ mozné vyuzit dedikovanou platformu
FortiADC s vysokou propustnosti. FortiWeb umozriuje pokrocilé rozkladani provozu mezi aplikaénimi servery v
ramci L7 vrstvy. FortiGSLB je cloud-based DNS nastroj pro monitorovani dostupnosti sluzeb zékaznika a
presmérovani provozu na zalozni/alternativni DNS zaznamy definované zakaznikem. FortiDDoS je inline feSeni
umoznujici ochranit organizaci plné automatizovanym rozhodnutim bez nutnosti obsluhy do 1 sekundy pred
mnoha utoky typu Distributed Denial of Service.

Firewall FortiGate nabizi vicevrstvou ochranu pfed pokrocilymi bezpe€nostnimi hrozbami (ATP). Za timto
Ucelem vhodné kombinuje systém detekce pruniku (IPS), antivirové ochrany (AV), detekce typu aplikaci
(Application Control) a kategorizace pfistupu k webovym strankam (URL filtering). Soucasti tohoto systému je i
detekce a blokovani komunikace s botnet fidicimi centry (Botnet C&C). Systém je dale mozné rozsifit o
FortiSandbox (pIlnohodnotny customizovatelny sandbox pro analyzu a detekci doposud neidentifikovanych
$kodlivych kédi bez nutnosti nahravani dat kamkoliv mimo zakaznikovo postiedi. Dal§i moZnosti jak posilit
detekci Utoku je nasazeni technologie honeypotu v podobé FortiDeceptoru. Toto feSeni pomaha detekovat
utocnika, kterému se z jakéhokoliv dtivodu podafilo proniknout do vnitini sité. Web aplikaéni firewall chranici
pred hrozbami OWASP TOP 10 s vyuzitim modernich metod jako je vyuziti machine learningu, ochrana APl a
ochrana pred internetovymi boty. FortiNDR sleduje sitovy provoz a detekuje v ném anomalie, které by mohly
predstavovat hrozbu.

Nastroj FortiDAST predstavuje automatizovany nastroj pro penetraéni testovani formou sluzby poskytované z
cloud prostfedi vyrobce ¢i jako onprem/proxy feSeni. Zahrnuje v sobé testy webovych sluzeb dle specifikace
OWASP Top 10. Test mtze byt naplanovany v pravidelnych intervalech nebo aktivovan na vyzadani.
Identifikovana rizika jsou reportovana, k nalezenym vulnerabilitam je pfipojeno CVSS skore.

FortiTester slouzi primarné jako nastroj pro testovani vykonnostnich parametrt, ale obsahuje v sobé& i modul
Breach Attack Simulation, ktery se hojné vyuziva pro penetraéni testovani. Dle specifikace popsané v MITRE
ATT&CK umoziiuje provadéni simulovaného penetracniho testovani, které vyuziva aktualni databazi CVE
zranitelnosti, coz Ize s vyhodou vyuzit k ovéreni kvality napf. IPS engine. Dale je k dispozici i modul pro
testovani typu fuzzing, Web/loT utoky, testovani malware strike pack (v€etné zhruba 20 variant ransomware),
testovani odolnosti proti itokim typu DoS/DDoS a podporovana je i moznost prace s vliastnim PCAP zdrojem.
FortiDevSec je cloudovy automatizovany nastroj pro zabezpeceni aplikaci, ktery provadi komplexni skenovani
pro vyhodnoceni zranitelnosti aplikace. Integruje testovani zabezpeceni aplikaci do prostfedi DevOps a
zacleriuje se do procesu vyvoje a nasazovani aplikaci, aby vyhodnotil a odhalil bezpe¢nostni nedostatky, které
je mozné v prubéhu Zivotniho cyklu vyvoje softwaru zmirnit nebo odstranit.

FortiManager sleduje instalovanou bazi zafizeni a dokaze upozornit na to, kdyz nékteré zafizeni neni
podporované nebo jeho podpora vyprsela. FortiCNP - Cloud Native Protection je feSeni, které umoziuje
nachazet miskonfigurace cloud prostfedi typu AWS, Azure, Google Cloud, skenovat container registry na
zranitelnosti nebo datova cloud ulozi$té na malware/DLP a obecné vyhodnocovat rizika v cloud prostredi.

V8echny produkty vyuzivaji a podporuji moderni Sifrovaci algoritmy, konfiguracné je mozné zablokovat pouziti
slabych Sifer, které by mohly znamenat bezpeénostni riziko. Hlavni soucasti kryptografickych algoritm( jsou
certifikacni autority produktd FortiAuthenticator, FortiManager, EMS pro FortiClienta a ZTNA a FortiGate (VPN,
ZTNA).



Zabezpeceni primyslovych, Fidicich a obdobnych
specifickych technickych aktiv
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FortiCamera
HDTV-quality surveillance cameras
for physical safety and security

FortiPresence
XXXXXXXX

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiToken
One-time password application
with push notification

FortiTokenMobile
One-time password application
with push notification

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiSwitch

Deliver security, performance,
and manageable access to data

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

ZTNA Agent
Remote access, application
access, and risk reduction

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiCamera
HDTV-quality surveillance cameras
for physical safety and security
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FortiRecorder
High-performance NVR
with Al-powered video
management software

FortiAuthenticator

Identify users wherever they are
and enforce strong authentication

FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

FortiGate Rugged
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiClient Fabric Agent

IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiSASE

Enforce dynamic network access

control and network segmentation

FortiGate Rugged
NGFW w/ SOC acceleration and

industry-leading secure SD-WAN

FortiRecorder
High-performance NVR
with Al-powered video
management software

FortiCamera a jeji serverova ¢ast FortiRecorder tvofi bezpe¢nostni platformu pro sledovani a ochranu jak
venkovnich, tak vnitfnich prostor, umoziiuje archivaci nato¢enych zabér(i a snadné vyhledavani kritickych
moment(. Diky odolnosti proti vlivim vnéj$iho prostfedi, noénimu snimani a predev§im diky management
rozhrani shodnému s dalSimi produkty spole¢nosti Fortinet, zapada toto feSeni do jednotného konceptu
komplexniho zabezpeceni.

Nastroj FortiPresence dovoluje monitorovat vyskyt osob v kontolovanych oblastech pomoci sledovani WiFi
signalu jejich mobilnich zafizeni. Pouziva se pro monitorovani vyskytu a triangularizaci pozice v sledovanych

oblastech

V8echny platformy uvedené v tomto dokumentu umoziuji ovéfovat jména a hesla budto lokalné nebo proti
centralizovanému autentizaénimu serveru. Je samoziejmé mozné vyuzit stavajici autentizaéni nastroje v siti,
nebo vyuzit centralni autentizacni server Fortinetu - FortiAuthenticator. V takovém pfipadé ziskate plné
integrované feseni jednoho vyrobce. Zabezpeceni pristupu Ize dale rozsifit o dvoufaktorovou autentizaci na
zéakladé jednorazovych hesel generovanych pomoci emailli, SMS, nebo HW a SW tokenu. Platforma FortiPAM
toto FeSeni dale rozsifuje o spravu privilegovanych uctu a to véetné auditu vSech udalosti. FortiPAM kombinuje
funkcionalitu PAM a ZTNA pro zabezpecéeni bezpeéného webového pfistupu ovéfenych privilegovanych
uzivatell z prostfedi webového prohlizece, pfipadné nativni aplikace.

Firewall FortiGate a jeho varianta uréena pro provoz v primyslovém prostiedi (FortiGate Rugged) vyuziva
tentyZ operacni systém stejné jako vS8echny dal$i bezpecnostni funkce, avsak liSi se HW konstrukci. FortiGate
je uréen pro nasazeni v klasickych datovych centrech, tedy na pozici centralniho bodu; FortiGate Rugged pak
splfiuje pozadavky pro nasazeni v problematickych prostfedich (vysoka prasnost, elektromagnetické ruseni,
atd.). Obé platformy poskytuji kompletni ochranu pro primyslové systémy jak na Grovni firewallu, tak na urovni
detekce konkrétnich primyslovych aplikaci a detekce a zastaveni znamych hrozeb utocicich na pramyslové
protokoly. V mistech, kde je potfeba fesit segmentaci pfistupové vrstvy Ize s vyhodou pouzit FortiSwich, ktery
se rovnéz nabizi v primyslové podobé.

Centralni autentiza¢ni server FortiAuthenticator umozZiiuje pIné spravovat prostiedi kryptografickych klicd
(PKI). V kombinaci s modernimi kryptografickymi algoritmy pouzitymi pro vzdaleny pfistup a Sifrovani pak
umoznuje komplexné zabezpecit celou spravovanou sit. Dale je mozné vyuzit feSeni Fortinet ZTNA, které
kombinuje produkty FortiGate FW a FortiClient, diky kterému je mozné povysit IPSec VPN FeSeni o kontrolu
stavu samotné stanice a jeji autentizaci na zakladé spinéni compliance pozadavkl a navic o0 moZnost
transparentniho sestaveni Sifrovaného spojeni z pracovni stanice k FortiGate FW pro definované cile bez
nutnosti akce uZivatele.

Pro uzivatele pracujici z home office Ize vyuzit FortiSASE, které bézi v cloudu jako sluzba a umozni
poskytnout stejnou uroven zabezpeceni jako on-prem FW/Proxy.

Pomoci rozsirujici licence je mozné aktivovat ochranu pfed znamymi hrozbami zamérenou vyhradné do na
pramyslové protokoly. Pomoci tohoto nastroje je mozné efektivné blokovat pokusy o Utoky na zratielné
systémy prumyslového fizeni a jejich komponenty. Déle je moZné aktivovat modul rozpoznavani primyslovych
protokolt na aplikacni vrstvé, ktery Ize vyuzit napf. v bezpecénostni politice tim zplisobem, Ze rozliSuje
jednotlivé prikazy v primyslovych Fidicich protokolech s cilem definovat povoelené a zakdzané prikazy a
uplatriovat je na prochazejici komunikaci.

FortiCamera a jeji serverova ¢ast FortiRecorder tvofi bezpe¢nostni platformu pro sledovani a ochranu jak
venkovnich, tak vnitfnich prostor, umoziiuje archivaci nato¢enych zabér(,snadné vyhledavani kritickych
moment(, detekci obli¢eju a podezielych predmétl (naptiklad zbrari). Diky odolnosti proti viivam vnéjsiho
prostfedi, noénimu snimani a predev§im diky management rozhrani shodnému s dal§imi produkty spole¢nosti
Fortinet, zapada toto fe$eni do jednotného konceptu komplexniho zabezpeceni.
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FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiToken
One-time password application
with push notification

FortiToken Mobile
One-time password application
with push notification

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

Fortinet Security Fabric
The industry’s highest-performing

integrated cybersecurity mesh platform

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

FortiEDR

Automated protection and
orchestrated incident response

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN
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FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiPAM
Control & monitoring of elevated
& privileged accounts, processes,

and critical systems

FortiNAC

Visibility, access control and
automated responses for all

networked devices
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FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSandbox

Secure virtual runtime environment
to expose unknown threats

FortiSOAR

Automated security operations,
analytics, and response

FortiNDR
Accelerate mitigation of evolving
threats and threat investigation

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiGuard Threat
Intelligence

FortiCNP

Manage risk and compliance
through multi-cloud infrastructures

V8echny platformy uvedené v tomto dokumentu umozruji ovéfovat jména a hesla budto lokalné nebo proti
centralizovanému autentizacnimu serveru. Je samoziejmé mozné vyuzit stavajici autentizacni nastroje v siti,
nebo vyuzit centralni autentizaéni server Fortinetu - FortiAuthenticator. V takovém pfipadé ziskate plné
integrované feSeni jednoho vyrobce. Zabezpeceni pfistupu Ize dale rozsifit o dvoufaktorovou autentizaci na
zékladé jednorazovych hesel generovanych pomoci emailli, SMS, nebo HW a SW tokenu. Platforma
FortiPAM toto feSeni déle rozsifuje o spravu privilegovanych Gt a to véetné auditu vSech udalosti. FortiPAM
kombinuje funkcionalitu PAM a ZTNA pro zabezpeceni bezpecného webového pristupu ovéfenych
privilegovanych uZivatelu z prostiedi webového prohlizece, pfipadné nativni aplikace.

NGFW funkce detekce zafizeni umi rozpoznavat zafizeni v siti a kategorizovat je pfislusnym zpusobem;
FortiNAC je z pohledu sledovani zmén v siti jeSté pokrogilejsi, nabizi fadu funkci véetné automatizace. FortiNAC
umoznuje primou a nepfimou detekci zafizeni pfipojenych v siti zakaznika a jejich identifikaci (vyrobce, OS, ...)
pomoci sluzby FortiGuard a jejich archivaci pro nasledné sledovani jejich pfitomnosti v siti.

Samoziejmosti je synchronizace ¢asu napfi¢ produktovym portfliem nebo moznost vyzvofit NTP server napf.
pomoci FortiGate

FortiAnalyzer je protokolovaci a monitorovaci zafizeni, které sbird a vyhodnocuje data generovana uvnitf sité,
véetné e-mailli. Z jednoho mista je tedy mozné monitorovat sitovy provoz, ukladat a vyhodnocovat vytvorené
zaznamy stejné jako vytvaret prehledné bezpecnostni analyzy. FortiSIEM je plnohodnotné SIEM feSeni, které
dokaze pfijimat a zpracovavat udalosti z celé fady rdznych zafizeni riznych vyrobcU, vyuziva strojového uceni
pro detekci neobvyklého chovani uzivateltl (UEBA), obsahuje konfiguraéni databazi (CMDB) s automatickym
naplnénim logujicich zafizeni a umoznuje kombinovat pohled SOC a NOC tymu.

FortiAnalyzer je protokolovaci a monitorovaci zafizeni, které sbira a vyhodnocuje data generovana uvnitf sité,
véetné e-maild.

Z jednoho mista je tedy mozné monitorovat sitovy provoz, ukladat a vyhodnocovat vytvofené zaznamy stejné
jako vytvaret prehledné bezpecénostni analyzy.

FortiSIEM je plnohodnotné SIEM feseni, které dokaze pfijimat a zpracovavat udalosti z celé fady rdznych
zatizeni rliznych vyrobcu.

FortiRecon je nastroj tzv. véasného varovani, ktery slouzi k monitoringu informaci na internetu a darknetu,
vztahujicich se na chranény objekt/sit/uzivatele... Dovoluje také prochéazet socialni sité, registrované domény,
repozitare riznych app store a dalsi zdroje a vyhledavat mozné souvislosti s chranénym subjektem. Pokud se
nékde objevi napf. ukradena citliva data, podvrzené domény nebo aplikace, uzivatel je okamzité upozornén a
sluzba dovoluje rovnéz spustit proces zablokovani daného zdroje.

FortiSOCaasS je sluzba nabizejici zakaznikovi funkcionalitu Security Operation Center poskytovanou jako sluzbu
od spole¢nosti Fortinet. Pro vyvtofeni SOCu zakaznikem/partnerem Ize s vyhodou vyuzit produktt FortiEDR
(Endpoint Detect Response), FortiNDR (Network Detect Response), FortiSandbox, FortiSOAR (Security
Orchestration, Automation and Response) a dal$ich.Dal$i moznosti jak posilit detekci Utoku je nasazeni
technologie honeypotu v podobé FortiDeceptoru. Toto feSeni pomaha detekovat Uto¢nika, kterému se z
jakéhokoliv dtivodu podafilo proniknout do vnitini sité. VS§echny nase produkty vyuzivaji sluzbu FortiGuard jako
zdroj informaci a signatur definujicich aktualni hrozby. Sluzba FortiGuard vyuziva nastroje Al (umélé
inteligence) a také samostatny team vyvojaru pro testovani vSech zverejiiovanych signatur s cilem zamezit
chybnému vyhodnocovani bezpeénostnich udalosti.

V ramci FortiGate je dostupna funkce Security Rating, ktera vyhodnocuje konfiguraci a bezpec¢nostni rizika a navrhuje
vylep$eni. FortiCNP - Cloud Native Protection je FeSeni, které umozriuje nachazet miskonfigurace cloud prostfedi typu AWS,
Azure, Google Cloud, skenovat container registry na zranitelnosti nebo datova cloud ulozisté na malware/DLP a obecné
vyhodnocovat rizika v cloud prostredi.



Vyhodnocovani
Kybernetickych
bezpecnostnich
udalosti

SOC-as-a-Service
Continuous awareness and
control of events, alerts,
and threats
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Fortinet Secu rlty Fa b FIC The Fortinet Brochure “—7] Free Training Free Assessment FortiOS
. D . . . Highlighting our broad, I o I Fortinet is committed Perform an assessment The Heart of the
mdustry S hlghest—pe rfo rming mtegrated Click on icons in this integrated, and automated O, X| totraining over 1 million in your network to validate Fortinet Security
cybersecurity mesh platform document for additional solutions, quarterly N— people by 2025 your existing controls Fabric

information
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Secure Networking

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiGate SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiExtender
Extend scalable and resilient LTE
and LAN connectivity

FortiAP
Protected LAN Edge deployments
with wireless connectivity

FortiSwitch

Deliver security, performance,
and manageable access to data

FortiNAC

Visibility, access control and
automated responses for all
networked devices

FortiProxy
Enforce internet, compliance and
granular application control

Fortilsolator
Maintain an "air-gap” between
browser and web content

®

ORIEG IR

hd
TS

N
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Cloud Security

FortiGate VM

NGFW w/ SOC acceleration and
industry-leading secure SD-WAN
FortiDDOS

Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP
Manage risk and compliance
through multi-cloud infrastructures

FortiDevSec
Continuous application security
testing in CI/CD pipelines

FortiWeb
Prevent web application attacks
against critical web assets

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during
Unexpected network downtime

FortiMail
Secure mail getaway to protect
against SPAM and virus attacks

FortiCASB

Prevent misconfigurations of SaaS
applications and meet compliance

FortiCNF

Offers enterprise-grade protection
on Amazon AWS, with inbound
and outbound traffic inspection
and insights

(==

i

Zero Trust Access

FortiSASE

Enforce dynamic network access
control and network segmentation
ZTNA Agent

Remote access, application
access, and risk reduction

FortiAuthenticator

Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiGuest

Simplified guest access, BYOD,
and policy management
FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

FortiGuard Threat
Intelligence

Powered by FortiGuard Labs
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Threat Map

Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiGate Cloud
Saas w/ zero touch deployment,
configuration, and management

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud

Deploy, manage and customize
LTE internet access

FNDN
Exclusive developer community for
access to advanced tools & scripts

23 W] £ O+ >S5m

Open Ecosystem

The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOp Tools & Script

Fortinet & community-driven

Fabric API Integration
Partner-led

Extended Ecosystem

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR

Accelerate mitigation of evolving
threats and threat investigation

FortiEDR
Automated protection and
orchestrated incident response

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

FortiSandbox / FortiAl

Secure virtual runtime environment
to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR

Automated security operations,
analytics, and response

FortiTester
Network performance testing and
breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

Incident Response

Service
Digital forensic analysis, response,
containment, and guidance

@ DH @ X0 b @ R

Support & Mitigation
Services

FortiCare Essentials*
15% of hardware

FortiCare Premium*
20% of hardware

FortiCare Elite**

25% of hardware

hY

FortiConverter
25% of hardware

* FortiCare Premium is formerly 24x7
Support. Lower support price for Switches
and APs

** Response time for High Priority tickets
Available for ForiGate, FortiManager,
FortiAnalyzer, FortiSwitch, and FortiAP

Communication and
Surveillance

FortiFone
Robust IP Phones w/ HD Audio

with centralized management

FortiVoice
@ Integrated voice, chat,

conferencing management, and
fax with centralized

HDTV-quality surveillance cameras
for physical safety and security

E. FortiCamera

FortiRecorder
High-performance NVR
with Al-powered video

management software

@
()
*

Threat sharing w/ tech vendors

LN
¢
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A Technology and a Learning Partner

Fortinet NSE
Certification Program (FREE)

An 8-level training and assessment
program designed for customers,
partners, and employees

Free Public Network Security
Expert Training*

Fortinet has opened up our entire self-paced
catalogue of advanced Network Security Expert
training courses.

* Instructor-led courses, hands-on labs, and certifications are not included.

©PO00PO0O00O0O

Step
NSE 1
NSE 2
NSE 3
NSE 4
NSE 5
NSE 6
NSE 7

NSE 8

Level Objective
Security Associate
Security Associate
Security Associate
.................;.D.;.c;;ceSSional

Analyst

Specialist

I

=

AR
/

770,000+

CERTIFICATIONS

400+

ACADEMIES

20+

Education Outreach
partners

90+

COUNTRIES &
TERRITORIES

Figures as of Dec. 31, 2021

© Fortinet Inc. All Rights Reserved. 11



Fortinet Security Fabric e

industry’s highest-performing integrated
cybersecurity mesh platform

Product Matrix

Click on icons in this
document for additional
information

Secure Networking

®

Cloud Security

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiGate SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiExtender

Extend scalable and resilient LTE
and LAN connectivity

FortiAP
Protected LAN Edge deployments
with wireless connectivity

FortiSwitch

Deliver security, performance,
and manageable access to data

FortiNAC

Visibility, access control and
automated responses for all
networked devices

FortiProxy
Enforce internet, compliance and
granular application control

Fortilsolator
Maintain an "air-gap” between
browser and web content

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

ORIEG IR

v

S © 6D

FortiDDOS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP
Manage risk and compliance
through multi-cloud infrastructures

FortiDevSec
Continuous application security
testing in CI/CD pipelines

FortiWeb
Prevent web application attacks
against critical web assets

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during
Unexpected network downtime

FortiMail
Secure mail getaway to protect
against SPAM and virus attacks

FortiCASB

Prevent misconfigurations of SaaS
applications and meet compliance

FortiCNF

Offers enterprise-grade protection
on Amazon AWS, with inbound
and outbound traffic inspection
and insights

(==

i

Zero Trust Access

FortiSASE

Enforce dynamic network access
control and network segmentation

ZTNA Agent
Remote access, application
access, and risk reduction

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiGuest

Simplified guest access, BYOD,
and policy management
FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

Fortinet Brochure
Highlighting our broad,

integrated, and automated O,
solutions, quarterly

ol

(

Free Training
Fortinet is committed

to training over 1 million
people by 2025

Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiGate Cloud
Saas w/ zero touch deployment,
configuration, and management

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud

Deploy, manage and customize
LTE internet access

FNDN
Exclusive developer community for
access to advanced tools & scripts

Free Assessment FortiOS
Perform an assessment The Heart of the
in your network to validate Fortinet Security
your existing controls Fabric

FortiGuard Threat
Intelligence

Powered by FortiGuard Labs
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Threat Map

Open Ecosystem
The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOp Tools & Script

Fortinet & community-driven

Fabric API Integration

Partner-led

Extended Ecosystem

@ DH @ X0 b @ R

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR

Accelerate mitigation of evolving
threats and threat investigation

FortiEDR
Automated protection and
orchestrated incident response

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

FortiSandbox / FortiAl

Secure virtual runtime environment
to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR

Automated security operations,
analytics, and response

FortiTester
Network performance testing and
breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

Incident Response

Service
Digital forensic analysis, response,
containment, and guidance

Support & Mitigation
Services

FortiCare Essentials*
15% of hardware

FortiCare Premium*
20% of hardware

FortiCare Elite**

25% of hardware

hY

FortiConverter
25% of hardware

* FortiCare Premium is formerly 24x7
Support. Lower support price for Switches
and APs

** Response time for High Priority tickets
Available for ForiGate, FortiManager,
FortiAnalyzer, FortiSwitch, and FortiAP

Communication and
Surveillance

FortiFone
Robust IP Phones w/ HD Audio

with centralized management

FortiVoice
@ Integrated voice, chat,

conferencing management, and
fax with centralized

FortiCamera
HDTV-quality surveillance cameras
for physical safety and security

==l

FortiRecorder
High-performance NVR
with Al-powered video
management software

fhreatshaning wtech vendors © Fortinet Inc. All Rights Reserved. 12
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@ Dashboard )
Securlty Posture Identify configuration weaknesses and best practice violations in your deployment.
«» Network
B Policy & Objects Security Control Results 300 Report Details
& Security Profiles Reere 255.44
8 VPN 250
Last Ran 13 seconds ago
& User & Authentication
Endpoints 19
= WiFi & Switch Controller 02:30 PM 02:45 PM 03:00 PM 03:15PM 03:30 PM 03:45 PM 04:00 PM 04:15 PM
Trends ©
o i Grades ©
» q A High 255.44
¥y Security Fabric . . . . .
c Fabric Security Hardening ﬂ Firmware & Subscriptions 1 255.44
. ow E
Physical Topology u Audit Logging & Monitoring ﬂ Endpoint Management
Logical Topology @  Threat & Vulnerability Management [ F | FortiGuard Outbreak Detection Sl S
Security Rating
Search Q (i) PCl [ Export~ X All v
Automation m P
FaErCGEnneErars Security Control & Device ¢ Score % Result % Compliance # Admin Password Policy
External Connectors Endpoint Registration Bs (-30) ESBP EMO1.1 A password policy should be set up for system
8 @ m administrators.

Interfaces which are classified as "LAN" and are used by a policy should
have Security Fabric Connection enabled.

Lt Log & Report Category
FortiGuard loT Vulnerability = (-30) Unmet Dependencies FSBP EM03.1

loT devices shouldn't have any security vulnerabilities.

Asset Identity Center

Fabric Security Hardening (SH)

Recommendations

Valid HTTPS Certificate - Administrative GUI £ {-30) | Failed | FSBP SH03.1 Backup configuration before applying @
The administrative GUI should be using a valid and secure certificate.
e = 10 (M

Admin Password Policy = (EZ) -10 m FSBP SHO5.1 Enable a simple password policy for system

A password policy should be set up for system administrators. ac!mlnlstrators. BY default, the password policy
will enforce a minimum password length of 8
characters.

Admin Password Security == -10 Unmet Dependencies FSBP SHO5.2 Visit the following page(s) to remediate:
The password policy should enforce secure passwords.

System > Settings

100% € | Total Score: €10

F::RTINET
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L © Fortinet Inc. All Rights Reserved. 13



®

Dashboard Security Posture
Network Identify configuration weaknesses and best practice violations in your deployment.

Policy & Objects

Security Profiles 285.44

VPN 0.00 (0.00%) Since 2 hours ago
User & Authentication

WiFi & Switch Controller Bl Fabric Security Hardening

“ Audit Logging & Monitoring

n Threat & Vulnerability Management
Network Design & Policies

DB M@

9 Be

System

QO

Security Fabric

Physical Topology Firmware & Subscriptions
Endpoint Management

FortiGuard Outbreak Detection

Logical Topology
Security Rating

Automation

Fabric Connectors Fabric Coverage

EtenalCOanneetars Identify in your overall network, where Security Fabric can enhance visibility and control.
Asset Identity Center

il Log & Report ' 225.00

0.00 (0.00%) Since 2 hours ago

Firmware & Subscriptions

B

Audit Logging & Monitoring
Network Design & Policies

Threat & Vulnerability Management

'(, Optimization
Optimize your fabric deployment.

‘ 75.00

0.00 (0.00%) Since 2 hours ago

F=RTINET
amn
- .

Report Details

6 2hours, 27 minutes and 32 seconds ago

Endpoint Snapshot

@ 4 Generic
2= 3 Windows
X 2 FortiSwitch
0 1Tablet

(@) 1FortiAP

@ Topology Snapshot €@

@ Online Guides

& Relevant Documentation (%
@ Video Tutorials &'

%) Hot Questions at FortiAnswers

© Join the Discussion &'
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Fortinet Security Fabric e

industry’s highest-performing integrated
cybersecurity mesh platform

Product Matrix

Click on icons in this
document for additional
information

Secure Networking

®

Cloud Security

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiGate SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiExtender
Extend scalable and resilient LTE
and LAN connectivity

FortiAP
Protected LAN Edge deployments
with wireless connectivity

FortiSwitch

Deliver security, performance,
and manageable access to data

FortiNAC

Visibility, access control and
automated responses for all
networked devices

FortiProxy
Enforce internet, compliance and
granular application control

Fortilsolator
Maintain an "air-gap” between
browser and web content

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

ORIEG IR
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FortiDDOS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP
Manage risk and compliance
through multi-cloud infrastructures

FortiDevSec
Continuous application security
testing in CI/CD pipelines

FortiWeb
Prevent web application attacks
against critical web assets

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during
Unexpected network downtime

FortiMail
Secure mail getaway to protect
against SPAM and virus attacks

FortiCASB

Prevent misconfigurations of SaaS
applications and meet compliance

FortiCNF

Offers enterprise-grade protection
on Amazon AWS, with inbound
and outbound traffic inspection
and insights

Zero Trust Access

FortiSASE

Enforce dynamic network access
control and network segmentation
ZTNA Agent

Remote access, application
access, and risk reduction

Fortinet Brochure
Highlighting our broad,

integrated, and automated O,
solutions, quarterly

ol

(

Free Training
Fortinet is committed

to training over 1 million
people by 2025

Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

(===

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiGate Cloud
Saas w/ zero touch deployment,
configuration, and management

i

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiGuest

Simplified guest access, BYOD,
and policy management
FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud

Deploy, manage and customize
LTE internet access

FNDN
Exclusive developer community for
access to advanced tools & scripts

Free Assessment FortiOS
Perform an assessment The Heart of the
in your network to validate Fortinet Security
your existing controls Fabric

FortiGuard Threat
Intelligence

Powered by FortiGuard Labs
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Threat Map

Open Ecosystem
The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOp Tools & Script

Fortinet & community-driven

Fabric API Integration

Partner-led

Extended Ecosystem

@ DH @ X0 b @ R

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR

Accelerate mitigation of evolving
threats and threat investigation

FortiEDR
Automated protection and
orchestrated incident response

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

FortiSandbox / FortiAl

Secure virtual runtime environment
to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR

Automated security operations,
analytics, and response

FortiTester
Network performance testing and
breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

Incident Response

Service
Digital forensic analysis, response,
containment, and guidance

Support & Mitigation
Services

FortiCare Essentials*
15% of hardware

FortiCare Premium*
20% of hardware

FortiCare Elite**

25% of hardware

hY

FortiConverter
25% of hardware

* FortiCare Premium is formerly 24x7
Support. Lower support price for Switches
and APs

** Response time for High Priority tickets

Available for ForiGate, FortiManager,
FortiAnalyzer, FortiSwitch, and FortiAP

Communication and
Surveillance

FortiFone
Robust IP Phones w/ HD Audio

with centralized management

FortiVoice
@ Integrated voice, chat,

conferencing management, and
fax with centralized

FortiCamera
HDTV-quality surveillance cameras
for physical safety and security

==l

FortiRecorder
High-performance NVR
with Al-powered video
management software
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WARNING

rbay

This information system is the property of Fortinet.
Unauthorized or improper use of this system may result in administrative disciplinary action,
and/or civil charges/criminal penalties.
By continuing to use the system you indicate your awareness of and consent to these terms
and conditions of use. STOP IMMEDIATELY if you do not agree to the conditions stated in

this warning.
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Secure Networking

®

Cloud Security

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiGate SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiExtender
Extend scalable and resilient LTE
and LAN connectivity

FortiAP
Protected LAN Edge deployments
with wireless connectivity

FortiSwitch

Deliver security, performance,
and manageable access to data

FortiNAC

Visibility, access control and
automated responses for all
networked devices

FortiProxy
Enforce internet, compliance and
granular application control

Fortilsolator
Maintain an "air-gap” between
browser and web content

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

Zero Trust Access

FortiSASE
Enforce dynamic network access
control and network segmentation

FortiDDOS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP
Manage risk and compliance
through multi-cloud infrastructures

FortiDevSec
Continuous application security
testing in CI/CD pipelines

ZTNA Agent
Remote access, application
access, and risk reduction

Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

888+

FortiWeb
Prevent web application attacks
against critical web assets

(===

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiGate Cloud
Saas w/ zero touch deployment,
configuration, and management

v

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during
Unexpected network downtime

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiMail
Secure mail getaway to protect
against SPAM and virus attacks

i

FortiGuest

Simplified guest access, BYOD,
and policy management
FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud

Deploy, manage and customize
LTE internet access

FNDN
Exclusive developer community for
access to advanced tools & scripts

& ©Ho

FortiCASB

Prevent misconfigurations of SaaS
applications and meet compliance

FortiCNF

Offers enterprise-grade protection
on Amazon AWS, with inbound
and outbound traffic inspection
and insights

FortiGuard Threat
Intelligence

Powered by FortiGuard Labs
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Threat Map

Open Ecosystem
The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOp Tools & Script

Fortinet & community-driven

Fabric API Integration

Partner-led

Extended Ecosystem

@ DH @ X0 b @ REe

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR

Accelerate mitigation of evolving
threats and threat investigation

FortiEDR
Automated protection and
orchestrated incident response

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

FortiSandbox / FortiAl

Secure virtual runtime environment
to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR

Automated security operations,
analytics, and response

FortiTester
Network performance testing and
breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

Incident Response

Service
Digital forensic analysis, response,
containment, and guidance

Support & Mitigation
Services

FortiCare Essentials*
15% of hardware

FortiCare Premium*
20% of hardware

FortiCare Elite**

25% of hardware

hY

FortiConverter
25% of hardware

* FortiCare Premium is formerly 24x7
Support. Lower support price for Switches
and APs

** Response time for High Priority tickets

Available for ForiGate, FortiManager,
FortiAnalyzer, FortiSwitch, and FortiAP

Communication and
Surveillance

FortiFone
Robust IP Phones w/ HD Audio

with centralized management

FortiVoice
@ Integrated voice, chat,

conferencing management, and
fax with centralized

FortiCamera
HDTV-quality surveillance cameras
for physical safety and security

==l

FortiRecorder
High-performance NVR
with Al-powered video
management software
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APPLICATIONS

All

APPLICATION

@ Google Chrome Signed
@ Microsoft Office Unsigned
@ Microsoft Edge Signed
Apple ID Signed
@ Firefox Signed
® 107.01
® 112.0.1
® 108.0
® 107.0
® 540
Outlook Signed
FortiClient Signed
Microsoft OneDrive Signed
Microsoft Excel Signed
Microsoft Teams Signed
~ ADVANCED DATA
APPLICATION INFO
Application Description: Firefox
First Connection Time: 19-Nov-2022
Last Connection Time: 30-Nov-2022

Process Names:

VENDOR

Google

Microsoft Corporation
Microsoft Corporation
Apple

Mozilla Corporation

Microsoft Corporation
Fortinet Inc.

Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

YAdvanced Filter U Export v
REPUTATION VULNERABILITY
_ B ® Critical
_ S ® Critical
B ® Critical
Unknown ® Critical
— L @ Critical
I : ® Critical
- _E ® Critical

E ® Critical

. ® Critical

3] @ Critical
Unknown High
Unknown High
i : High
Unknown High

— j Medium

i \Device\HarddiskVolume3\Users\test1\AppData\Local\Temp\7zS4...
f \Device\HarddiskVolume3\Program Files\Mozilla Firefox\firefox.e...

And 2 more...

APPLICATION USAGE

No Collectors

Showing 1-10/139 » »I

FIRST SEEN

2022-11-18 15:12:38

2022-07-20 12:00:15

2022-07-18 19:43:02

2023-04-16 12:43:07

2022-08-03 22:39:59

2022-11-30 14:55:55

2023-04-20 20:03:13

2023-01-04 14:55:33

2022-11-19 19:54:39

2022-08-03 22:39:59

2023-04-15 18:40:48

2022-07-19 08:08:14

2022-07-19 08:06:02

2023-04-15 18:40:40

2023-04-15 22:42:31

LAST SEEN

2023-04-17 16:51:55

2023-05-16 10:37:54

2023-06-14 02:09:08

2023-04-16 12:43:07

2023-06-13 22:42:46

2022-12-09 08:55:52

2023-06-13 22:42:46

2023-01-23 06:55:47

2022-11-30 07:56:02

2022-11-19 19:46:44

2023-04-17 17:07:46

2023-01-19 14:53:49

2023-06-14 02:20:52

2023-04-17 17:15:41

2023-06-14 02:26:57

Search Application

VERSION DETAILS

Policies

Servers Policy FezRTINET

E MIG_Communication Control Policy

5 PK_APPCTRL

= Pk_Poc

E ROBIN_Communication Control Policy

Isolation Policy F::RTINET

Vulnerabilities

Total 94 CVEs

CVE-2023-34417
CVE-2023-34416
CVE-2023-32216
CVE-2023-29542
CVE-2023-25736
CVE-2023-37212
CVE-2023-37211

DESCRIPTIONS:
IP

93.184.220.29
34.120.208.123

2.16.2.73

More...

Critical (CVSS 3.0: 9.8, CVSS 2.0:
Critical (CVSS 3.0: 9.8, CVSS 2.0:
Critical (CVSS 3.0: 9.8, CVSS 2.0:
Critical (CVSS 3.0: 9.8, CVSS 2.0:
Critical (CVSS 3.0: 9.8, CVSS 2.0:
High  (CVSS 3.0: 8.8, CVSS 2.0:
High  (CVSS 3.0: 8.8, CVSS 2.0:

CONNECTION TIME

30-Nov-2022

30-Nov-2022

30-Nov-2022

= | Deny

Allow

=| Deny

= | Deny

=| Deny

= | Deny

Accc
polic

Accc
polic

Mant
Mant
Mant

Accc
polic

null)
null)
null)
null)
null)
null)

null)

LOCATION

Si= United King

= United Stat

B Czechia



DASHBOARD EVENT VIEWER 0 FORENSICS Vv COMMUNICATION CON

SECURITY SETTINGS Vv INVENTORY v ADMINISTRATION D)

C® simulation v admin v

Ciear Al Es C:]
x x
Event 10416 Event 10456
backdoor.exe backdoor.exe
::Addaceotlon Retrieve Remediate Isolale * Connect to Device BExport

Raw Data Items: All Selected | 1/1 ©)

DEVICE 0s

PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ SRV-WS-IS-A1 Windows Server 2019 ... backdoor.exe # Malicious Network Access 22-Aug-2023, 05:46:23 22-Aug-2023, 05:46:23 (%) i
RAW ID: 1298854625 Process Type: 64 bit Certificate: Unsigned Process Path: C:\inetpub\wwwroot\uploads\backdoor exe User: None

Count: 1

Event Graph

Writeadle Code
Process | — Process | — Process Network
php-cglexe cmd exe WMIC exe backdoor.exe

g + * @ Slock
r—ﬁi 5 Create r—o* 6 Create ‘ 7 Create * 8 Create * 9 9935]]98&10__"‘” PORTINET
—_— Procass ————— Process ——m
winp.exe

@0O®
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Bl
=-= DASHBOARD EVENT VIEWER 0 FORENSICS Vv COMMUNICATION CONTROL WV SECURITY SETTINGS Vv INVENTORY Vv

ADMINISTRATION @)

( :) Simulation v

admin Vv

Clear All G ‘

Event 10416 g Event 10456 3
backdoor.exe backdoor.exe
:: Add Exception »= Retrieve Remediate Isolate ¥ Connect to Device U Export Raw Data Items: All Selected | 11
DEVICE oS PROCESS CLASSIFICATION DESTINATION LAST SEEN
P @ SRV-WS-IS-A1 Windows Server 2019 ... backdoor.exe # Malicious Network Access 22-Aug-2023, 05:46:23 22-Aug-2023, 05:46:23 (7))
RAW ID: 1298854625 Process Type 64 bit Certificate: Unsigned Process Path: C:\inetpub\wwwroot\uploads\backdoor.exe User: None Count: 1
4

=

3

PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION

NETWORK ACCESS ATTEMPT
Process ID: 1280 (3) Company:
Source Process: ...ice\HarddiskVolume2\inetpub\wwwroot\uploads\backdoor.exe Description:
Target: NET ACCESS Version:
EXECUTABLE FILE NAME WRITABLE CERTIFICATE

] ® Main -\Device\HarddiskVolume2\inetpub'wwwrootiuploads\backdoor.exe No Unsigned
D \Device\HarddiskVolume2\Windows\System32\wininet.dll No Signed
D ® \Device\HarddiskVolume2\inetpub\wwwroot\wuploads\backdoor.exe Yes Unsigned
] \Device\HarddiskVolume2\inetpub\wwwroot\uploads\backdoor exe Yes Unsigned
D \Device\HarddiskVolume2\inetpub\wwwrootiuploads\backdoor.exe Yes Unsigned
> \Device\HarddiskVolume2\Windows\System32\kernel32.dll No Signed

Al R

H B

PARENT PROCESS CREATION PARENT PROCESS CREATION
Product:
Comments:
Command Line:
REPETITIONS BASE ADDRESS END ADDRESS
1 0x71f89dfe0000 0x71f89e4¢ 1000
4 0x140000000 0x140005000
1 0x140000000 0x140005000
1 0x140000000 0x140005000
1 0x7ff2b9600000 0x7fi8b96b3000

PARENT PROCESS CREATION PARENT PROCESS CREATION

NE

Process Hash (SHA-1):| § 895F3697804218CC4845BD552527D2ED38177955

Process Owner: This O—msTomal
Threat Hunting
HASH
| Add to Blocklist
805F360780421 e 77955 —

53BC6FAAAOBCC1E1E1F4AFES9229F 38E023D7FC6

895F3697804218CC4845BD552527D2ED38 177955

895F3697804218CC4845BD552527D2ED38177955

895F3697804218CC4845BD552527D2ED38177955

68A1D9FE214BA35D247D87DCDE61701EE2D38005

© Fortinet Inc. All Rights Reserved.
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Fortinet Security Fabric e

industry’s highest-performing integrated
cybersecurity mesh platform

Product Matrix

Click on icons in this
document for additional
information

Secure Networking

®

Cloud Security

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiGate SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiExtender

Extend scalable and resilient LTE
and LAN connectivity

FortiAP

Protected LAN Edge deployments
with wireless connectivity

FortiSwitch
Deliver security, performance,
and manageable access to data

FortiNAC

Visibility, access control and
automated responses for all
networked devices
FortiProxy

Enforce internet, compliance and
granular application control

Fortilsolator

Maintain an "air-gap” between
browser and web content

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

2 | &&

Zero Trust Access

FortiSASE
Enforce dynamic network access
control and network segmentation

FortiDDOS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP
Manage risk and compliance
through multi-cloud infrastructures

FortiDevSec

Continuous application security
testing in CI/CD pipelines

o
KJ

&

ZTNA Agent
Remote access, application
access, and risk reduction

Fortinet Brochure
Highlighting our broad,

integrated, and automated O/
solutions, quarterly

ol

(

Free Training
Fortinet is committed

to training over 1 million
people by 2025

Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

|8 &+

FortiWeb

Prevent web application attacks
against critical web assets

v

(===

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiGate Cloud
Saas w/ zero touch deployment,
configuration, and management

v

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during
Unexpected network downtime

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiGuest
Simplified guest access, BYOD,
and policy management

FortiMail
Secure mail getaway to protect
against SPAM and virus attacks

fik| ¥t

FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud

Deploy, manage and customize
LTE internet access

FNDN
Exclusive developer community for
access to advanced tools & scripts

Free Assessment FortiOS
Perform an assessment The Heart of the
in your network to validate Fortinet Security
your existing controls Fabric

& ©[H[D

FortiCASB
Prevent misconfigurations of SaaS
applications and meet compliance

FortiCNF

Offers enterprise-grade protection
on Amazon AWS, with inbound
and outbound traffic inspection
and insights

FortiGuard Threat
Intelligence

Powered by FortiGuard Labs

A
G
N\

Threat Map

Open Ecosystem
The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOp Tools & Script

Fortinet & community-driven

Fabric API Integration

Partner-led

@ DHE @ X0 b @6 R

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR

Accelerate mitigation of evolving
threats and threat investigation

FortiEDR

Automated protection and
orchestrated incident response

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

FortiSandbox / FortiAl
Secure virtual runtime environment
to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR

Automated security operations,
analytics, and response

FortiTester
Network performance testing and
breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

Incident Response

Service
Digital forensic analysis, response,
containment, and guidance

Support & Mitigation
Services

FortiCare Essentials*
15% of hardware

FortiCare Premium*
20% of hardware

FortiCare Elite**

25% of hardware

hY

FortiConverter
25% of hardware

* FortiCare Premium is formerly 24x7
Support. Lower support price for Switches
and APs

** Response time for High Priority tickets
Available for ForiGate, FortiManager,
FortiAnalyzer, FortiSwitch, and FortiAP

Communication and
Surveillance

FortiFone
Robust IP Phones w/ HD Audio

with centralized management

FortiVoice
@ Integrated voice, chat,

conferencing management, and
fax with centralized

FortiCamera
HDTV-quality surveillance cameras
for physical safety and security

==l

FortiRecorder
High-performance NVR
with Al-powered video
management software

Extended Ecosystem

amR Threat sharing w/ tech vendors
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75% of large organizations are
actively pursuing a vendor
consolidation strategy

Primary Reasons Organizations are
Pursuing Security Vendor Consolidation:

Increase efficacy by integrating Increase effectiveness by allowing
multiple components broader reach and visibility

Easier management by reducing Cost/budgeting/to

the number of separate tools save money

Gartner
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