F::RTINET

Splnuje vase zabezpeceni
emailové komunikace ochranné
opatieni NUKIB?



Jak spolu komunikuji emailove servery?

SMTP

Simple Mail Transfer Protocol




N
Byla emailova komunikace navrzena jako bezpecna?

C: HELO relay.example.com

C: MAIL FROM:bob@examPle.com

C: RCPT TO:alice@examPle.com

C: DATA

C: From: "Bob Example" bob@example.com
C: To: Alice Example alice(@example.com
C: Date: Tue, 29 Jan 2024 16:02:43 -0500
C: Subject: Test message

C:

C: Hello Alice.

C: This is a test.

C: .

S: 250 Ok: queued as 12345

C: QUIT
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Ochranné opatieni NUKIB

Ochranné opatreni Metodika

https://nukib.gov.cz/download/uredni deska/2021-10-08 OchranneOpatreni final.pdf

https://nukib.gov.cz/download/uredni deska/2021-10-08 Metodika final.pdf

e

NUKIB

Ndrodni urad
pro kybernetickou
a informacni
bezpecnost

© Fortinet Inc. All Rights Reserved. 4


https://nukib.gov.cz/download/uredni_deska/2021-10-08_OchranneOpatreni_final.pdf
https://nukib.gov.cz/download/uredni_deska/2021-10-08_Metodika_final.pdf

Koho se tyka?

Organy a osoby uvedene v § 3 pism. c) az f) zakona o kybernetické bezpecnosti
(€. 181/2014 Sb)

c) spravce a provozovatel informacniho systému kritické informacni infrastruktury,

d) spravce a provozovatel komunikacniho systému kritické informacni infrastruktury,

e) spravce a provozovatel vyznamného informacniho systemu,

f) spravce a provozovatel informacniho systému zdakladni sluzby, pokud nejsou spravcem

nebo provozovatelem podle pismene c) nebo d),




Co se po nas chce?

é ifrovani (STARTTLS)
SPF (sender poticy Framework
DKIM (pomainkeys identified mai)
DMARC (pomain-based Message Authentication Reporting and Conformance)

DAN E (DNS-based Authentication of Named Entities)
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Jak zjistim, zda splnuji pozadavky?

Bez odpovédi na email S odpoveédi na email

https://internet.nl/test-mail/
https://mecsa.jrc.ec.europa.eu/en/



https://internet.nl/test-mail/
https://mecsa.jrc.ec.europa.eu/en/

Secure Networking
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Jak nam muze pomoci Fortinet?

Universal SASE
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Security Operations

FortiEDR/XDR
EDR/XDR
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FortiDeceptor
Deception
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FortiRecon
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FortiAnalyzer
Analytics

PUS

FortiSIEM
SIEM

&

FortiSOAR
SOAR

£,

FortiSandbox
Sandbox

®
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FortiMail
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Jak nam muze pomoci Fortinet?

F:=RTINET.

FortiMail: SECURE EMAIL GATEWAY




Skalovatelné feseni pro kazdého zakaznika

vmware == Hyper-V ;W-KVM

CITRIX
XeﬁServer amazon - Microsoft Azure
web services™

&

Hardware Appliances Virtual Appliances SaaS
* 5 modelu 6 VM modelu « Gateway nebo Server mod
» Filter 50k az 3.5m « CPU- and Domain- « Standard nebo Premium
zprav za hodinu based » Per uzivatel Per rok
» Podpora 10GE » Dozivotni licence

» Subscription
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FortiMail baliky

Antispam Service

- Sender IP ratings

+ Embedded URL
ratings

- Content-based
hashes for spam
and phishing

camia‘ns

Antivirus Service

+ One-to-many
signatures

» Heuristic rules

* Emulation

- Decrypting/
Unpacking

Outbreak
Prevention

* Pre-signature
intelligence

+ Covers emerging
spam and malware
campaigns

- Leverages new

FortiSandbox
Cloud

FortiSandbox
hosted by Fortinet

Includes prefiltering,
emulation and full
instrumented
analysis

Subscription-based

No separate
sandbox required

U

Content Disarm and
Reconstruction

* Removes high risk
active content

» Supports Microsoft
Office and Adobe

+ Can be applied by

user, group or policy

+ Original documents
can be retained and
restored

N

“»

Click Protect

» Dynamic reputation

query

* Determines rating
at the time of user
click

+ ldentifies recently
compromised sites
changed shortly
after campaigns
are launched

Q&

Impersonation
Analysis

Identifies spoofed
email

Dynamically builds
protections for
common email
addresses

Complements
sender
authentication




Microsoft 365 - Exchange online — APl ochrana

Fortimail
DNS MX
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Integrace v ramci Fortinet Security Fabric
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High marks in performance across 3rd party testers —

D D

VERIFIED 100
virusbtn.com virusbtn.com
99.90% 100%
Spam Catch Rate Malware Detected
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CTAP - zhodnoceni emailového zabezpeceni

FZERTINET
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