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NEIGHBORHOODS

Thrill Island
Surfside™

The Hideaway
Central Park®

Chill Island**
AquaDome

Royal Promenade
Suite Neighborhood
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*Images and messaging for Icon of the Seas™ reflect current design concepts and may include artistic renderings and images of other class ships. Features, experiences and itineraries are subject to change without notice.

© 2024 SPLUNK INC.

ICONIC THRILLS
9. Category 6 Waterpark
10. Crown's Edge

11 FlowRider®

12. Sports Court & Rock Wall
13. Lost Dunes Mini Golf

ICONIC STAYS

14. Ultimate Family Townhouse

THIS IS MORE THAN A
IT'S THE BEST FAMILY VACATION IN THE WORLD

ICONIC CHILLS ICONIC WOW'S T 6 ‘ P D2

15. Hideaway Pool 23. AquaDome™ & AquaTheater -

16. Royal Bay** Pool 24, Absolute Zero™ ), e B A &~ "7 N ——
17. The Cove®™ Pool 25. Royal Theater (. = -
18. Cloud 17"

19. Swim & Tonic**

20. Water's Edge & Splashaway Bay DINING

21. The Grove at Suite Sundeck 26. Dining Room

22. The Lime and Coconut® 27. Windjammer Marketplace



Splunk je sz"Jsob jak z tohoto

€c2-user®@ip-172-31-53-37 C2-user@ip-172-31-53-37:= — ssh -A ec2-user@ec2-52-200-88-71.compute-1.amazonaws.com
16/05/13 02:18:38 INFO VarnCllentSchedulerBackend Apphcatmn application_ 1463116466848 0001 has st

16/05/13 02:18:38 INFO NettyBlockTransferService: Server created on 40966

16/05/13 02:18:38 INFO BlockManagerMaster: Trying to register BlockManager I_O S

16/05/13 02:18:38 INFO BlockManagerMasterActor: Registering block manager ip-172-31-53-37.ec2.intern

ockManagerId(<driver>, ip-172-31-53-37.ec2.internal, 40966)

16/05/13 02:18:38 INFO BlockManagerMaster: Registered BlockManager

16/05/13 02:18:49 INFO YarnClientSchedulerBackend: Registered executor: Actor[akka.tcp://sparkExecut

1:48332/user/Executor#550272631] with ID 1

16/05/13 02:18:49 INFO YarnClientSchedulerBackend: Registered executor: Actor[akka.tcp://sparkExecut B . B

1:38382/user/Executor#-1365854750] with ID 2 git.cloudron.io (GitLab) > < Download
16/05/13 02:18:49 INFO YarnClientSchedulerBackend: SchedulerBackend is ready for scheduling beginnin
esourcesRatio: 0.8

16/05/13 02:18:49 INFO SparkILoop: Created spark context..

C U DU WA H . . .
26/05/13 03118749 TNFO BlockanageriasterActor: Registering block manager ip-172-31-5341.ec2. intern IEIBEIECEELEE RN IR [16/Aug/2017 16:30:51 +0000] "GET / HTTP/1.1" 302 103 "-" "node-superagent/1.8.5"
?é%gyigcgé?;:}:A;DEaZg_g{;;:;éggzﬁézig:zilér?Yfii:istermg block manager ip-172-31-53-42.ec2.intern Aug 16 16 : 30 : 55 172 - 18 * 0 N 1 - [16/Aug/2017 . 1 0 : 55 +0000] "GET /(:1OUd ron/box/commlt

%%z??ge;q;g:Aéoiézg—g;;i;ﬁség;z&ig;zga;lsizﬁén AR /a7140412c48af5a54f6fdcd96b7e2ae62f6f7b4a?view=inline HTTP/1.1" 200 52972 "-" "Mozilla/5.0 (compatible; AhrefsBot/5.2
SQL contexllavz;xlable as sql[onle;t. " +http H //ah rEfS . COm/ rObOt/) !

scala> exit Aug 16 16:30:59 172.18.0.1 - - [16/Aug/2017:16:30:59 +0000] "GET /cloudron/box/milestones.json HTTP/1.1" 200 465

warning: there were 1 deprecation warning(s); re-run with -deprecation for details "htt ps: //glt .cloudron. iO/ClOUd ron/box/issues/new?isSue%SBaS Signeeiid‘%SD:&issue%SBmilestoneiid%SDf' “Mozilla/S .0 (Xll,
}gggg;iifﬂ:??:ﬂ INFO YarnExtensionServices: In shutdown hook for org.apache.spark.scheduler.cluste LinUX X86764, rv: 57 . 0) Geck0/20100101 Firefox/57 . 0"

16/05/13 02:22:34 INFO YarnHistoryService: Shutting down: pushing out @ events Aug 16 16-30-59 1721801 - - [16/Aug/2017-16-30-59 +0000] "GET /Cloud ron/box/blob

16/05/13 02:22:34 INFO YarnHistoryService: Event handler thread stopping the service

16/05/13 02:22:34 INFO YarnHistoryService: Stopping dequeue service, final queue size is @ /9b6€6dc7091ef49e17021a779d499047c7be4ed6/CHANGES HTTP/1.1" 200 21105 "-" "Mozilla/S o (compatible; SemrushBot/l . 2"‘b1;

16/05/13 02:22:34 INFO YarnHistoryService: Stopped: Service History Service in state History Service . n
72-31-53-39.ec2.internal:8188/ws/v1l/timeline/; bonded to ATS=false; listening=true; batchSize=3; flu +http " //WWW - SemrUSh - com/bot - html)

=0; total number queued=51, processed=6; post failures=0; AUg 16 16:30:59 172.18.0.1 - - [16/AU9/201716 30:59 +0000] "GET /cloudron/box/blob

. I /37185fc4d59884163a6€c392426b182334821d94/src/clients.js HTTP/1.1" 200 20994 "-" "Mozilla/5.0 (compatible;
hw/wmsgate/m 67,99, 11=earthl. epa.gov=210=/usr1/comaill AhrefsBot/5.2; +http://ahrefs.com/robot/)"

T 28 1 feze i oM Aug 16 16:31:02 172.18.0.1 - - [16/Aug/2017:16:31:02 +0000] "GET /cloudron/box/labels json HTTP/1.1" 200 2121

Jun 24 13:45: 5 www-c8.proxy.aol.con ll "https://git.cloudron.io/cloudron/box/issues/new?issue%5Bassignee id%5D=&issue%5Bmilestone id%5D=" "Mozilla/5.0 (X11;
S0 o TR . bettong.client.uq.oz. | jnx x86 64; rv:57.0) Gecko/20100101 Firefox/57.0"

Jun 24 13: User Load (1.

"users". , 111 Aug 16 16:31:03 172.18.0.1 - - [16/Aug/2017:16:31:03 +0000] "GET / HTTP/1.1" 302 103 "-" "node-superagent/1.8.5"
Jun 24 B ELvAd ms) SEL Ayg 16 16:31:04 172.18.0.1 - - [16/Aug/2017:16:31:04 +0000] "GET /cloudron/tiddlywiki-app/merge requests HTTP/1.1" 200
d6e? . 20776 "-" "Mozilla/5.0 (compatible; AhrefsBot/5.2; +http://ahrefs. com/robot/)"

i 24 13:54: 14 forusieivia rz coluch i Product Lood l Aug 16 16:31:05 172.18.0.1 - - [16/Aug/2017:16:31:05 +00 Qs 7  EECee
Jum 24 13:54114 farn-trivia-7 Jeer 1oad 1| /730b3528F4c5ad121efd781a6462555dce618870/10g0.png HTTP/: -

+http://ahrefs.com/robot/)" Known
:14 farm- a SELH o I

:14 farm-tr method=GET path=/a/ format=html controller=rails_admin/main action=dashboard status=200@
duration=35.71 view=20.85 db=6.39 remote_ip=23.252.53.179 user_id=1 params={}
Jun 24 13:54:16 farm-trivia at=info method=GET path="/a/product?_pjax=%5Bdata-pjax-container¥5D" host=farm-trivia- cs i Lec WP —C Le 1 - - g-ropacity-18.png
72.herokuapp.com request_id=4e7f806e-63b2-493a-88d4-ecBebab5f0a6 fwd="23.252.53.179" dyno=web.l connect=3ms service=102ms status=20@ null
bytes=17350 HTTP-1.1
Jun 24 13:54:16 farm-tr 2 Product Load (1.7ms) SELECT “products”.* FROM "products” ORDER BY products.id
desc LIMIT 2@ OFFSET @
16 fan r 7l $1 ORDER BY
3pm yesterday X Seek To
method=GE| & Au 3t 3:00 PM - ( ndex status=200
dur'ntwnsTG 99 v1ew-64 ?8 db=4.18 remote_ip=23.25| b1 _name"=>"product"}

Jun 24 13:57: c Accepted publi
1 pam_unix(sshd:

Search

N ALEF
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Key Features Dashboards Pivot Reports Alerts Search

Vehicle Anomalies

# of Vehicles Avg Speed Avg RPMs
2 9 Compared ta last minute
liaiogryp il
VY
Create Anomaly Summary using "... | y" over All Time
1st_quartile 3rd_quartile max_logprob
-30.389393 -28.487162 22220707

engineCoolantTemperature engineSpeed log_event_prob max_freq probable_cause
842 6928 39.7675 0.00684 engineSpeed
1328 6855 39.7159 0.20644 speed
698 6976 -39.5551 0.07056 engineCoolantTemperature
69.8 8161 -39.3043 0.00684 engineSpeed
1ma 7204 -39.6749 0.07056 engineCoolantTemperature
Select a Data Point to Chart Select a Statistical Function Time Interval
Coolant Temperature & |~ Max Q|- 30s Q|

Timechart of Data Points

300

200 .o m 5 ﬁ
"

8:00 PM
FriJul 17
2015

10:00 PM

~ ALEF

3,519

Compared to last 5 minutes
e

M

min_logprob
-40.210439

probable_cause_freq
0.00001
0.00049
0.00010
0.00001
0.00009

12:00 AM
Sat Jul 18

Splunk 6.3 Overview

Edit v | Morenfo v i | &

Avg Coalant Temperature

splunk>  App: Operational Intelligence Administrator Settings Find
Home  ExecutiveView  Application Delivery ~  IT Operaions v Security v BusinessAnalytics v Infemetof Things v  Search  Other Operational Intelligence
num_anomalies
9 Ol Demo Executive View Edt v | Moreinfo~ || L | &
Application Delivery Operational Intelligence Carousel IT Operations
speed © | timestamp Failed Transactions ~ Security Events ~ WebStore Map ~ Gustomer Sentiment  Gurrent Weather
102 2015-07-18T15:13:05.000
102 2015-07-18T14:06:29.0004 WebStore Activity <imaga i)
1 E 23 -— - *
03 _2015-07-18T14:04:23.0004 DEVELOPMENT OPS PERFORMANCE . RESOURCES sLA APPLICATIONS
91 201507-18T14:04:20.0004 *
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10,000 S ° Y
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Yy Y Q p 50
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10 * 2:38PM 2:52 PM 3:06 PM 3:20PMm 334 pPMm 348 PM
. - ° Thu Apr 16
3.4 36 38 “ 42 Exs 46 * Y 2015
Request/Latency by App Version SLA Infractions
e L]
Qs iD
ey
MT s e . . . .
- " Security Business Analytics Internet of Things
. ab =] \} <o Y |
200 A AUTHENTICATION NOTABLE EVENTS NETWORK SUSINESS PROCESS CUSTOMER EXP REVENUE
HVAC #1 HVAC #2
1,000
4,000
3,000 A

2:40 PM 2:50 PM 3:00 PM 310 PM™ 320 PM 3:30PM 2:40 PM 2:50 PM 3:00 PM 3:10 PM 3:20 M 3:30 PM |

Thu Apr 16 Thu Apr 16 2.80PM 250PM 3.00PM 3:10PM 320 M

2015 2015 Thu Apr 16

2015

)
0

Compared to last 5 minutes

Notable Event History

Potential Lost Revenue Ml Revenue

Server Room Power Usage (watts)



Digital Resilience = Security + Observabillity

>
gecurity b Observability
5

Detect | Investigate | Respond

Powered by Splunk Al

APIs | Integrations | Models | Visualizationg

Third-Party Tools Custom & Third-Party

Manage | Search | Federate | Amoﬂlate Apps/ Services
Events | Logs | Metrics | Traces
Public Clouds f B > Devices
On-Prem Private Clouds
Data Centers

~ ALEF



Cisco & Splunk & ALEF

» Vice nez 30 let zkuSenosti s Ciscem | |

« Témér 10 let zkuSenosti se Splunkem gt

« Jeden z nejvétSich tymu Splunk v regionu CEE/SEE x ALEF E’érstﬁe?

* Nejvyssi (Elite) status v ramci SELL i MANAGE motions

* NejlepSi pomér ceny a hodnoty reSeni

» Spoluprace s nasim tymem bezpednostnich expertu (certifikovano NATO) a tymem pro Observabilitu (Cisco AppD)

« Vlastni produkty zalozené na Splunku (napf. Alef SIEM Essential) zaméfené na malé a stredni podniky

splunk> splunk>
Partnerverse Partnerverse

Security Observability Finamncial
Solutions Solutions Services

~ ALEF



Nasi klienti

jonickd Zachrany g,
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~ ALEF



Moderni SOC zalozeny na unifikovane TDIR platforme

Flexible <
Deployment
Models

~ ALEF

Threat Detection
Static | Dynamic (ML) | Pre-Built |
Custom | Authoring

Unified Worksurface

Workflows | Case Management | Dashboards

Investigation Response
Alert Driven | Risk Based | Hunting | Enrichment | Automation |
Integrated Analysis Orchestration | Playbooks
»  True
Multi-
GenAl for SecOps Vendor

Summarization | Natural Language Search | Investigation | Reporting

Common Services
Assets & ldentities | Threat Intelligence | Risk

Data Access & Management
Filter | Mask | Route | Federation

v v v

Events Alerts Telemetry



Splunk TDIR portfolio

~ ALEF
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Unified threat detection,

-------------- investigation, and response el
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.
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Security content & Threat research

Splunk i Splunk
Attack Analyzer SOAR

Splunk Enterprise Security
SIEM / Security analytics

Third-party Cisco User/
tools Cloud/
Breach/XDR

Splunk Platform
Unified data platform

Talos Networking IT/OT Applications

Data centers




Integrace v oblasti bezpecnosti

Splunk Enterprise Security +
Cisco XDR

Splunk + Cisco Talos
Threat Intelligence

Obohaceni dat o Threat Intelligence
informace

Urychleni vysetrovani a reakce

~ ALEF
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Splunk Add-on
for Talos

Response Mode Time User Status

| |
I n te I I Ig e n Ce I Talc:-s NDTE b|E Enrichment E I adhoc 2024-06-24T21:16:31+0000 admin @ success

Motable [ saved 2024-06-24T21:16:04+0000 admin @ success

® Out-of-the-box adaptive response

action Jun 24, 2024 9:16 PM Splunk Add-On for Talos Intelligence

; . Observable: https://ilo.brenz.pl
® DOStuPne zdarma pro VseChny Threat Level: Untrusted

uzivatele Splunk SIEM Threat Categories: Malware

Malware Description: Malicious file (attached or linked).

) Bohat\'/ zdroj informaci o mnoZstvi Threat Categories: Malicious Sites

loC

Malicious Sites Description: Sites exhibiting malicious behavior that do not necessarily f
it into another, more granular, threat category.

Acceptable Use Policy Categories: Illegal Activities

Illegal Activities Description: Promoting crime, such as stealing, fraud, illegally access
ing telephone networks; computer viruses; terrorism, bombs, and anarchy; websites depictin
g murder and suicide as well as explaining ways to commit them.

~ ALEF T —— 12



Talos Threat

Resources Analyzed

u
I r] t e I I I e n C e f O r @ https://dana-kaget-clik-claiminkdanaid myid/
Summary Task Results  Normalized Forensics
© Consolidated [ 100 |
0 https:/ - -clik-claim. my.i
https://dana-kaget-clik-claim.... DL https://dana-kaget-clik-claim.linkdanaid.my.id/
Title <no title>
© Web Analyzer m y'S a§

Domain linkdanaid.my.id (registerad 1¢

An a I yze r © URL Reputation 100 —

Signature / Alert

® Automaticka integrace do Splunk
Attack Analyzeru — neni nutna
zadna uzivatelska akce

> Talos Intelligence detected the url as being untrusted.

N , URL Reputation Results
® Obohacuje ziskand data o

reputacni skore (URL, soubory
apod.)

Service Additional Details
Urlscan.io 100 latest scan: 6/9/2024.9:41:50 PM

URLVoid

Talos  Untrusted Threat Categories:

Malicious Sites

N ALEF Phishing 1




Talos Intelligence Connector for SOAR

® Out-of-the-box konektor pro
Splunk SOAR

I.Lll_.llr': _:__F.:-

testtalos4_clone

user initiated url reputation action Talos Intelligence
® Dostupné zdarma pro viechny -
v Completed Theeat levels: Untrusted, Theeat categonies: {Malware”: ‘Malicious file (attached or link url = https /o brenz pl
u i |Vat el e S pl u n k SOA R ed)’, 'Malicious Sites". 'Sites exhibiting malicious behavior that do not necessarily fit in

to another, more granular, threat category.), Acceptable use policy categories: {'lllegal
Activities”. ‘Promoting crime, such as stealing, fraud, illegally accessing telephone net
works; computer viruses; terrc bombs, and anarchy, websstes depicting murder

. Integruje Ta|OS th reat inte"igence and suicide as well as explaining ways to commit them.)
primo do incident response
workflow

TaLos

https/io brenzpl Malware, Malicious Sites Hegal Activities

N ALEF ”



NIS2 pozadavky

Detekce kybernetickych bezpecnostnich udalosti

Hlaseni kybernetickych bezpecnostnich udalosti
- Do 24 hodin (véasné varovani)

- Do 72 hodin (prvotni posouzeni)

- Vy$Si rezim - vSechny incidenty

- Niz8i rezim - pouze vyznamne incidenty
Reseni kybernetickych bezpeénostnich udalosti

~ ALEF
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NIS2 a Splunk

Splunk Enterprise Security
Splunk UBA

Splunk Threat Research and
Content Update

Detekce incidentu

Splunk Enterprise Security
VySetfovani, hlaseni incidentu Splunk Attack Analyzer
Splunk SOAR
Splunk Enterprise Security
Splunk SOAR

Reseni incident

~ ALEF

16



Splunk observabilita

/77 N\

@

Celkovy prehled o
funkénosti infrastruktury
bez ohledu na prostredi a
pouzité aplikace

~ ALEF

/77 N\

Ry

Vcasna detekce &
rychlé vysetrovani
problému, vedoucich k
naruseni funkénosti

7~ N\

iy

Efektivnejsi kontrola
dat a nakladu

17



Uceleny prehled o
stavu cele
infrastruktury

~ ALEF

Unified visibility and real-time
troubleshooting across any environment

--------
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---------
,,,,,,,
.......
-----
. ‘.
-----
. .
i ‘.
.

sann
SessannesnEveet

ApPpDynamics ‘" | Observability Cloud

For hybri ents

d ang three-tier environments P é For cloud-native environm

Splunk Platform
Unified data platform

- .
. .
. .
. a0
.......
. ..

. .
......
........
........
...........
.............
............................
......................................................

ThousandEye Networking Third-party Clouds Devices Data centers  Applications
s tools

18



Cisco + Splunk integrace v observabilite

AppDynamics +
Splunk Platform

Rychly a spolehlivy
troubleshooting

Integrace logti ze Splunk Platform do
AppDynamics pro ziskani kompletniho
prehledu o problému, urychleni jeho
vySetreni a nalezeni priciny

~ ALEF

AppDynamics
+
Observability
Cloud

Integrovany dohled nad
heterogennim prostredim

Integrace AppDynamics & Splunk
Observability Cloud pro integrovany dohled
nad heterogennim prostredim, které
zahrnuje tradicni i cloudové aplikace

AppDynamics +
IT Service
Intelligence

End-to-end prehled o
stavu IT infrastruktury

Integrace alert( & sitové telemetrie z
AppDynamics do Splunk IT Service
Intelligence - zvysSeni relevance alertl &
vazba mezi stavem IT a funkcnosti

19
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