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Sluzba Threat Intelligence vam pomuze odhalit hrozby

driv, nez uderi:

» Sledujeme, co se o vas Sifi na Deep & Dark Webu. )
» Varujeme pred planovanymi Gtoky na vasi nemocnici.
» Kontext k hrozbam — kdo, co, proc a jak.

» Doporucime konkrétni kroky k obra
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ProcC je zdravotnictvi tercem?

* Kyberutoky narustaji, i na nemocnice

* Citliva data, nepretrzity provoz, omezené

IT zdroje

* Pro utocniky je to 'mekky cil a zajimavy cil
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Nebezpeci, které nevidime . ..
Co o vas vi utocnik driv,

nez vubec uvidime naznaky utoku?

* Data mohou byt prodavana na dark webu
 Utoky nezatinaji Utokem, ale vyzvédnou ¢innosti

* Priprava utoku trva tydny

6 WWW.i.CZ J



ICZ

Threat Intelligence

1. Véasné varovani pred hrozbami

Platforma sbirad obrovské mnozstvi dat z otevienych zdroju
(OSINT), dark webu, for hackeru, socialnich siti a internich
bezpecnostnich kanald.

Diky tomu firma dostane upozornéni na nové zranitelnosti,
utoky nebo uniky dat jeste driv, nez se stihnou rozsirit.

2. Prevence proti kyberutokim

Pomaha identifikovat, které konkrétni hrozby jsou pro vasi
firmu nejrelevantnéjsi.

Umoznuje zamerit obranu na nejkritictéjsi oblasti a
zranitelnosti.
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Threat Intelligence

3. Analyza unikl a kompromitovanych dat

Platforma monitoruje, jestli neunikly prihlasovaci udaje
nebo firemni data na dark webu nebo v dlozistich unikda.
Muze tak pomoci odhalit napfiklad aniky e-mailovych
adres, hesel nebo citlivych dokumentu.

4. Zrychleni reakce na incidenty

Integruje se s nastroji pro spravu incidentl (napfr. SIEM,
SOAR) a pomaha automatizovat reakce na bezpecnostni
incidenty.

Bezpecnostni tym tak muze rychleji zjistit, co se déje, a
spravne zareagovat.
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5. Podpora rozhodovani vedeni

Poskytuje strategické reporty a analyzy, které pomahaji
vedeni firmy pochopit aktualni rizika a spravné investovat
do kybernetické ochrany.

6. Soulad s predpisy a compliance

Pomaha splnit bezpecnostni pozadavky regulaci (napr. NIS2,
GDPR), protoze umoznuje efektivni sledovani a
dokumentaci hrozeb.
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Vulnerability Exposures
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Vulnerability Exposures

Vulnerability Exposures

Q, Search Vulnerabilities or Assets

Vulnerabilities

CVE-2024-39573

CVE-2024-38473

CVE-2024-38472

CVE-2023-38709

35

37

40

38

CVE-2024-38475 e 77

CVE-2024-9143
CVE-2023-5363
CVE-2025-1219
CVE-2024-36387

CVE-2024-24795
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Assets

Technologies

Apache Software Foundation Apache HTTP Server 2.4.57

Apache Software Foundation Apache HTTP Server 2.4.57

Apache Software Foundation Apache HTTP Server 2.4.57

Apache Software Foundation Apache HTTP Server 2.4.57

Apache Software Foundation Apache HTTP Server 2.4.57

OpenSSL 3.07

OpenSSL 3.0.7

PHP 8.1.27

Apache Software Foundation Apache HTTP Server 2.4.57

Apache Software Foundation Apache HTTP Server 2.4.57
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o Export As CSV

Last Observed
Mar 29, 2025
Mar 28, 2025
Mar 28, 2025
Mar 28, 2025
Mar 28, 2025
Apr 17, 2025
Apr 17, 2025
Apr 15, 2025
Mar 29, 2025

Mar 28, 2025
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I Prihlasovaci udaje
na Dark webu

email password documentTitle documentPublishDate
vasakj@nemocnice.cz A *Hx HkRExERx IMalware Logs 7236-7257 | Part 1  |2025-04-09T11:00:26.000Z
lekarna@nemocnice.cz PDH** *****x %% Anri| 2025 Combo Lists | Part 39 2025-04-06T00:00:00.000Z
slavicekl@nemocnice.cz 582 #x# dkxAx*x 1April 2025 Combo Lists | Part 39 2025-04-06T00:00:00.000Z
bratrankovav@nemocnice.cz |175********** IFabryary 2025 Combo Lists | Part 2 [2025-03-19T00:00:00.000Z
vanekm@nemocnice.cz YRk kR Ak *EE Malware Logs 4561 2025-02-23T16:03:25.000Z
kucerovao@nemocnice.cz Sk AdA AR EEX ] Malware Logs 671 2025-1-13T15:58:57.109Z
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I Phishing Detections
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Recorded Future Phishing Detections

Infrastructure Analysis
I Recorded Future Phishing Detection analysis of https://illegaladboosters-pi.vercel.app/zL20vMDFjcjldentry
APR =ttu&g_ep=EgoyMDI1IMDM on April 11, 2025
1 1 “https:/fillegaladboosters-pi.vercel.app/zL20vMDFjcjldentry=ttud&g_ep=EgoyMDITMDM was reported as phi
2025 shing impersonating facebook on April 11, 2025.”

Source Recorded Future Phishing Detection on Apr 11, 2025, 02:451+ reference

Infrastructure Analysis
I Recorded Future Phishing Detection analysis of https://trackinfringementfunnelboost.vercel.app/get_help o
APR n April 08, 2025
8 “https:/ftrackinfringementfunnelboost.vercel.app/get_help was reported as phishing impersonating meta on
2025  April 08, 2025

Source Recorded Future Phishing Detection on Apr 8, 2025, 03:521+ reference

Infrastructure Analysis
I Recorded Future Phishing Detection analysis of https://northern-stitch-coelurus.glitch.me/ks8s.html on Apr
APR i1086, 2025
6 “https://northern-stitch-coelurus.glitch.me/ks8s.html was reported as high confidence phishing impersonati
2025 ng deutsche telekom on April 06, 2025.”
Source Recorded Future Phishing Detection on Apr 6, 2025, 04:041+ reference

Infrastructure Analysis
I Recorded Future Phishing Detection analysis of https://mangokl.com/ on April 05, 2025

AER “https://mangokl.com/, which was indicated as phishing, is no longer live as of April 05, 2025."

2025

Source Recorded Future Phishing Detection on Apr 5, 2025, 02:001+ reference

Infrastructure Analysis

I Recorded Future Phishing Detection analysis of https://apply-for-page-terms-review-here.vercel.app/index.

APR html on April 03, 2025

“https://apply-for-page-terms-review-here.vercel.app/findex.html was reported as high confidence phishing
2025 impersonating facebook on April 03, 2025."

Source Recorded Future Phishing Detection on Apr 3, 2025, 03:551+ reference

ICZ

WWW.Ii.CZ



ICZ
I vyzva k akci

 Utok je otazka 'kdy', ne 'jestli’

 Utok je otazka JAK?

* Threat Intelligence vam dava moznost mit

naskok

* Bez informaci bojujeme poslepu

» Kazdy kdo bojoval s hrozbou to vi

e Sinformacemi mame Sanci néco udéelat.
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Erik Mikus
erik.mikus@i.cz
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