


Dynamicky vyvoj ve vhimani a vyuzivani Al

2024 2025
1. Generovani napadu 1. Virtualni kamarad
2. Virtudlni kamarad 2. Organizovani mého zZivota

3. Konkrétni vyhledavani 3. Hledani ucelu/smyslu




Co se déje v IT? IT lidri celi tlaku

Probihajici digitalni Pocet zarizeni a Nedostatek Bezpecnostni
transformace sloZitost systému lidi hrozby




Nastroj, ktery nad vsemi vycniva

Umela inteligence




Sit, ktera byla
vyvinuta s Al
a pro Al




Co znamena , postavena na Al“?

RO

AlOps: Spravna data Kompletni Integrovana
a vysledky portfolio bezpecnost

Bezpecna sit postavena na Al




Konkrétni benefity
nasazeni Al do sité

Maximalni vykon

Analyza provozu sité a
identifikace potencialnich
problému drive, nez k nim
dojde.

Redukce vypadku

Vylepseny monitoring
provozu pro identifikaci
potencidlnich probléma a
automatickeé pfijimani
napravnych opatreni.

Zvyseni bezpecnosti

Proaktivni blokovani
potencialnich hrozeb, identifikace
neobvyklého chovani a

automaticka opatreni k prevenci

kybernetickych utokd.

Predikce problému

Analyza sitového provozu
umoznuje predpovidat
vypadky sité pomoci analyzy
dat a strojového uceni.

Proaktivni

Kromé predvidani vypadkd sité umoznuje uméla

adriba inteligence také proaktivni udrzbu, kterd predchazi

vypadkim siteé.




Dukaz misto slibui, kde Al pomdaha

Nahladené problémy s infra nizsi o 50% Cas diagnostiky a feSeni problém( s infra
Ryder Cup 2023, Rim NiZsi 0 90%, Henkel, Némecko

Zabezpelené pfipojeni >2.6 million ReZijni ndklady na spravu a fedeni problémi  Efektivni propojeni campusd univerzit,
név§tévn|'kﬁ/rok, Parc Asterix, France Bethesda Health Group, Doane University, US
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2025 Gartner® Magic Quadrant™ for Enterprise Wired and Wireless LAN Infrastructure

e Figure 1: Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure

ABILITY TO EXECUTE

Juniper Networks

Huawei
® @

HPE (Aruba
@ "PE(Auba)

HPE Aruba Networking has

Extreme Networks

been positioned as a Leader for
the 19th time in a row.

Gartner

HPE Aruba Networking’s 19 years of placementincludes HPE (Aruba) in the Magic Quadrant for Wired & Wireless LAN Infrastructure from 2015-2025 (9 years, report not published in 2023), Aruba Networks in the same Magic
Quadrant from 2012-2014 (3 years) and in the Magic Quadrant for Wireless LAN Infrastructure from 2006-2011 (5 years, report not published in 2009). Aruba Wireless Networks in the Magic Quadrant for Wireless LAN

Infrastructure, 2005: Leaders and Challengers
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from HPE.

and Magic Quadrantis a registered trademark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with permission. All rights reserved. Gartner does not endorse any vendor, product or service

: Gartner, Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure, Mike Leibovitz, Christian Canales, Nauman Raja, Tim Zimmerman, 25 June 2025. GARTNER is a registered trademark and service mark of Gartner

depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings. Gartner research publications consist of the opinions of Gartner’s research organization and
should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.



Al doporucuje firmware
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Joe, Network admin

Spravuje sloZitou sit a je opatrny pfi
upgradech. Spoléha na profesionalni sluzby
pro posouzeni firmwaru a doporuceni.

Al-Powered Network Optimization (49

in depth analysis for Bombay (BOMD) - Branch.

Switch Firmware Recommendation
Available

You have new firmware recommendation for 20
switches. These upgrades...

Today at 5:30 AM

Gateway Firmware Recommendation
Avallable

You have new firmware recommendation for 2
gateways. These upgrades...

Today at 5:30 AM

Enable WPAS3 for Better Security

WiFi security will improve for up to 90% of
Clients by enabling WPA3

Yesterday at 5:30 AM

Available Firmware Recommendation - Switches

Recommended firmware for CX swifches is 10.13.1010. Select this firmware version from the dropdown in Central Classic fo
apply the recommended upgrade fo your CX swifches. Recommended firmware for AOS-S switches is 16.11.0016. Select this
firmware version from the dropdown in Central Classic to apply the recommended upgrade fo your AOS-S switches.

E] Note

This is a new Al-driven feature that supersedes the existing recommendation in Central Classic. Ignore any recommendations you see in Central

Classic

Firmware Recommendation Summary - Switches
Firmware recommendations based on Model and Current Firmware

Model Current... Recommended... Number of... Recommendation Reason

6100 24G CL& 4SFP+ Swch (JL&77A) (CX) 10.13.00... 10.13.1010 1 Firmware with bug fixes...
6200F 24G CL4& 4SFP+370W Swch (JL725A... 10.13.00.. 10.13.1010 4 Firmware with bug fixes...
6200F 24G CL& 4SFP+370W Swch(JL725A.. 10.13.00.. 10.13.1010 2 Firmware with bug fixes...
&300F 24G CL4& PoE 4SFP56 Sw(JL666A)... 10.13.10... 10.13.1010 2 Firmware with bug fixes...
6300M 24SR CL6 PoE 2p50G 2p25G... 10.13.10.. 10.13.1010 2 Firmware with bug fixes...
8320 (JL4TIA) (CX) 10.13.10.. 10.13.1010 4 Firmware with bug fixes...
8325-48Y8C (JLEISA) (OO 10.13.10... 10.13.1010 1 Firmware with bug fixes...
8360-16Y2C v2 Switch (JL718C) (CX) 10.13.10.. 10.13.1010 1 Firmware with bug fixes...
Aruba2 930M-24G-PoE+ Switch(JL320A)... 16.11.00... 16.11.0016 3 Firmware with bug fixes...

Show Less ~

Spolehnéte se na odbornost HPE Aruba Networking

Doporuceni firmwaru s Al pouziva modely ML k doporuceni nejlepsi a nejbezpecnéjsi verze firmwaru pro vase sitova zafizeni
na zakladé rozsahlého souboru faktorl (kompatibilita, chyby, stafi, zranitelnosti, pocet zakaznik( atd.)

E—
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LLM-powered root cause analysis
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Address from DHCP Server 2R AR A SO Met e R R R
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. 4\ Information about the alert.
.
. Q \A
.
: | =
L) D a Summary Root Causes Recommendation
o o D ¥ DHCP transaction timed out
« VLAN misconfiguration on the switch port « Check VLAN for SSID:
First Occurred
- - e T prevents DHCP Discover messages from DHCP-RCA-Test
: P 2402510 reaching the server » VLAN 361 is not in Allowed VLAN List (1, 10

. . Last Occurred 101, 360, 364, 400) on Port 1/1/19 for Switch.
............. Site April 2, 2024 7:45 PM k SGIBKNSOSG
Occurrences « Log into Aruba Central using Greenlake

CNX-AIOps-Demo 218 credentials > Select Group > Choose Devices >
Select Config > Select Switches > Choose the

specific switch > Edit VLAN settings > Correct

' the VLAN configuration > Save configuration
- H Network
Unknown
Client did not 0 devices E 2
Bo b' L1/L2 su pport Receive an IP... 0(“":‘ = “ -
......................... R e e e e L L L LALL L L EEEEEEEER ":'{:;“"“"‘ 04/02/2024 Connectivity niusers-Air DHCP Timeout
Odstranovani probléma zahrnuje rucni Clents o4/012024 Connactiviy chinaail OHCP Timeout
v 7 7 . ’ ’ H 04/02/2024 Connectivity niusers-Air DHCP Timeout
shromazdovani informaci ze zaznamenanych o Py B et
u d a IOSt| , sessions, |Ogy a repo rty. Vysoka 04/02/2024 Connectivity niusers-Air DHCP Timeout

zavislost na L3 zvysujici MTTR a naklady na

Uélelové Central LLM pro Al Networking jsou trénovany v oblasti znalosti o odstrafiovani problém, které jsou zalozeny na
odbornych znalostech HPE Aruba Networking (problémy TAC, dokumentace, RG atd.), s potfebnymi mantinely. Doporuceni
jsou navrzeny se znalosti o zakaznickém prostiedi pro vyssi presnost doporuceni a rychlejsi reseni problémd..




Podporujte udrzitelnost - doporuceni na usporu energie

I
=
Al-Powered Network Optimization @
in depth analysis for Miami (MIAI) - Branch.
- -
. Power-Save Recommendation Summary - Access Points
: Enable WI-FI & o Improve WLAN _ o
/ . . Performance
: : : Improve average transmission rate by up to Power-Save metrics Values
"""""" .. . 15% on your WLANS by enabling WiFi 6 Number of eligible sites 2 site(s)
.
: E : R : Today ot 530 AM Average Power-Save hours per week 113 hour(s)
. : Percentage of Access Points in Power-Save for eligible sites 36%
Cececesesesesseseseseses \ , ........................ Expected annual power savings 171 kWh

/\ Enable WPAS3 for Better Security Actlons - Access Points
; ! \ J— WiFi security will improve for clients by You can review the recommended Power-Save schedules and list of Access Points put to Power-Save mode for respective sites. These can be spplied in Central
r enabling WPA3 on your WLANS, including by...

with automatic Power-Save configuration.

Today at 530 AM View

Tomas, Manager of
Neto DS Power-Save Recommendation

Avallable for Access Points

You have Power-Save recommendations
available for 2 site(s) that can provide up fo...

Jeho ukolem je zajistit udrzitelnéjsi S
provoz sité na podporu celkovych IT cild .
pro podnikani :

Novy Central poskytuje doporuceni k identifikaci pristupovych bodi v siti, které Ize prepnout do Usporného rezimu a Setfit tak
spotrebu energie. Pristupové body (10.5 a vyssi) se prepinaji do dynamického rezimu Uspory energie a automaticky se probouzeji
podle planu, kdyZ nastanou pozadavky na pripojeni, ¢imz snizuji naroky na energii a Setfi penize v souladu s iniciativami organizace v

oblasti udrzitelnosti.
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Snizeni bezpecnostnich zranitelnosti diky dohledu aplikaci

Applications i
@ : Any (100)  Applications (65)  Websites (35)
/ E s ] Y include inactive applications im R

iii
1%

n : : ° &5 ems
\ o T E E S : Mame Ilplr&. Category Security... Usa... Last Used Permission TLS Version Certificate...
r \ . * e0 000000000
r ‘ e . Teams Collaboration Mot Evaluated 35G8 Today at 08:12 PM Partially 16 01/01/2025
: 6\ : Communicati
........................ U te000csccce00cssesc00se e
Zoom T Collsboraticn  Low 345MB  May 14,2024 a1 12:2 Allowed 20 06/15/2025
Communicati
i ! \ J Whicit.org = Adult High 789 KB Today at 08:50 PM Allowed 16 010172025
r Web
Discord . Communic ati Medium S43MB  Today at 08:06 PM Partially. 20 08/15/2025
Asset Tracking T Low 5GB Today at 0845 PM Allowed 16 01012025
Zdenék, Net k architect e
en e ) e wo r arc I ec Twitch Streaming Low 5GB Today at 07:36 AM Allowed 20 0&/15/2025
Google Productivity Low 25MB Today at D&01 AM Allowed 16 01/01/2025
........................................................................................... Web
7 .w . v V4 ’ v ’
MUSI ZaJIStIt dOd rzovani bezpecnOStn|Ch Games High 0B Today at 0847 PH Blacked 0 06/15/2025

standardu jak pro soukromé, tak pro
verejné aplikace.

Nové feseni HPE Aruba Networking Central nabizi prehled o siti a aplikacich, v€etné podrobnosti o stavu zabezpeceni
prostrednictvim integrace DPI a BrightCloud pro vice nez 3 700 aplikaci. Poskytuje informace o Urovnich rizik aplikaci, vyuziti
aplikaci na klienta a certifikatech TLS aplikaci, ¢imz zajistuje proaktivni snizovani bezpecnostnich zranitelnosti.

E—
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At mi Al poradi
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Jan, L2 podpora

Kontroluje zda je vSe v poradku a hleda
potencidlni problémy sité.

HPE Aruba Networking Central nabizi integrovany LLM
model chat se zamérenim na Al Networking.

E—

Would you like a general health assessment of your network?

Thought for 62 seconds v

* Quick Summary: Your network has a few critical issues that need attention. There are & active alerts, with 2 being critical. Specifically,
there are issues with gateways being offline and an access point with a downlink interface.

* Detailed Breakdown:

° Alerts Summary:
= Total Alerts: &
= Severity:
= Minor: 1
= |nfo: 1
= Critical: 2
= Status: All alerts are active.
= Device Types Impacted:
= Access Points: 1
= Gateways: 3
o Top Alert Types:
= Downlink Interface Down: 1 alert, 26 occurrences
= Gateway Offline: 2 alerts, 2 occurrences
= Gateway Joined Cluster: 1 alert, 1 occurrence
o Alert Summaries:
= Downlink Interface Down: AP AP-sklep downlink eth4 is down.
= Gateway Joined Cluster: Gateway GWS004 (CNKNKSPO2W) joined cluster auto_site_207_428.
= Gateway Offline: HPE Aruba Networking Central stopped receiving data from gateways Branch2-7005-Horni and
Branch2-7005-Dolni.
o Site Health:
= Overall Health:

Enter a prompt here

«
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Dekujeme za pozornost

michal.svoboda@hpe.com
jan.aron@hpe.com

: © 2025 Hewlett Packard Enterprise Development LP
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