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Wifi4EU - jen dalsi dotace nebo uzitecny nastroj?
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Vychodiska Wifi4EU = -

Iniciativa prijata v roce 2015 jako
soucast strategie Digital Single
Market

Je to soucast velké vize EU stat se
Gigabitovou spolecnosti jiz v roce
2025.

Iniciativa se opira o vysledky
studii, které hovori o slabé
penetraci NGA siti predevsim ve
venkovskych oblastech zemi EU.
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Sirokopasmové (>30 Mbps) pokryti EU v roce 2015
Studie HIS & VVA pro Evropskou komisi



Zadatelé a mista realizace

Prvni zadatelé: mésta, méstské casti, obce, sdruzeni obci
Zadatelé v dalsich kolech: kraje, verejneé instituce - nemocnice, skoly,

knihovny

Mista realizace: Centra verejného zivota - parky, namésti, verejné budovy,
verejné knihovny, nemocnice, muzea nebo jina verejna mista.




Rozsah investice

Evropska komise Zadatelé

Porizeni HW pro Wifi Pripojeni k internetu s

pokryti do hodnoty ~ 15.000 minimalni rychlosti 30 Mbps.

- 20.000 EUR a jeho ,

instalace. + Udrzba a provoz systému na
dobu pozadované udrzitelnosti

Projekt muze byt vyssi (minimalné 3 roky).

hodnoty.

Naklady vybéroveho rizeni,
Metoda poukazky. dodatecné naklady budovani
konektivity Ci mobiliare.



Metoda poukazky
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Casové hledisko
Otevreni portalu: brezen 2018

Registrace: 6 - 8 tydnu do
zahajeni vyzvy.

Minimalni pocet zadosti na zemi:
15

U dalsich zadosti: FIFO v ramci EU
do vyse 8% celkového rozpoctu
VYZVYy.

Dokonceni instalace do 18 mésicu
od-udeleni.poukazky.




Oblasti propagace v ramci porizene wifi

Elektronicka Elektronicke Elektronicky
verejna sprava zdravotnictvi cestovni ruch

DIGITALNI SLUZBY V TECHTO OBLASTECH PROSTREDNICTVIM
SPECIALNICH APLIKACI



A v cem Vam muzeme pomoci?
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Pripravna faze

2 %

Realizace

B

Servis a udrzba

« Technicky navrh
a design reseni

* Spoluprace v
projektové fazi

» Zprostredkovani
dotacniho
poradenstvi

Fyzicka instalace

Konfigurace reseni
vcetné kaptivniho
portalu a
bezpecnostnich prvku

Ladéni a Uprava dle
lokalnich podminek

Hotservis a podpora na
riznych drovnich

Troubleshooting

Profylaxe reseni
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Re&eni pro bezpeénou WiFi

WiFi4EU

Jihlava, 20.2.2018



Vyzvy soucasnych WiFi siti

Pocet uzivatell .
" Potreba .
na siti a Omezene

filtrace v
’ prostredky
oS




Cisco WiFI4EU balicky



Cisco WiFi balicky pro WiFi4EU

0 Vyberte si e Vyberte si typ e Vyberte umistnéni e Pfidejte bezpeénost a
platformu hardwaru centralni spravy marketing nastroj

Cisco Aironet 5 ) Mobility

On-premise Fedeni Pristupove body: Express/ -

Vnitini pousiti Kontrolér ‘asco. Cisco Umbrella
_nebo +
Vnéjsi pouziti CMX Engage
Cisco Meraki Virtualni Pfihlagovaci
Cloudové feseni kontrolér v portal + Wifi
cloudu Analytika

ape YR "4 Ve
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Produkty v Cisco baliccich

WiFi — Bezpecnost - Marketing



Cisco Aironet 802.11ac Wave 2 Access Point Portfolio
Industry’s most comprehensive and innovative

Enterprise Class Mission Critical Best in Class

oS = 3800
2800
1830 1850 - 4x4:3SS 160 MHz
* 4x4:3SS 160 MHz * 5 Gbps Performance
Indoor / High-powered Indoor . 4x4:3SS 80Mhz + 5 Gbps Performance + 2.4 and 5GHz or
Wall Plate / Teleworker * 3x3:2S8 80MHz + 1.7 Gbps Performance + 2.4 and 5GHz or Dual 5GHz
* 2x2:28S 80 MHz + 867 Mbps Performance . Internal or External Antenna Dual 5GHz » 2 GE Ports Uplink or
» 867 Mbps Performance - Tx Beam Forming T B el « 2 GE Ports Uplink 1GE +.1 mGig §5G) .
* Tx Beam Forming « 1 GE Port Uplink . 2 GE Ports Uplink + CleanAir and ClientLink 0 Clea.nAlr qu ClientLink
* Integrated BLE Gateway! .« USB 2.0 . USB 2.0 « Internal or External Antenna + StadiumVision

* Max Transmit Power (dBm) pdr * Internal or External Antenna

et » Smart Antenna Connector
local regulations . USB 2.0 + Smart Antenna Connector
* 3 GE Local Ports, including i « USB 2.0
3
1 PoE out + Investment Proof Modularity
» Local ports 802.1x ready3
+ USB 2.04

1WMWGTGC’ only 3 Available for wall-plate and teleworker only 4 Available for teleworker only\ /




Hazardous

Cisco Aironet Outdoor Portfolio

Enterprise Class

—

— —

1550

IP67 rated with hazardous
environments

Class |, Div2/Zone 2 certified
High-performance 802.11n
connectivity

Supports backbone routers for
sensor networks

@.\

1540

Compact and light, with internal
antennas

802.11ac Wave 2 compliant
Supports MU-MIMO

Supports Mobility Express (50
APs)

7
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802.11ac Wave 2 w/ MU-MIMO
4 models (I, E, D, PS)
I=Internal, E=External Antenna
D=Internal Directional Antenna
PS=4.9 GHz for public safety
3x3:3, 80 MHz, 1.3 G (I)

2x2:2, 80 MHz, 867 M (D/E/PS)
SFP support for fiber backhaul
Flexible antenna ports
CleanAir® 80 MHz

Cisco® ClientLink

Centralized, FlexConnect,
Mesh, and Mobility Express
(100 APs)

Best in Class

\_ J

1

1570

802.11ac Wave 1
4x4:3 80 MHz; 1.3 G
External antenna

SFP

GPS

PoE-out (803.2at)
Flexible antenna ports
CleanAir 80 MHz
ClientLink 3.0
Modularity

Centralized, FlexConnect,
and mesh




Cisco UMBRELLA (Open DNS) — Efektivni ochrana pro WiFi uzivatele

<

Cisco Umbrella WLAN
208.67.222.222

[Qég]

‘deel’ Cisco Umbrella

Block

Malware

C2 Callback

Phishing

Umbrella diky integraci s bezdratovou
siti poskytuje :

Detekce hrozby jesté pred proniknutim
do sité

Viditelnost a ochrana pro kazdého
uzivatele

Nasazeni v jednotkach minut



Aill

Pristup pro hosty upraveny pro konkrétni lokalitu &

: Jednoduchy pfistup s User Opt-In
e 3 Nabidnéte jasné podminky uzivani

This is dummy copy. It is not meant to be

Mnohoc¢etné moznosti pfistupu
Email nebo Socialni Média
-REE TRIAL!

yulll ~oo . —iET STARTED Pfizplsobeny pfistup a propagace

Jeoor Martat Rozdilna prihlasovaci stranka podle
Check in for free internet |0kal|ty
RIS
P O cnecx 3ty in the ture. (7]
T Pochopte své uzivatele
2 @ @ Pokrocila analytika
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CMX Engage: WiFi Anaﬁ ika

‘ sitors August 2015 |[@..; (£ IO Average Dwell TlmeI August 2015 [, (&
& 207,217 site 5 THR 23MINS
. ) Focus Area
Total Visitors 9,,% Average Dwell Time of All Visitors
|
10.1%
157,019 50,198 Se - 1hr 35mins 44mins
Repeat Visitors = 76% New Visitors - 24% — 40259 Repeat Visitors New Visitors
WeekLy TREND gg%l WeexLy TRenD
75k é 150
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- \
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e N \\ 16.7%
A\ e 29,131 178,086 0%  12.3% 19.4% 13.3% 54.8%
5.6% — Associated - 14% Probing - 86% 0-5min 5-20min 20-50min 60~ >120min
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I 5.6% 75k
e
£ 0k 2
> =
s 5 3
» 25k »
28.9%
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2 ROCNIK
MEZINARODNIHO | 19-22/7/2017
DISKUZNIHO FORA | DOLNI VITKOVICE
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REFERENCE: Cisco - MeltingPot

Diskuzni forum probiha béhem Colours of Ostrava



Mezinarodni diskusni forum Melting Pot
Probiha béhem festivalu Colours of Ostrava

Termin : 19-22.7. 2017 Cisco technologie : 7 x outdoor AP 1562

Misto : Ostrava, prostredi WLC 5520 ,

Dolnich Vitkovic CMX Presence, Location
CMX Connect

Cisco Umbrella (platform)
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Cisco Wi-Fi Analytika, nastroj CMX

Umoznuje navstévnikim byt online, sou¢asné dava organizatordm hodnotné data
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DISKUZNIHO FORA | DOLNI VITKOVICE

eeeec02-CZ & 14:34 7 84 % -
10.3.0.20 ¢

Hotspot Gong

WIFi pokryth z33$fde 500erost C600 “Ehgens

/-\ Free Wi-Fi
» = 14:34 7 84 % mm> "_:\\

< Settings Wi-Fi

Wi-Fi Uzijte si Free Wi-Fi na MELTINGPOTu

FreeWiFiCi Syst Mezinarodni diskuzni forum v ramci festivalu
reeWiFiCiscoSystems =

Security Recommendation . @ Colours of Ostrava

Chceme vas poprosit 0 zadani emailu, abychom vas
CHOOSE A NETWORK... . mohli informovat o zajimavych novinkach. Zadanim

emailu také souhlasite se zpracovanim Gdajl k

bata a = @ vyhodnoceni navstevnosti festivalu.
ha-vel-colours-joy a = @
Email*
U6_DOV a= ()
U6_FREE = (D z o
Other...
Ask to Join Networks o)
Known networks will be joined automatically. If no

known networks are available. vou will have to
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Jul 19 - 22,2017 ©

& Visitor Count

& 104,858

Total Daily Visits @

45,138 59,720
Repeat Visitors - 43% New Visitors - 57%
DAILY TREND
40k
> 20k
o
3*%
0k
Jul 21 Jul 22

Jul 19 Jul 20

OR CoMPARE DATA TO: PrREVIOUS
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Cisco Melting Pot 2017

o Visitor Count by Building Jul19 - 22,2017 ©

60k
50k
40k

30k

# of Visits

20k

10k

Ok
Gong Kompresorovna Koupelna

I Colours of Ostrava
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DISKUZNIHO FORA | DOLNIVITKOVICE C i sSCcOo M e lti N g Pot 2 O 1 7

o Visitor Count by Floor Jul 19 - 22,2017 0@
5k
aK ?
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2 L)
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3 \ ] : J
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12amS5am10am3pm 8pm 1am 6am1lam4pm 9pm 2am 7am12pm 6pm 12am5am10am3pm 8pm

Gong (Colours of Ostrava) Koupelna (Colours of Ostrava)
Kompresorovna (Colours of Ostrava)
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Cisco Melting Pot 2017

©' Path Jul 19 - 22,2017 ©

Gong 24.7%

32.1% Focus Area Kompresorovna

Kompresorovna

18.0%

Koupeina

25.3%
Koupelna 3701 5

Total Paths

Ended in Focus

40.6%
202227 . 0
352

25553

2555550

. 2555358
27

Started in Focus 222222¢
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Cisco Melting Pot 2017

0 Dwell Time Jul 19 - 22,2017 @

19MINS

Dwell Time of All Visits @

24mins 15mins
Repeat Visitors New Visitors

DALY TREND

30

20

Dwell- Per Visit (min)

0
Jul 19 Jul 20 Jul 21 Jul 22

ORr ComprAre DATA TO: PREVIOUS



e
MEZINARODNIHO | 19-22/7/2017
DISKUZNIHO FORA | DOLNI VITKOVICE

Cisco Melting Pot 2017

& Wi-Fi Adoption Jul 19 - 22,2017 ®@

3 06%

Associated Percentage @

98,086

6,772
Probing Only - 94%

Associated - 06%

DALY TREND
40k
2 " 0
i)
=
o 20k
[+]
I
0k
Jul 19 Jul 20 Jul 21 Jul 22

Or CoMPARE DATA TO: PREVIOUS
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Cisco Umbrella

Ochrana féra Meltingpot béhem Colours of Ostrava 2017

JULY 19th — 22nd, 2017
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@5’ Meltingpot Ostrava 19-22.7.2017 Activity report (Activity Volume) ~ n

Actieity Voane - Al ldenflies - Jul. 18, 2017 0SATAI - Jul 23, 2617 10.00AK UTC 162,00 Clise L 20xie)
Snapshot = Trenc Over Time

Allowed Blocked

[=] security 57 171 228 0.03%
~[=] Prevent 22 169 191 0.02%
&<~ Malware 0 169 169 >  002%
Dynamic DNS 4 0 4 0.0005%

Newly Seen Domains 5 0 5 0.0006%
@ntw&lly Harmful D 0 10 0.0013%

DNS Tunneling VPN 3 0 3 0.0004%

“[=] contain 0 2 2 0.0003%
&~ Command and Control 0 2 2| > 00003%
Phishing 0 0 0 0%

k E] Integrations 35 0 35 0.0044%
qasco AMP Threat Grid 35 0 35 0.0044%
Categories - 0 0 0%
Destination Lists 0 0 0 0%
Permitted 796,386 . 796,386 99 97%

Total 796,443 171 796,614 100.00%
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Recorting / Roporns

@5’ Meltingpot Ostrava 19-22.7.2017 Activity report (Activity Volume) ~ n

Activily Yolane - AR identilies - Juf. 18, 2017 0S.4TAM - Jui 23, 2617 10 00AN {UTC1G2.06 Chisnye lvie 2oxis)

Snapshot = Trenc Over Time
: : N
70 @ Integrations [ Security: Prevent [ Security: Contain [l Security: Advanced Threats [l Categories [ Destination Lists Total
61
60 n 150k
.“,
|
50 - 13 - 48 125k
5
w 40 100k =
9 21 =
E 7
: £
& 30 75k B
56 ' z
23
20 - ' A9 50k
27
22 K
10 8 r 25
y 15
N 5
3 H 3 :
" mm o B : 4d H N == B 0
Jul 18th Jul 18th Jul 19th Jul 19th Jul 19th Jul 20th Jul 20th Jul 20th Jul 21st Jul 21st Jul 22nd Jul 22nd Jul 22nd Jul 23rd
8am - 5pm - 2am - 1ilam - 8pm - 5am - 2pm - 1ipm - 8am - S5pm - 2am - 1iam - 8pm - 5am -
Jul 18th Jul 19th Jul 19th Jul 19th Jul 20th Jul 20th Jul 20th Jul 21st Jul 21st Jul 22nd Jul 22nd Jul 22nd Jul 23rd Jul 23rd
Spm 2am 11am 8pm Sam 2pm 11pm 8am Spm 2am 11am 8pm Sam 10am
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DISKUZNIHO FORA | DOLNIVITKOVICE Recorting / Reperts

SECURITY CATEGORY (MALWARE) © BLOCKED
http://prebid districtm ca/lib js

Event Details (1 of 7)

Date & Time
Oct 10, 2017 at 1:43 PM

Destination

prebid.districtm.ca

Identity

Signal festival 2017 Colloredo Mansfeld 1
o Network

Categories

Malware

Actiily Volune - Al ldentilies - Jul. 18, 2017 05.47AM - Jul 23, 2617 10 00AM (UTC1G2.00 Chisnge Ivns 2ovis)

Snapshot = Trenc Over Time

Signal festival 2017 Colloredo Man...

External IP

77.87.240.164

Result
Blocked

URL
http://prebid.districtm.ca/lib js

Referrer

http://beta.speedtest.net/result/6694341923

@5’ Meltingpot Ostrava 19-22.7.2017 Activity report (Activity Volume) ~ n

Oct 10, 2017 at 1:43 PM

User Agent

Mozilla/5.0 (Windows NT 6.1; Win64; x64) Apple
WebKit/537.36 (KHTML, like Gecko) Chrome/61.
0.3163.100 Safari/537.36

Status Code
302

Content Type
text/html

Total Size in Bytes

1 of 7 Requests
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DISKUZNIHO FORA | DOLNI VITKOVICE oy, REEOMING 71y Rege
i

aseo Meltingpot Ostrava 19-22.7.2017 Activity report (Activity Volume) ~ RN

e AR identlies - Juf. 18, 2097 0S.4TAM - Jai. 23, 2617 10 00AM {UTC162.00 Clisngs v
Snapshot = Trenc Over Time

‘ http://prebid.districtm.ca/lib_js m

PART OF PREBID.DISTRICTM.CA SEARCH IN GOOGLE
DETAILS FOR hitp://prebid.districtm.ca/lib.js

SEARCH IN VIRUSTOTAL

Associated Samples POWERED BY CISCO AMP THREAT GRID
Threat Score SHA256 Signature AV Result

1b79aa60f72a48a4a3bd893417¢c917ca51a42012bSec70702cad73c342aa8647 Js.Trojan.Agent-15534S5-4663817

3eb4af57367Sdf66aa27b2595230fd052a3b75dd7 13edaf1eeS7828205a2dbE7

5af0a%4c734395a086adale25a3e2628ea1905453¢c34033a1ebab72774339937 Js.Trojan.Agent-15534S5-4663817

5bcc23d6026847173384934e7276e%efdcc5a2b7S81521112f2ec65bedc4a16b3

62953cb6f7bcciS80896324ad20afd2299df6 16 73569812efSb730141ae189d

66098ec41589178c647714c9007b243332539689c3164fa34e25a58219641ef6

8db43645632491701b8080dS5fd66d3b060eaa 14e17fdead49fddde98680342¢c30 Win.Trojan Eladabindi-£192388

defS5ed0281580c8515f0c04403732¢77103b7¢c11581c84641¢cc7b4518e351973

2ed0d46d6c40edcccabd2a08cad97e80872d6b5d37bfal1bfb7950b3553ab1dE7
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