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Pojd'me zacit tim, jak véci jsou a jak by meély byt...

Vase datové centrum
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Jsou tam cCtyri véci v typickém datovem centru

Mnoho virtualizace.
Applications

Kromé dvou oblasti.
APP APP APP

Networking
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Site!

Nedostatek sitove virtualizace
Vas drzi mimo schopnost:

» Pruzné reagovat na potreby IT

» Mit zabezpecCené DC az po
virtualizacCni vrstvu

» Podpory rozlicnych aplikaci
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VMware NSX a jeho prispéeni v oblastech

RESENI
PRODUKT
DOPAD NA
OBCHOD ;
BEZPECNOST AUTOMATIZACE DOSTUPNOST

PROJEKT

e Mikro segmentace IT Automatizace l _ ' Ryhlé DR

[.] Uzivatelska bezpeénost >2)  Developefi @@ Wetro-clustering

Ql DMZ Kdekoliv ' Izolace projektu l » Okamzity pronajem kapacity

vmware



Vyzvy béznych sit'ovych technologii...

- Bezpecnost
— Jak zabezpezit komunikaci v ramci Zony (Hypervisor/\VLAN)
— Synchronizace politiky do vzdalené lokality nebo DR
— Zabezpeceni novych aplikaci (kontajnery), nové typy utoku (RW)
- Automatizace
— Jak vytvorit celkoveé izolované sitové prostredi (DEV-TEST-PROD)
— Integrace tretich stran
— Prostredi pro provoz virtualnich zakaznika v€etné sluzeb (VRF)

- Dostupnost
— Konsistentni L2/L3 spojeni pres lokality
— Kratké RTO

— Chvilkové vyuziti verejného cloudu (autoscalling)
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Jaky je dopad...?

- Bezpecnost
— Riziko poskozeni znacCky a reputace (vynucené naklady)
— Nesoulad s regulativy (pokuty, GDPR)
— Ztrata pfilezitosti
- Automatizace
— Novinky maji zpozdéni
— Konkurencni nevyhoda
— Optimalizace nakladu neni mozna

- Dostupnost
— Vypadek aplikace
— Nevyuzité investice do Stand-by DR
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Prevence utoku s VMware NSX

Europol registruje vice nez 200,000 utoku ve 150 zemich a 27 jazycich

The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
TIME I SMEéL
ON STRIKE SMOKE, I MIGHT
HUNGRY? UNTIL YOU JUSE'[L géLYOU
PAY UP AND SEND MONEY :
IL UNLOCK THE NEXT TIME
MY DOOR/ YOU LEAVE, ITLL MY ALARM
COST YOU 100 SYSTEM IS
BURNING THE BUCKS TO GET GOING TO GO
TOAST IF YOU BACK INTO THE OFF RANDOMLY
DONT GET HOUSE, UNLESS THROUGHOUT
ME SOME YOU GIVE ME THE NIGHT,
UNLESS YOU

EXCUSE US

sl I’M TURNING
PARTICIPATE
HACKER $100 BUSY MINING ARTICIEAT .; OFF THE
IN A DDOS
| OR I‘LL REVERSE BITCOINS. HEAT UNTIL
| MY MOTOR AND YOU WARM UP
BLOW DIRT ALL MY BANK

OVER THIS
PLACE/

ACCOUNT/

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE
A TRANSFER.

SEND ME $25 OR

IF YOU DON‘T IL TELL EVERYONE
SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH

TRASH. TO BUY AN INTERNET-

CONNECTED BROOM/
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Sitova
Virtualizace
Sitové & Bezpecnostni
sluzby v hypervisoru

NSX Manager

Controller Cluster
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Sit'ova
Virtualizace

NSX Manager

Controller Cluster
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Bezpecnost mezi datovymi centry (Cross vCenter)

Universalni Distribuovany Logicky Router

Lokalita-B

vCenter-B

vCenter-A

»
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NSX Vize: NSX spojujici IT svet

w55 amazon Microsoft vmware' o
i webservices Azure vCloud Air Google
Cloud Platform

Public clouds

Branch offices * ,

(Partner) docker o

New app frameworks

‘ Hyper-v N ! Mobile Devices
vmere o (Airwatch)

. Virtual Desktop
On-Premise Data Center (VDI)

Automatizace Bezpeénost Kontinuita aplikaci

Urover bezpeé&nosti nad Data centrum
vysoko nad obvykly standard kdekoliv

IT nasledujici pozadavky
a rychlost rustu
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Dekuji
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