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Bezpecnostni koncept aplikacni ochrany F5
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Zakaznici v CR - vice nez 100 instalaci

* Finance - Nejvétsi banky, nebankovni sektor, platebni brany
 Komercni sektor — Sazkové kancelare, “utility”, ...

* Operatori — Telco, ISP, poskytovatelé ,,manageovanych* sluzeb
 Statni sprava a podniky - Ministerstva, kraje, velké statni

podniky
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Duvodem, proc lidé
pouzivaji Internet

Vas business

Gateway k Vasim
DATUM



Apps are the #1 attack target &

2018 ATTACKS BY HTTPS: 443 — 9.9%
;g.;’? ;g DESTINATION MS SMB: 445 — ;9,7%
ssh: 22 [ O 5
Alt HTTPS?, ICS?: 1443 — 5,1%%, 5 3
Port 11684 _ 4.3%
sie:soso. NN 3.8%
oo IE—3 5
Port 51413 _ 3,3%
Port 23810 — 3.2%
reinet: 23 NN 3%

0 2 4 6 8 10




Aplikacni utoky

Login 11 %
Affiliates [1 %
Admin 72 %
Betablock 12 9%
Cart 113 %

Comments 4 %
Exchweb 6 %
SQL 56 %
PHP 58 %




Utoky na webové aplikace analyzuje a @’ OLASE
reportuje nezavisle zdruzeni OWASP

OWASP Top 10 - 2013
A1 - Injection
A2 - Broken Authentication and Session Management

A3 - Cross-Site Scripting (XSS)

OWASP Top 10 - 2017

A1:2017-Injection
A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7] o A4:2017-XML External Entities (XXE) [NEW]

A5 - Security Misconfiguration

A6 - Sensitive Data Exposure

A5:2017-Broken Access Control [Merged]
—_—

7) A6:2017-Security Misconfiguration

o
A7 - Missing Function Level Access Contr [Merged+A4] | ) A7:2017-Cross-Site Scripting (XSS)

A8 - Cross-Site Request Forgery (CSRF)
A9 - Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards

A8:2017-Insecure Deserialization [NEW, Community]

A9:2017-Using Components with Known Vulnerabilities

> 4
A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]
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Chranite vase aplikace proti
zranitelnostem OWASP?

WAF
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Web Aplikacni FW...
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Tradicni WAF Pokrocila WAF
OWASP OWASP HH Proaktivni
Top 10 Top 10 Bot ochrana
Inspekce Inspekce Ochrana proti
SSL/TLS SSL/TLS

aplikacnim DoS
@ Skriptovani

Utokum

Ochrana

Skriptovani "Credentials”
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129

Automatizovane
Utoky



Rozmach BOTu?

52%

Internetoveho provozu
je automatizovano

http://bit.ly/2FOtjA6

98.6M identifikovanych botu






Vzpoura BOTU!

vt 230/,

Prolomeni webovych
aplikaci za pomoci
BOTU
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98.6M identifikovanych botu



Expanze zlych botnetu nastala v poslednich 3 letech

7 4(y Discovered
Affected Devices 0 in last 2 years
e CCTV . o °
@ DV RS R TR S o @ O
e SOHO routers 3 ° ° ® L 3 ® 3 L I e ]
e iOS ‘
WAPs
Set-Top Boxes
e Media Center °
ICS
e Android ) ® )
e |P Cameras o * 1 ° @ e o L
e Wireless Chipsets [ °
o NVR Surveillance )
\oIP Devices i
Cable Modems Ii ”
Busybox Platforms
Smart TVs .
Hajime
) Trickbot
IRC Telnet
Annie WireX
Reaper
Crash
override Masut SORA
Satori Fam asuta OWARI
Psyb0t Moon Amnesia F.’ure:Masuta UPnPProxy
Remaiten Persirai Hige 'N Seek OMNI
. Mirai éTvTé RoamingMantis
Hydra Aidra Darlloz Gafgyt BigBrother Wicked
Marcher Family Rediation  Brickerbot DoubleDoor VPNFilter

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018



Utoéné vektory nalezené v botnetech

Client-Side Attacks DDoS Attacks
I ]
DNS amplication
* R s Heavwy URL |
Cervené — Gtocné vektory Al
Objevene F5 LabS: v Cross-site scripting Web Application Attacks
provozu botnetu e
App Infrastructure Attacks
—
F5
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BOTi, kteri simuluji skutecného uzivatele

S Sentry MBA 1.5.0

Sentry MBA

1 KEK]

Apply same rules for <USER> and <PASS>

(8} |m) |

The --repl flag runs Headless in a mode where you can evaluate JS expressions in the browser, right from the
: command line:

$ chrome --headless --disable-gpu --repl --crash-dumps-dir=./tmp https://www.chromestatus.com/
[0608/112805.245285:INFO:headless_shell.cc(278)] Type a Javascript expression to evaluate or "quit" t
>>> location.href

{"result":{"type":"string", "value":"https://www.chromestatus.com/features"}}
>>> quit

Headless Chrome s
< I >




Jak ochranu proti botum resi F5?

Bot Signat JS Challenge
+ DNS Checks .+ Browser  Browser -
Fingerprinting  Capabilities Optional Human

CAPTCHA Detection Anomalies

) [

Provoz by se nemél dostat na server







Aplikacni
Denial-of-Service



L7 DoS neni slozita vec!

@) O 1. root@geck: ~ (ssh)
[root@geck]-[~]#

[root@geck]-[~]# for 1 in $( seq 1 10000); do

> wget -0 /dev/null -m http://www.novamaturita.cz/ &

> done

Application

Network




Presna detekce pomoci Behavioralni Analyzy

Strojové Dynamickeé Stress Mitigace
uéeni Signatury Monitoring utoku

F5 learns normal F5 identifies bad F5 detects abnormal F5 shuns bad traffic
traffic baselines traffic and bad actors application stress automatically




Kradez uzivatelskych
pristupu



Home Notify me Domainsearch Who's been pwned Passwords APl About Donate B P

';--have | been pwned?

Check if you have an account that has been compromised in a data breach

fil.kolar@gmail.com| pwned? }

Oh no — pwned!

Pwned on 3 breached sites and found no pastes (subscribe to search sensitive breaches)

@ 3 StepS to better Security Start using 1Password.com



Jak funguje utok typu ”Credential Stuffing”
&
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Kradez credentials pomoci malwaru: jak se chranit

PROBLEM
Malware

SOLUTION
App-layer
encryption
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Man-in-the-Browser malware

Online users

e —

ﬁ View Your Accounts _ _
Form Data view source view URL encoded

Username username: bobsmith

_password: 984bd96fd2011800864091ee1£352a3bb449d3bFRaal39¢b1be@BI97b87ebbSAec

Password . - - . S — -

m bR9978646101bd40842d83983d99cb554c3fd538180840ala572ale730391c46a0@cbfcdead3071

4¢cb6952893b5¢c449fcddbe9ab5c83dbee2aBcdb832141ed@fcb4dbea/aad7ee elb7377ffbfoe4ba

Username / Password Hel

submit.x: 33
submit.y: 27
submit: Submit
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F5 Labs Reports F5

@ TLS THREAT ANALYSIS REPQORT
TELEMETRY THE HUNT FOR 10T

THINGBOTS ENSURES CHADS

LESSONS LEARNED FROM
A DECADE OF DATA BREACHES

93,1t ane wnd dent s s cybec stinckeey rmary targets, maki
\ tha majerity of s ches thet are chang]ng the wey We vew eyber secudty.
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WE MAKE APPS

GO

FASTER. SMARTER. SAFER.

f.kolar@f5.com
r.gibala@f5.com



mailto:f.kolar@f5.com
mailto:r.gibala@f5.com

